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Abstract

This issue of Library Technology Reports (vol. 55, no. 
8), “Blockchain in Libraries,” examines the applica-
tion of blockchain in libraries. Blockchain technol-
ogy has the ability to transform how libraries provide 
services and organize information. To date, most of 
these applications are still in the conceptual stage. 
However, sooner or later, development and implemen-
tation will follow. This report is intended to provide a 
primer on the technology and some thought starters. 
In chapter 2, the concept of blockchain is explained. 
Chapter 3 provides eight thought and conversation 
starters that look at how blockchain could be applied 
in libraries. Chapter 4 looks at the barriers and chal-
lenges of implementing blockchain in libraries. Chap-
ter 5 raises some questions around ethical issues that 
librarians should consider with respect to blockchain 
implementation.
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Chapter 1

Introduction

This issue of Library Technology Reports was origi-
nally proposed in 2018, when blockchain was still 
considered an exploratory technology. It stands 

to reason that in 2019, the year when this report is 
published, blockchain still is very much a technology 
with significant unexplored potential. To date, the 
main application of blockchain technology has been 
in the arena of cryptocurrency. Whether through the 
news, from excited computer-savvy friends, or over a 
family dinner, you may have heard of cryptocurren-
cies such as Bitcoin, Ethereum, Ripple, or many of the 
other thousands of coins that have been created in 
the last few years. Their rapid rise from speculative 
digital tokens (considered untraceable by regulators 
and with little intrinsic value) to tokens with quasi- 
currency status and an air of legitimacy was so fast 
that many considered this the twenty-first-century 
version of the tulip mania that swept the Netherlands 
in the seventeenth century.1 The rise of Bitcoin has 
been well documented, starting from an obscure white 
paper in 2008 by the mysterious Satoshi Nakamoto 
to a valuation of USD$20,089 per unit at its peak in 
December 2017.2 However, neither Bitcoin nor block-
chain is a completely new phenomenon. Bitcoin is the 
first cryptocurrency that gained relatively widespread 
adoption, but as Narayanan and colleagues outlined, 
it was preceded by many other digital cryptographic 
currencies and by many attempts (which often failed) 
at distributed ledgers for digitally encrypted credit 
cards online in the 1990s.3

For various reasons, other cryptocurrencies did 
not gain the level of awareness and popularity that 
Bitcoin has reached. One of the reasons for Bitcoin’s 
success is its ingenious use of the distributed ledger 
that underlies the Bitcoin blockchain (as outlined in 
Satoshi’s white paper). Interestingly, this is where the 
first linkage to libraries can be made. The Bitcoin 
blockchain bears conceptual resemblance to distrib-
uted computing and to a concept that many in librar-
ies are familiar with: LOCKSS. LOCKSS, which stands 
for Lots of Copies Keep Stuff Safe, is an initiative 
originally started by the Stanford Libraries in 1999. 

David Rosenthal, cofounder of the LOCKSS initiative, 
provided a history of how LOCKSS and other decen-
tralized computing protocols are linked to our current 
understanding of blockchain technology on his blog.4

Stanford University: LOCKSS
https://www.lockss.org

Although blockchain is most commonly associated 
with cryptocurrencies, there is much more to this new 
technology than just cryptocurrency. Libraries, as 
organizations and as enterprises, will be impacted by 
this technology in numerous ways—from outside the 
library, where vendors will start deploying products 
and services based on blockchain, to libraries them-
selves leveraging blockchain to improve their systems 
and organizations. The ways in which blockchain will 
find its way into libraries are still uncharted. How-
ever, initiatives are under way, such as the work being 
done as part of an IMLS-funded grant at the iSchool 
at San José State University, and efforts such as this 
report.5 The ideas for blockchain in libraries are still 
mostly at the conceptual level, and some possible use 
cases are presented in chapter 3. Whether these or 
completely different use cases will become success-
ful implementations remains to be seen. How librar-
ies implement blockchain will determine the impact 
of the technology and how it transforms the way we 
work with each other and our communities. This 
report will investigate the implications of blockchain 
technology for libraries from a variety of angles. First, 
we will introduce the ideas underlying this technol-
ogy. Subsequent chapters will present thought start-
ers for possible applications of blockchain technology 
in libraries, museums, and archives.6 The report will 
wrap up with a discussion of barriers, challenges, and 
ethical considerations around the implementation of 
blockchain technology in our libraries. Ultimately, 
the goal for this report is to accessibly introduce the 
technology and to provide thought and conversation 

http://alatechsource.org
https://www.lockss.org
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starters to help libraries examine this complex topic 
and prepare themselves for the changes ahead.

Notes
1.  True crypto enthusiasts will vehemently balk at the 

notion that crypto tokens are currency. Much of the 
cryptocurrency movement was founded in order to 
cut out the middlemen and free the exchange of val-
ue—i.e., traditional fiat currency—from government 
scrutiny and regulation. Blockchain’s decentralized 
ledger with its built-in privacy protocols presented a 
perfect system until it grew too large to be ignored 
by governments. Blockchain enthusiasts and purists 
consider the notion of “currency” too close to the idea 
of fiat currency—i.e., currency issued and managed 
by governments.

2. Satoshi Nakamoto, “Bitcoin: A Peer-to-Peer Electronic 
Cash System,” white paper, Bitcoin.org, 2008, https://

bitcoin.org/bitcoin.pdf; CoinMarketCap, Bitcoin Sta-
tistics, accessed September 7, 2019, https://coinmarket 
cap.com/currencies/bitcoin.

3. Arvind Narayanan, Joseph Bonneau, Edward Felten, 
Andrew Miller, and Steven Godlfeder, “Bitcoin 
and Cryptocurrency Technologies: A Comprehen-
sive Introduction,” draft, February 9, 2016, https://
d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings 
/princeton_bitcoin_book.pdf.

4. David Rosenthal, “Blockchain: What’s Not to Like?,” 
DSHR’s Blog, December 10, 2018, https://blog.dshr 
.org/2018/12/blockchain-whats-not-to-like.html.

5. “Blockchains for the Information Profession: A Proj-
ect of the SJSU iSchool,” San José State University, 
accessed September 8, 2019, https://ischoolblogs.sjsu 
.edu/blockchains.

6. In this report, I almost exclusively refer to libraries. 
Please note that in most cases, especially as it relates 
to the thought starters in chapter 3, museums and ar-
chives can often be substituted as allied terms.

http://alatechsource.org
https://bitcoin.org/bitcoin.pdf
https://bitcoin.org/bitcoin.pdf
https://coinmarketcap.com/currencies/bitcoin/
https://coinmarketcap.com/currencies/bitcoin/
https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf
https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf
https://d28rh4a8wq0iu5.cloudfront.net/bitcointech/readings/princeton_bitcoin_book.pdf
https://blog.dshr.org/2018/12/blockchain-whats-not-to-like.html
https://blog.dshr.org/2018/12/blockchain-whats-not-to-like.html
https://ischoolblogs.sjsu.edu/blockchains/
https://ischoolblogs.sjsu.edu/blockchains/
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Blockchain Primer

Most simply put, blockchain is technology built 
on the concept of the distributed ledger. So, 
what does this actually mean? In a well-

functioning blockchain, the original moment of data 
creation is recorded in the blockchain ledger as the 
original “block.”1 This transaction and each subse-
quent transaction after this original entry updates the 
ledger. The ledger is replicated on all the nodes par-
ticipating in the blockchain, forming a distributed led-
ger. Through this distributed recording mechanism, 
the blockchain becomes immutable and blocks can 
be traced back to the original entry and every other 
related entry in that same lineage. An apt analogy 
to how blockchain works and how it can transform 
current technology and systems is by comparing it 
to genealogy and the concept of the family tree. Cur-
rently, any genealogist trying to reconstruct a fam-
ily history has to rely on what is known about the 
family and do research to reconstruct familial links 
by visiting census data, property records, immigra-
tion records, and so on. This is a long and laborious 
process depending on the level of data the genealo-
gist desires and is able to acquire. When that family 
tree has been developed, it can be compared and con-
nected to the research of other genealogists on any 
of the popular genealogy sites. The family tree can 
then be compared to other family trees for overlaps 
and validation. If blockchain were used as the under-
lying technology, then every individual in the verified 
family tree could be established as one entry on the 
blockchain, created out of a “transaction” from two 
previous blocks. Thus, each record is linked to its pre-
ceding records and, by default, to every future record. 
Blocks within a genealogical blockchain could have 
data encoded to provide additional information on the 
individuals such as names, date and place of birth, 
height, eye color, agencies involved in adoption, links 
to genetic services, and so on. Thus, the blockchain 
could provide a verified record of the entire family 
tree at the press of a button in perpetuity.

Of course, this is an oversimplified representation 

of a blockchain. In the world of blockchain, this kind 
of diagram is called a Merkle tree. The original paper 
that introduced the Merkle tree was published in 
1980 and established the basics of a blockchain pro-
tocol and how it could be cryptographically secured.2 
The Merkle tree logic allows for a very sophisticated 
and trusted algorithm to create unique identifiers for 
each block. This unique ID, called a “hash” in block-
chain language, is a major feature in securing the 
blockchain and creating the immutable records that 
confirm the integrity of the data that is stored. The 
logic underlying the Merkle tree reduces the compu-
tational power required to verify the integrity of the 
blockchain because of the method by which hashes 
are created and linked to the preceding block in the 
blockchain. This mechanism affords participants in 
the blockchain a very high degree of security and 
privacy and has led to the Merkle tree becoming the 
basis of blockchain. Figure 2.1 is an example of a 
Merkle tree. The “uberblock” at the top represents the 

Chapter 2

Figure 2.1
Example of a Merkle tree, a simplified representation of a 
blockchain structure. Source: “File:ZFS Merkle Tree 2.svg”  
by Markus Then is licensed under CC BY-SA 4.0 (https:// 
creativecommons.org/licenses/by-sa/4.0/), https://commons 
.wikimedia.org/wiki/File:ZFS_Merkle_Tree_2.svg. Figure 
has been adapted; the bottom row has been updated from 
“Datenblock” to “Data block” and “Hash 6” has been added.

http://alatechsource.org
https://creativecommons.org/licenses/by-sa/4.0/
https://creativecommons.org/licenses/by-sa/4.0/
https://commons.wikimedia.org/wiki/File:ZFS_Merkle_Tree_2.svg
https://commons.wikimedia.org/wiki/File:ZFS_Merkle_Tree_2.svg
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original block and each block below relates back to 
the original block. 

However, what makes the blockchain so powerful 
as an application is its basis in distributed computing. 
In other words, the verification of the current block 
entry against all of its predecessors requires the avail-
ability of a network of computers that run the back-
ground checks required to validate the current record. 
In the most secure applications, the background checks 
have to be confirmed by a majority of participants in 
the blockchain (although a lower threshold can also 
be specified). The most significant benefit of this 
approach is that hacking the network becomes close 
to impossible, and even if it could be done, it would 
be very expensive. If one were to try to alter or forge a 
record, then the entire lineage of the record back to the 
original kernel would have to be changed, which in a 
distributed ledger would require knowing and hacking 
all of the computing nodes involved in retrieving and 
verifying those records. This introduces a significant 
degree of complexity that, although not impenetrable 
(in theory), does present a significant challenge that 
may outweigh the motivations of potential hackers. 
Consequently, blockchain has been considered in a 
wide variety of applications and scenarios where secu-
rity and immutability are significant concerns.

The distributed ledger combines the technology 
underlying distributed computing with the concept of 
the ledger used in accounting. The distributed ledger 
is a digitized version of the paper ledger where trans-
actions are recorded as they occur, thus providing the 
accounting and documentation required to ensure 
that transactions have taken place. In a ledger, one 
might record amounts, parties involved, time of trans-
action, and other pertinent information. The distrib-
uted ledger takes this information, places it online, 
and distributes identical copies of the ledger to all 
the computers in the system, thereby ensuring that 
validated copies exist in multiple places (similar to the 
LOCKSS principle). When a new entry (or in block-
chain language, a new block) is added to the ledger, 
the distributed ledger is automatically updated across 
all nodes in the system. Every subsequent transaction 
is now added to this new and updated ledger.

Thus far, the major application of blockchain has 
been for cryptocurrency. Cryptocurrencies, such as 
Bitcoin, Ethereum, Ripple, and many others have been 
developed on the concept of the distributed ledger. 
They have come into existence to act as alternatives to 
traditional government-backed currencies such as the 
dollar or euro. As alternative quasi-currencies, crypto-
currencies have leveraged blockchain and enabled an 
entirely new global network of currency transactions. 
This has been done by employing blockchain as a dis-
tributed database working on computers located all 
over the world. These computers work on a system of 
randomly assigned verifications needed to maintain 

the integrity of the blockchain. Computers participat-
ing in this verification process are called “miners.” 
They engage in calculations of varying intensity and 
difficulty that work on solving the unique codes used 
in every block. This unique code or hash is a crypto-
graphically-secured string of numbers. As an incentive 
for participating in this process, at certain intervals, 
miners are issued a reward. Typically, miners receive 
a unit of value of the blockchain’s currency seeking 
validation (e.g., one Bitcoin). This process is important, 
as we will explore later, since there has to be incen-
tive in the system to ensure that enough computers are 
participating in the verification, which in turn ensures 
the security and speed of the blockchain. To put this 
incentive into perspective, one Bitcoin at its peak value 
in 2017 was worth over $20,000. Although the price 
of Bitcoin fluctuates significantly and in 2019 Bitcoin 
has been trading in a range from the low $3,000s to 
just over $13,000, the incentive often outweighs the 
costs of time and energy expended in the process of 
mining.3 To further explain the principle behind how 
Bitcoins are awarded, imagine 100 miners are working 
on the calculation tasks required to verify the block-
chain. The blockchain may have been set up to award 
a token after every 1,000th verification is completed. 
If miner 1 solves verification number 999, it would get 
nothing. If miner 2 solves verification number 1,000, 
it would receive one Bitcoin. If miner 3 solves verifica-
tion number 1,001, it would get nothing, and so on, 
until somebody solves verification number 2,000. Thus 
the process provides both incentive and motivation, 
but also a sufficient amount of randomness so that all 
are engaged to the best of their abilities. In libraries, 
the financially motivated incentive mechanisms of 
cryptocurrency do not exist. However, other incen-
tives may have to be developed. Depending on the 
applications, consortial agreements may predetermine 
contributions from those participating in the block-
chain. For example, suppose thirty libraries decide 
to develop a blockchain and contractually dedicate a 
certain amount of computing power to allow for the 
blockchain to always be available and up to date. In 
that case, the contract is in place; other incentives are 
not needed. However, larger public blockchain appli-
cations would need new incentive models that would 
appeal to those required to participate. What exactly 
those will be will depend on the application and who 
is expected or required to participate.

Private versus Public Blockchains

Blockchains have two main variations that have sig-
nificant impact and influence over how they func-
tion, who can participate, and who has control over 
them. A blockchain can be private or public.4 Private 
blockchains are, as suggested by the name, exclusive 

http://alatechsource.org
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in nature. Only those invited and authorized can par-
ticipate in a private blockchain. This creates a con-
trolled environment with a limited number of autho-
rized participants. Public blockchains are exactly 
the opposite. They are open networks that anyone 
can participate in, adding and verifying transac-
tions. Unlike private blockchains, public blockchains 
are typically decentralized. The network protects 
itself through scale and enabling any member of the 
blockchain to audit and validate the data. Typically, 
this kind of blockchain is involved when discussing 
cryptocurrency applications. Conversely, in a private 
blockchain, the distributed network is limited, and all 
users are known. Whether a blockchain is private or 
public is up to the developer of the application. This 
has to be determined at the very beginning stages. In 
libraries, we may find that both types of blockchains 
have applications and can be employed depending on 
the problem at hand. The thought starters provided in 
the next chapter will address the benefits and chal-
lenges associated with these two types of blockchains 
and will present use cases that consider the benefits of 
private versus public blockchains.

Power Consumption and Computing 
Power

Public blockchains are designed to provide immuta-
ble records of transactions. The underlying value of a 
public blockchain is derived from trust established by 
the decentralized system ensuring that single actors 
and coordinated schemes to subvert it will be unsuc-
cessful. The blockchain is available to all and can be 
verified by any member. For future transactions to 
be validated, a majority of members need to verify 
the blockchain, also known as “proof of work.” This 
process of verification is complex and needs to hap-
pen quickly in order for the blockchain to function 
efficiently. As the blockchain grows and transactions 
increase, the level of complexity grows, which leads 
to increased need for computing power. As a result, 
the increasing demands on computers and processors 
to continuously verify the blockchain lead to massive 
energy consumption. Various large blockchain appli-
cations have been estimated to consume more elec-
tricity than entire nations over comparable periods of 
time.5 However, this issue will not typically arise in 
the way most libraries would employ blockchain tech-
nology. If a library were to deploy a public blockchain, 
then the transaction volume would not be even close to 
the transactions required by cryptocurrencies such as 
Bitcoin or Ethereum. The reason for this discrepancy 
is in the frequency and in the increments with which 
cryptocurrencies trade. Cryptocurrencies can trade in 
fractions to the eighth decimal (i.e., 0.00000001 Bit-
coin). Thus, a Bitcoin can be divided and subdivided 

and recombined over and over. This complexity, com-
bined with the frequency at which currencies can be 
exchanged, is far in excess of any transactions that are 
likely to occur in libraries, such as circulation data or 
patron data. (Such transactions also by their nature 
are unlikely to be divided down to the eighth deci-
mal.) Furthermore, the “proof of work” requirement 
could be set at a different and lower rate from what 
is required in cryptocurrency applications, thus sig-
nificantly reducing the need for computing power. In 
a private blockchain, the permissions for those who 
participate can be set very differently from a public 
blockchain—so differently in fact that power con-
sumption could be much better managed because the 
private blockchain with all participants known would 
be a trusted and reliable recording mechanism. Proofs 
or verifications might not be required, and certainly 
not in the same way that a public blockchain would 
require. Furthermore, a private blockchain would 
serve well in many library applications since it would 
allow for faster verification. It would not need the 51 
percent proof of work consensus mechanism required 
to prevent fraudulent activity in many public block-
chains due to the anonymity of the users and min-
ers. There are many versions of private blockchains 
emerging, and they are being branded in a number of 
ways. For example, Hyperledger was developed by the 
Linux Foundation in 2016 and has found significant 
support from many commercial entities across the 
spectrum of consulting, banking, and manufacturing 
industries.

Hyperledger
https://www.hyperledger.org

What Can Be Encoded in a Block?

Blocks on the blockchain are information contain-
ers. They can hold a wide variety of content. At the 
very least, a block stores its own unique identifier, or 
“hash,” that links it to all blocks preceding it and all 
subsequent blocks. Each block is uniquely identified 
through its hash, which is automatically generated 
and ensures there is no ambiguity between different 
blocks. However, much more can be stored in a block. 
In addition to this identifier information, blocks can 
store data of all kinds related to a transaction, such as 
the following:

• time
• date
• measurements (e.g., height, width, weight, etc.)
• text

http://alatechsource.org
https://www.hyperledger.org/
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• transactional information
• computer code that can trigger actions (usually 

referred to as “smart contracts”)

These various kinds of data can be automatically 
generated or can be manually added. In practice, the 
data stored is readable across blocks. The data in the 
blocks can then be queried and analyzed. The size of 
what can be encoded in a block is limited only by the 
specifications set by the creator of the blockchain. 
The blocks can be small and allow only a few kilo-
bytes of data, or they can be quite large and allow 
several megabytes of data. As the technology evolves, 
it will be possible to attach PDF and image files, audio 
files, video files, and files of other formats that have 
not been previously associated with blockchain. One 
limitation thus far has been related to the computing 
power required to process building, storing, and veri-
fying blocks. Since every block includes information 
linked to previous blocks, there has been some concern 
about the overall size of the blockchain database. As 
technology advances and computing power increases, 
the boundaries of these limitations will be tested and 
will expand. It remains to be seen whether Moore’s 
Law,6 the increasing speed of the internet (some will 
remember the early days of the public internet and 
dial-up modems), or the evolution of the cell phone to 
the current smartphone is an apt analogy. However, as 
with all successful technologies, increasing adoption 
will lead to increasing investment, and ingenuity in 
how the technology can be optimized and improved 
will follow.

Blockchain and Privacy

One of the keys to blockchain technology that has 
made it viable for cryptocurrencies is the privacy 
features. These features constitute a key component 
of the blockchain and could be considered built in 
by design. There are three main areas in which the 
blockchain is particularly strong:

• public and private keys
• the public blockchain
• the private blockchain

Public and Private Keys

Participants in a blockchain have to gain access to 
it. In order to do so, a participant has to register or 
be issued a private key. Depending on the blockchain 
rules, the participant’s public key can be issued by 
the owner of the blockchain, or the participant can 
autogenerate a key, which ensures even greater pri-
vacy. The public key is a complex alphanumeric 
sequence that is unique to the participant. However, 

participants in the blockchain are not limited to only 
one private key and thus can have multiple accounts. 
A complex algorithm converts private keys to public 
keys. Public keys are used for the record-keeping of 
the blockchain. The algorithm used to derive public 
keys from private keys cannot be reverse engineered, 
which ensures that the private key always remains 
private. In the blockchain, when a transaction is ini-
tiated, the public key is recorded with the blocks to 
provide accountability of the transacting party. The 
public address can be queried, and transactions can 
be traced back to the public key. Because public keys 
cannot be reverse engineered to the private key, own-
ers of a private key remain anonymous unless they 
reveal their private keys. Due to this extreme privacy 
function, private keys cannot be recovered once lost. 
It is worth noting that the data that has been encoded 
in the blockchain remains there forever due to the 
immutability of the blockchain. There are countless 
stories in cryptocurrency of lost private keys, which 
means that the coins associated with those keys can-
not be recovered by the original owner and thus are 
lost forever. This is akin to losing the keys to a trea-
sure chest that has been hidden somewhere. In other 
words, the contents of the treasure chest still exist, 
as does the record of their existence. However, the 
contents have now become irretrievably lost. As it 
happens, many private keys have been lost. Estimates 
point to roughly 17 to 23 percent of all Bitcoins ever 
mined having been lost.7 This can prove to be a chal-
lenge if a user were to lose their private key. How-
ever, this tradeoff in convenience has to be accepted 
if this level of privacy is desired. Unlike with a pass-
word to an email account, where a forgotten password 
can be retrieved by answering a few security ques-
tions to access the account again, a forgotten private 
key is irretrievably lost and the account is no longer 
accessible.

Public Blockchain

In a public blockchain, everybody can join. Using a 
private key, that has been converted to a public key 
allows anybody with an internet connection and a 
computing device able to run the blockchain software 
to participate. Since the public blockchain is a distrib-
uted ledger of all transactions, no single user can cor-
rupt the data. When a transaction takes place on the 
blockchain, a new block is created. However, the block 
does not get added to the blockchain until it has been 
verified by a majority of the participants. Depending 
on the number of participants and a few other fac-
tors, this verification can take place in real time or 
may take a longer amount of time. Most importantly, 
though, the consensus required to verify the block-
chain ensures that the security, privacy, and integrity 
of the blockchain are maintained.

http://alatechsource.org


11

Lib
rary Tech

n
o

lo
g

y R
ep

o
rts 

alatechsource.org 
N

o
vem

b
er/D

ecem
b

er 2019

Blockchain in Libraries Michael Meth

Private Blockchain

In a private blockchain, the owner of the blockchain 
has significant influence over its design and subse-
quent operations. As a result, a private blockchain is 
a less secure and private type of blockchain. Here, the 
participants in the blockchain are known, and blocks 
can be altered at the owner’s discretion. While this 
may pose a privacy challenge, it does not mean that 
the blockchain cannot be maintained with strict pri-
vacy controls in place. Therefore, depending on the 
desired application, a private blockchain could be a 
viable application that ensures security.

How Do Blocks Talk to Each Other?

The blocks in a blockchain talk to each other by being 
linked in a very linear way. The Merkle tree diagram 
(see figure 2.1) provides a visual representation of 
how each block is linked back to the preceding block. 
In blockchain, the hash from the first block is com-
bined with the hash from the second block to make 
a new, unique combination. The next block combines 
the earlier block and the new information by adding 
its unique signature. The hash itself is an encrypted 
and complex alphanumeric combination, ensuring 
that the combination is unique. Here is a very simplis-
tic way to think of the way hashes work:

Original hash: A1
Next block hash: A1 + new hash, i.e., A2 → new 

block hash of A1A2
Next block hash: A1A2 + new hash, i.e., A3 → 

new block hash of A2A3
And so on . . .

Through this combination of hashes, the entire 
blockchain can be verified and traced back to the 
original block. The ingenuity of this method is that 
while one can always trace known hashes backward, 
one cannot predict future hashes. If A1A2 is known, 
then hackers could go back and try to alter A1. How-
ever, they would have to alter all the preceding blocks 
in the blockchain. If A2A3 has already been created, 
the blockchain would detect the fraud attempt. More 
importantly, since the blockchain lives in the cloud 
and is replicated on many computers, there will always 
be copies of the original blockchain available to verify 
against. In cryptocurrency, where this kind of attack 
would be a grave concern, the developer community 
has decided on a concept called “proof of work.” Proof 
of work requires 51 percent of the network to confirm 
the transaction, thereby making a coordinated attack 
on the blockchain nearly impossible. This built-in 
security ensures, as the blockchain community refers 
to it, immutability—that is, that the block cannot be 

altered after it has been created, verified and added to 
the blockchain.

Problem or Solution: Which One 
Came First?

In libraries we deal with myriad challenges on a regu-
lar basis. We try to create engaging environments. We 
try to work within our budgets. We work with our 
patrons, users, scholars, students, clients, or whatever 
other user-specific term is employed in your organiza-
tion. We work with each other across divisions, differ-
ent locations, consortia, and so on. We try to measure 
and share the value we add to our environments. All 
of these challenges are looking for solutions. However, 
as the old aphorism reminds us, “If your only tool is a 
hammer, all problems look like nails.” Thus the ques-
tion arises, “What problems are we able to solve with 
blockchain?” Throughout this report, we will think 
through the “why” and “so what” related to block-
chain as a solution to the problems and opportunities 
presented. For what it is worth, libraries function, and 
function well at that. We share catalogs and records. 
We have patron records in our databases. We manage 
our collection budgets. We issue library cards. And, 
to say the very least, we are keenly aware of issues 
related to privacy. The author of this report posits that 
some of these areas could be significantly improved 
by employing blockchain as a technology. However, 
even though blockchain technology can address these 
issues and concerns, often the implementation will 
raise new issues. Ultimately, each case will have its 
own specific context that will decide whether the 
technology is transformative and of sufficient value 
for consideration and implementation in your orga-
nization. In chapter 3, we will present thought start-
ers so that you, the reader, may consider the various 
opportunities and challenges to make your own deter-
mination about whether blockchain is an appropriate 
solution to your problems and whether it meets the 
ethical standards you hold yourself to.

Why Should Libraries Care about 
Blockchain?

So what? We have now established some of the basics 
of blockchain, but why should libraries care? Libraries 
should care because blockchain is here to stay. Many 
corporations have bought into the idea of blockchain 
to support their enterprises. As acceptance grows and 
use cases emerge, our library community will be pre-
sented with applications based on blockchain technol-
ogy. It is not farfetched to think that library systems 
will be developed leveraging blockchain. Perhaps our 
next-generation integrated library systems will be 
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built on open standards and blockchain will be used to 
secure user records in the system. Thus, it behooves us 
as libraries to be informed and at least conversant on 
the topic of blockchain so that we can truly evaluate 
whether we are being presented with feasible applica-
tions and systems or just alluring trends and market-
ing pitches. Applications that we have not thought of 
yet will be developed that leverage blockchain. There-
fore, we have a significant opportunity to contribute 
to the development of blockchain technology within 
libraries, museums, and archives. Some opportunities 
for the use of blockchain will be related to the schol-
arly record, research, funding mechanisms, and so on. 
Thus, it would be wise for libraries to prepare for these 
conversations. Another likely important connection 
will be linking blockchain with the emerging tech-
nologies of big data and artificial intelligence. How-
ever, perhaps the best answer to why libraries should 
care about blockchain is because the technology pro-
vides us with the possibility to develop significantly 
improved systems as compared to where we are today.

In the thought starters in the next chapter, we 
will explore some of these concepts and provide more 
details on how blockchain may be employed in vari-
ous libraries-related scenarios.
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Case Studies and  
Thought Starters

This chapter will present eight case studies. These 
case studies will explore the current environ-
ment and how blockchain may be employed. 

However, at the time of publication, to the best of 
our knowledge, none of these blockchain applications 
have been implemented. In other words, it might be 
advisable to think of these case studies as thought 
starters. Interested readers may want to employ them 
to educate themselves or perhaps to explore the fea-
sibility of these ideas. So, proceed with caution and 
enjoy the exploration.

1. Library Acquisitions

Libraries manage significant amounts of money 
through our budgets, and one of the most substantial 
budget lines is in acquisitions. The complex process 
of library acquisitions is well documented, leading 
from product development by a vendor to library 
subscription or purchase to the eventual sunsetting 
of the product or subscription. This process can span 
several decades or take place rather quickly. So how 
might blockchain be applied? One scenario would be 
to employ it for contract management related to the 
content covered by the contract. This works particu-
larly well in scenarios where content is delivered digi-
tally. Traditionally, a library finds out about a content 
collection that a vendor has developed. The library 
evaluates the product, enters negotiations with the 
vendor, and agrees to a price, and then that collec-
tion becomes accessible. A few years pass, the collec-
tion is in use, and the contract gets renewed follow-
ing a new negotiation. As part of the new contract, 
new items may be added to the collection, old ones 
may be removed, and access may be renegotiated 
from single user to unlimited users. Over time, librar-
ies create many of these contracts and systems. In an 
ideal situation, these contracts are well documented, 

accessible, and properly enforced. In real life, several 
points of failure can occur. Contracts are signed and 
subsequently lost, perhaps even just kept in a well-
meaning signer’s inbox. Agreements specify rules and 
limitations for the content. However, the systems used 
by libraries may or may not be able to comply with 
the rules.

If vendor contracts could be encoded in a block-
chain, then with the right permissions in place to pro-
tect privacy and confidentiality, there would then be 
a permanent unalterable record of the original. Smart 
contracts in the blockchain could be established to 
facilitate access to the materials and provide updates. 
Whether a library buys access to 100 e-books or 10,000 
journal articles, smart contracts embedded in the 
blockchain could facilitate the execution and access 
to the content. In other words, perfect compliance 
with the contract would be guaranteed to the library 
and the vendor. Since blockchain is incredibly scal-
able, expanding the number of titles or articles medi-
ated by the blockchain would not pose a challenge. 
So if an original contract specifies a small number of 
items and a subsequent contract specifies a greater 
number, entries could be batch loaded into the block-
chain. In the scenario of a shrinking contract, a batch 
action could also update the availability of content. If 
access rules change (e.g., from a one-user license to an 
unlimited-concurrent license), then a batch upload to 
the blockchain could update the smart contracts in the 
block to instantly update the accessibility.

Another benefit of blockchain would be the pos-
sibility of using cryptocurrencies for payment. If a 
library and a vendor transact in the same currency, 
the benefits would be limited (e.g., a purchase in US 
dollars from a US-based institution). However, often 
libraries work across boundaries—for example, a 
Canadian library buying content from a US vendor, a 
European library buying content from an Asian ven-
dor, and so on. In those scenarios, contracts are subject 

Chapter 3
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to fluctuations in the exchange rate between the cur-
rencies of the countries. In a low volatility environ-
ment, this poses no risk, but in environments where 
exchange rates can vary significantly over time, this 
can pose significant problems. For example, if the US 
dollar rises by 20 percent over three years in relation 
to the Canadian dollar, then the cost of the contract to 
a Canadian library buying from a US vendor would rise 
by 20 percent. Furthermore, there are often charges 
for the exchange of currency, which also increases the 
cost of the transaction. These kinds of fluctuations 
and fees are difficult to absorb in library budgets. If 
cryptocurrency were to be used, then there would be 
no exchange fees as no exchange of currency would 
take place. The only possible complication would be 
fluctuation in the exchange rate between the coun-
tries’ currencies and the cryptocurrency.

For various reasons, blockchain would make a lot 
of sense in an acquisitions scenario. How strongly a 
library or vendor feels about the need to remain in 
compliance with the rules specified by the contract 
would determine whether blockchain would work 
well. Because this scenario is limited to verification 
between the vendor, the library, and the users of the 
content, a private blockchain would be feasible here. 
Making that decision would limit the processing and 
computing required, which would also limit the cost 
associated with power consumption. Typically, usage 
for licensed content is limited. Much of the content 
that is licensed is used seldom, but it needs to be 
available and discoverable. The blockchain could help 
with facilitating this access and discoverability. How-
ever, due to the low volume of transactions expected 
and who the stakeholders are, most of the computing 
could be handled in-house via a private blockchain.

A library would have to implement the block-
chain for contract management. The system would 
have to be able to handle multiple vendors and enable 
blocks to be programmed to handle the rules set out 
in every contract. The library would then have to 
develop a compatible authentication system to allow 
its users to authenticate and discover content. The 
vendors would then have to collaborate on developing 
an authentication method that matches the verifica-
tion provided from the blockchain for access to the 
content requested. There are many obvious benefits 
to a system like this, as opposed to many libraries’ 
use of spreadsheets and inbox searches. If libraries 
were adroit at creating and maintaining these records 
through relational databases where all of these con-
tracts, access parameters, and vendor relationships 
could live, then there might not be a need for a block-
chain. However, that is not usually the case, and we 
have to consider ways to make this process easier and 
more consistent, almost from scratch.

2. Collections Maintenance

Libraries own and subscribe to many materials. Typi-
cally, the materials we have access to, whether owned 
or leased, are stored in a catalog of some kind. The 
catalog is typically provided by a third-party vendor, 
which sells it as an integrated library system (ILS) or 
library management system (LMS). Depending on the 
type of ILS, the size and complexity of holdings, and 
other factors, access to the collection can be reliable 
or not. Holdings data may or may not be complete. 
We often ask questions in libraries related to collec-
tions. Questions may be at the macro level: How many 
items do we have in our collections? They may be at 
the item level: When was this book processed? When 
was it purchased, and for what price? Questions may 
also be cross-institutional: Can we compare our hold-
ings to those of other institutions? Lastly, we may also 
ask questions related to usage: How many times was 
this item borrowed? How many items in our collection 
have been accessed more than twice?

Blockchain would allow every item in our collec-
tions to be individually tracked. A block created for 
every holding would include data about the original 
acquisition, the item itself (either in MARC, RDA, or a 
new metadata schema), and transactions. Every time 
an activity takes place, the event would create a new 
block in the blockchain for that holding. For example, 
an item is borrowed. A new block would be added to 
the blockchain. At a minimum, this block would con-
tain data on the item borrowed and the public key 
of the borrower. Unlike in current use cases, where 
libraries often struggle with how to treat this user 
data, in blockchain we would not be able to trace back 
to the private key. So, while the public key can be 
queried by those authorized to look up information on 
public keys, the privacy of the borrower is preserved. 
Employing the blockchain would allow for rapid que-
ries and analytics. Furthermore, a well-designed block-
chain could replace the ILS/LMS providers as “mid-
dlemen,” and libraries could (finally) design their own 
tools to take care of our systems needs. A blockchain 
could be established at the individual library level 
or within counties or universities. However, a global 
public blockchain for all libraries would be ideal.1 In 
that scenario, every library would enter its holdings. 
That way, collection and holdings data could easily be 
analyzed across any institution or organization in the 
world. Besides the local impact, implementing block-
chain this way could also have a significant impact on 
interlibrary loan (ILL). Here items could be identified 
much more quickly and the process of lending and 
borrowing in ILL could be automated through smart 
contracts with lending institutions. Libraries could 
automate the process of verifying partners, keeping 
track of net borrowing versus net lending, and send 
materials. As in other scenarios, the privacy-by-design 
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features of blockchain would serve well here.
Blockchain most certainly makes sense for this pur-

pose. However, the scale of implementation required 
to make this scenario work seems daunting. A global 
public blockchain could address issues of interoper-
ability between different blockchains. Blockchain as a 
technology is a conceptual setup influenced by differ-
ent design decisions at every step of implementation, 
which can influence how different branches of the 
blockchain operate and talk to each other. A smaller 
implementation at a state or provincial level would 
also be feasible, and a likely step in a larger process, 
but ultimately the greatest benefit would come from a 
global network. That way all the world’s library hold-
ings could be documented, analyzed, verified, and 
tracked. This would be a great feature in cases where 
collections get damaged, stolen, or destroyed.

Implementation in this case would be fairly 
straightforward, as we could simply transfer existing 
record-keeping mechanisms to the blockchain. Just 
as with MARC or RDA, we have established protocols 
for cataloging and recording bibliographic collec-
tions. The major challenges would be related to the 
migration of existing records to the blockchain and 
the immense collaborations required to be success-
ful. However, if a tool could be developed to batch 
upload records, this could be a frictionless transition 
for most libraries, which could yield significant ben-
efits. Once the blockchain had been implemented, 
then libraries could either connect with third-party 
off-the-shelf interfaces or could develop their own 
customized applications. Privacy concerns around 
how these records would interact with the blockchain 
would be addressed through the blockchain’s built-in 
privacy mechanisms. As in cryptocurrency transac-
tions, it would be virtually impossible to trace the 
transactions back to the individual unless the owner 
of the private key elects to make their key known. 
Blockchain accomplishes this via the use of public and 
private keys that each user has. One analogy is of a 
one-way road by which the private key generates a 
public key to verify the original transaction, but the 
public key cannot be turned back and be connected 
to the private key. Thus, any analytics or tracking of 
the material cannot be traced back to an individual. 
However, analytics at the item level could be recorded 
and analyzed.

3. Special Collections and Archives

Special collections and archives possess rare and dis-
tinct materials. This makes their collections unique 
to the overall collection development process that 
the information profession usually engages in. These 
materials have been acquired under various cir-
cumstances that may or may not be documented. 

If purchase or donor agreements exist, they may or 
may not be easily available. This can lead to confu-
sion. At what price was a collection acquired? Who 
was in charge of the acquisition? A collection has been 
donated, but what was the donor agreement? Can the 
collection be divided up, or must it be kept intact? 
How and where can it be displayed? Furthermore, 
proving the provenance of these materials can also be 
a challenge. What is the history? How has the history 
been verified?

In the case of archival materials, what are the 
retention rules? Who has access to the materials?

How are these special collections and archival 
materials discoverable? How are they made accessible, 
and to whom?

Blockchain could address the majority of these 
concerns. For example, if a library acquires an impor-
tant historical artifact, then the library could encode 
the transaction and the contract in the blockchain. 
Additional data related to the purchase, such as cost, 
time, and date, can be noted. From there, the material 
can be made accessible through the same discovery 
mechanisms used in regular collection development. 
Alternatively, special interfaces could be developed, 
for example to link blockchain and discovery mech-
anisms. When questions arise about where or how 
the materials were acquired, the blockchain records 
attached to each item would be able to answer these 
questions. In worst-case scenarios, such as theft or 
damage, the item can be traced through the block-
chain to its rightful owner. For example, if a rare book 
is stolen and the thief tries to sell it, then any potential 
buyer could verify whether the item is as described 
and whether it is legally for sale. This process is cur-
rently being employed in art auctions. On November 
13, 2018, Christie’s auction house raised over $317 
million when the Barney A. Ebsworth collection was 
auctioned. The sale was recorded in a blockchain plat-
form provided by Artory, a company specialized in 
the art market.2 The process employed in the registry 
is very similar to the process special collections and 
archives could use. An event related to an item takes 
place—for example, a donation to an institution or a 
valuation. This triggers the creation of a new block 
in the registry where the original items have been 
recorded. The new block is added to the ledger related 
to the item and is now part of the blockchain. Because 
it is part of the blockchain, the item is now discover-
able, and all events related to it are traceable.

As the Christie’s example and the Artory platform 
show, blockchain could be a transformative techno-
logical innovation for special collections all over the 
world. As collections are acquired and developed, 
much data is accumulated. Agreements accompany-
ing the collections, appraisals, historical documenta-
tion of the artifacts, and other materials could all be 
tracked and maintained in the blockchain. Through a 
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centralized registry, collections would become more 
discoverable. Once collections are discoverable, the 
metadata would become searchable and new oppor-
tunities for scholarship and research would open up.

4. Scholarly Record

Blockchain technology can have a significant impact 
on the scholarly record. In a very simplified model, for 
example, a scholar could establish an idea in the block-
chain. This would provide a record of when the idea 
was first established. Then, as the idea leads to writ-
ten drafts, progress on research and other impacts of 
the research can be tracked by creating records in the 
blockchain. As a project reaches milestones, including 
publications and patents, these can be tracked in the 
blockchain and linked to ISBNs or DOIs. Connections 
with tracking services such as ORCID and OSF can 
also be made. Thus, the scholarly output can be linked 
and analyzed, allowing scholars to get credit for their 
work. In addition, if a blockchain-based system is 
established, further analysis can be conducted across 
topics, authors, disciplines, publishing outlets, and 
any media that may be used. This could revolutionize 
the way scholarly output is measured and analyzed, 
leading to whole new ways of measuring impact.

At the level of output, blockchain could also be 
utilized by authors to create and manage copyright 
licensing that extends beyond the traditional pub-
lisher model. Access to content can be managed 
through smart contracts that could be embedded in 
the blockchain for a particular scholar, article, jour-
nal, or publisher. For example, an article gets pub-
lished in a traditional journal; the journal allows the 
self-archiving of the prepublication version of the 
article in the author’s institutional repository. Then, 
the author chooses to archive a copy and wants to 
mediate access via a Creative Commons license. The 
article is now freely accessible through the repository. 
Any download of the article could be noted in the 
blockchain. If the article is cited or otherwise used 
in advancing other research or publications, then that 
interaction could also be linked in the blockchain. 
The primary investigator of the original research now 
receives credit, and the impact of the research could 
be measured in new and unambiguous ways. On the 
matter of receiving credit for research, the recording 
of ideas is similar to a patent registry. Those first to 
develop an idea and submit it receive the credit for the 
original idea. If an idea registry is created, disputes 
about first ideas could be easily resolved. However, on 
a more positive note, a searchable and discoverable 
registry of ideas could lead to new collaborations and 
initiatives. Since ideas precede research and publica-
tions, early indicators of new discoveries could also be 

created, thus pointing to new areas of discovery and 
reducing lag in the publication cycle.

The establishment of this system would not be 
complicated; however, the larger benefit could be 
achieved when the network’s effects kick in. The 
larger the system gets and the more users that partici-
pate, then the larger the system’s impact is. If it could 
be established as a standard similar to how the pat-
ent office works and if funding agencies and institu-
tions would buy into its adoption, it could accelerate, 
and the benefits could be realized sooner. Perhaps the 
critical question is who would establish this system. 
Would the system be developed by academic institu-
tions or by funding agencies? In either situation, what 
would be the scope of the system? Would there be 
regional limitations or disciplinary focus areas? Those 
decisions would have a significant impact on how this 
system would work. Some of these impacts are consid-
ered in chapter 5 of this report.

5. Analytics in the Library

The business of libraries has become increasingly 
complex. The days of set budgets funded on a recur-
ring basis are long gone. Today’s libraries exist in a 
world where the need for advocacy has become the 
norm. Libraries have to meet performance metrics and 
deliver statistics in order to provide evidence for the 
value they add. However, library analytics and assess-
ment are still a challenge. The evidence and metrics 
we collect in our field are limited, often focused on 
counting physical items and simple measures such as 
circulation data and gate counts. However, there is 
much more data to be collected in libraries. From the 
get-go, variation in knowledge of research methods 
and quality control of assessment surveys or designs 
makes the quality of data in libraries vary signifi-
cantly. Data that connects the services libraries offer 
with the value we add is often difficult to collect and 
remains limited. Using blockchain, we could start col-
lecting data that measures interactions with services 
and link it with data from other parts of the organiza-
tion and community. In addition, the data collected by 
libraries is stored in a variety of places, often linked 
with sensitive data or not conforming with privacy 
standards, which can pose all kinds of problems. 
This combination of data repositories includes paper 
records in filing cabinets and spreadsheets on laptops, 
computers, shared servers, personal hard drives, USB 
keys, and cloud-based services. Some of our storage 
solutions are owned by individuals, some are owned 
by our institutions, and some are owned by third-
party providers. To be fair, much of the data collected 
by libraries does not require protection, high degrees 
of security, or access controls around it. On the other 
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hand, frequently the tools we have available are inad-
equate for protecting the data that needs to be pro-
tected. As a consequence, we often have shied away 
from collecting data that could aid us in providing 
better services to our clients and partners.

Blockchain could help with analytics in the library 
by providing the database infrastructure that would 
allow data to be collected, stored, and made accessible 
to authorized participants. Through smart contracts, 
permission could be granted and only trusted mem-
bers could access selected data, while other data could 
be made available more broadly. Examples of data 
that would need to be protected include individual 
user data, demographic information, and other sensi-
tive information. Data requiring less protection could 
be related to general collections statistics or user data 
at an aggregate level. Through blockchain, the data 
that has been collected could be secured and hosted 
in a way where only those with the right permissions 
get access. The data could be accessed through APIs 
or other interfaces that allow for different display and 
analysis options. Hosting the data via blockchain also 
accomplishes another goal. Rather than having mul-
tiple places where data is stored with the very real 
possibility of losing track of data sets, the blockchain 
could create a singular point of access. As a result, 
data inventories could be completed at the press of 
a button, compliance requests would become quickly 
accessible, and data discovery would be significantly 
improved.

Blockchain could also be used to empower the 
subjects of data collection. An example would be a 
student who early in their academic career partici-
pated in a survey. Subsequently the student partici-
pated in many more surveys and other ways with the 
library—perhaps coming to a tutoring service, bor-
rowing laptops, and so on. If the student’s participa-
tion in these activities is linked to the blockchain data 
via their public key, the student could review years 
later which data has been collected and could make 
informed decisions using their own data. Since librar-
ies and our institutions are increasingly moving into 
new areas of data analytics, this kind of user control 
could be innovative and very high impact.

6. Reward Programs

As we discussed in chapter 2, incentivizing distrib-
uted computing is integral to the maintenance and 
success of cryptocurrency blockchains. With this in 
mind, libraries could create tokens based on block-
chain technology. A token could be set up to measure 
engagement with the library and library services. In 
theory, the token could also be expanded to take into 
account interactions with services beyond the library. 
For example, a public library could set up a token for 

its community, or an academic library could set one 
up for the campus, university, or college. In the aca-
demic scenario, students could earn tokens for attend-
ing events or workshops hosted by the library. They 
could earn rewards for borrowing equipment, partici-
pating in efforts to improve the library, and so on. As 
student earn these credits, they could exchange them 
for rewards, be inducted into an academic society, or 
be invited to special events. In this sense, the token 
would mimic the model set by the cryptocurrency 
community, where these rewards can serve as incen-
tives and nudges to encourage participation.

Blockchain is an effective way to track data 
records or interactions with library services and col-
lections. Blockchain allows analytics to be performed 
on transaction data, for example: How many people 
participated in this workshop? How many times was 
equipment borrowed by undergraduate students?

Here the question of privacy will probably be a pri-
mary concern for many librarians. The short answer 
provided by proponents of the technology is that 
blockchain provides the ability to track these interac-
tions on an anonymous basis. Privacy is built into the 
blockchain by default. In fact, blockchain allows users 
to control their data to a much greater extent than 
anything we can offer right now. An example would 
be a student who enters university and during the 
library orientation agrees to be interviewed on video 
and signs a waiver. During a later visit, the student is 
asked to participate in a survey, which has another 
waiver attached. On subsequent visits to the library, 
the student attends a workshop and uses the tutoring 
service. The student also visits the library every Tues-
day after class, and the library tracks the visit data 
from card swipes on entry and exit. In the course of 
all of these interactions, the student generates a lot of 
data. Nearing graduation, the student sees the video 
agreed to during the first year but doesn’t recall giv-
ing permission for the video to be used. The student 
can now enter their profile stored on the blockchain 
and review the agreement. The student can decide 
to revoke that permission. The student then realizes 
that over several years of coming to the library, lots 
of data has been collected, and is curious about how 
and when this data was used. The blockchain would 
allow the student to query in which research studies 
their data was used. The student might even be able 
to review decisions that were made based on the data 
to which they contributed. Blockchain in effect allows 
the student to own their data and to allow or disallow 
usage of the data captured.

From the library’s perspective, the data and agree-
ments generated provide a safeguard for the institu-
tion as well as the ability to perform analytics. We 
can query without having to worry about violating 
user privacy because, as explained earlier, privacy is a 
foundational feature of the blockchain.
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7. A Unified/Verified Library “Card”

Libraries interact with patrons or users usually via 
user accounts that are verified using an issued unique 
user ID and a library card. This card allows patrons to 
interact with the library’s system and services. They 
can borrow materials online and in person. They can 
authenticate themselves online and gain access to 
databases or materials. This system works well and 
has worked well for many years. However, improve-
ments can be accomplished via blockchain.

One major area where blockchain could improve 
the borrowing experience is through its privacy appli-
cations. The ALA Library Bill of Rights emphasizes “the 
right to privacy and confidentiality in their library 
use.”3 Currently, a patron’s borrowing history is stored 
on servers and in library information management 
systems. These systems may be very sophisticated 
and may be set up to delete borrowing histories on 
some regular interval after a loan has been completed. 
However, there are weak points in this system. The 
user data is gathered when a borrowing transaction 
happens and is then available for some time after the 
transaction has concluded. We say “some time” to be 
purposely vague because these retention timeframes 
are not usually made explicit and vary from system 
to system. The data may be stored on a library’s or 
a third-party server, which may be hackable, can be 
subpoenaed, and is more than likely backed up in 
more places than the average librarian or user real-
izes. Borrowers may benefit from accessing their bor-
rowing data. However, once it has been deleted, we 
have made it inaccessible to them and to ourselves. 
Through the use of private and public keys, we could 
develop a system that would allow borrowing to take 
place but for the borrower’s identity to be protected. 
Moreover, the data would be stored with the users’ 
public keys, which they could use to access their own 
history and review their own data.

Another benefit of blockchain would be creating a 
verified system of library users that could allow users 
from different borrowing systems to enjoy benefits in 
other systems. A borrower from one state who trav-
els to another may be able to access services immedi-
ately and without a local library card. In an academic 
library setting, a borrower from one institution could 
travel to another institution and be automatically 
authenticated in that library’s system.

8. Blockchain for Information 
Literacy

Libraries are an important part in digital and infor-
mation literacy education. Blockchain can be utilized 
to create systems to verify information. A blockchain-
based system could be created that allows news 

articles to be uploaded, time-stamped, and verified. A 
reader who wants to access the material can confirm 
via the blockchain that the content is unaltered from 
the original. The article can be protected from being 
altered, and the distribution of fake articles could be 
prevented. The same goes for video and audio content. 
The creation of deepfake videos, where videos include 
seamless, digitally created content, could also be made 
significantly more difficult. The creator of an original 
video can establish via blockchain the original video. 
Suppose that later, a modified deepfake version were 
created of this original content and entered the main-
stream. Using the blockchain, the video could be veri-
fied against the content that has been uploaded in the 
blockchain and exposed as a fake.

From a user perspective, authentication to read 
original material could be managed through the use 
of the private and public key framework. Users con-
cerned about censorship or confidentiality could use 
their private key and a privacy browser to create a 
public key to access information that otherwise may 
be inaccessible to them. While metadata such as IP-
based location could still be tracked, the authentica-
tion to the individual user would be obscured and pri-
vacy would be ensured.

One interesting approach to this challenge is the 
News Provenance Project, which is supported by the 
New York Times.4 The project is in its infancy but is 
looking to address the issue of fake news via meta-
data that is encoded in blockchain. The challenge 
with this system is the massive amounts of news and 
the rapidity with which news is being created, which 
pose a challenge when it comes to keeping the net-
work current. Many other systems are being explored 
and developed to address the issue of fake news, and 
it remains to be seen if any of them will succeed.

Moving Forward

These eight case studies are brief thought starters to 
introduce possible applications of blockchain in librar-
ies. Any of the concepts can be extended to special 
collections, archives, museums, or other memory insti-
tutions. More importantly though, the big questions 
that need to be answered in all of the use cases or any 
others that will emerge are (a) whether blockchain-
based technology is the best solution for the problem 
that needs solving, and if the answer to this question 
is yes, then (b) whether there is a cost-benefit analysis 
that skews the answer in favor of a blockchain imple-
mentation. Since we are still in the early stages of this 
technology, there is not a lot of information available 
about the true cost of developing solutions and the 
challenges that will be encountered. For that same rea-
son, there are also not too many experts in the field 
who have the experience and ability to develop these 
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technologies for libraries. That all being said, the goals 
of this chapter were to spur on the imagination and 
provide thought starters in the hope that the ideas will 
inspire and maybe lead to the eventual development of 
blockchain-based applications for libraries.

Notes
1. A public blockchain for all libraries not to be con-

fused with a blockchain only for public libraries.
2. Artory home page, last accessed September 8, 2019, 

https://www.artory.com; “The Barney A. Ebsworth 
Collection Sale—A Landmark for the American Art 
Market,” Christie’s, last accessed September 8, 2019, 

https://www.christies.com/features/Barney-Ebsworth 
-Collection-results-9552-3.aspx.

3. American Library Association, Privacy: An Interpreta-
tion of the Library Bill of Rights (Chicago: American 
Library Association, adopted June 19, 2002; amend-
ed July 1, 2014, and June 24, 2019), www.ala.org 
/advocacy/intfreedom/librarybill/interpretations 
/privacy; American Library Association, Library Bill 
of Rights (Chicago: American Library Association, ad-
opted June 19, 1939; amended October 14, 1944, June 
18, 1948, February 2, 1961, June 27, 1967, January 23, 
1980, and January 20, 2019), www.ala.org/advocacy 
/intfreedom/librarybill.

4. News Provenance Project, “About,” accessed Septem-
ber 7, 2019, https://www.newsprovenanceproject.com 
/About.
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https://www.christies.com/features/Barney-Ebsworth-Collection-results-9552-3.aspx
https://www.christies.com/features/Barney-Ebsworth-Collection-results-9552-3.aspx
http://www.ala.org/advocacy/intfreedom/librarybill/interpretations/privacy
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Barriers and Challenges to 
Blockchain Implementation  
in Libraries

Chapter 4

As mentioned in the introduction, the majority 
of blockchain-based applications so far have 
been in the cryptocurrency space. As a result, 

it remains to be seen how blockchain will be imple-
mented in business and industry. There certainly 
seems to be widespread interest in the technology as 
many of the benefits continue to become clearer. How-
ever, turning over existing processes to blockchain 
has not and will not be without challenges. Below is 
a brief discussion about several questions related to 
various barriers and challenges libraries face with 
respect to implementing blockchain-based systems.

Technological Know-How

While blockchain will be touted as the panacea for 
many library problems, the reality is that blockchain 
and its implementation are complex. Knowledge about 
implementation and applied use cases is still very lim-
ited. The challenge that arises then is which of the 
organizations working with libraries will be the first to 
pursue this opportunity and start creating blockchain-
based applications for libraries? Will libraries be able 
to develop blockchain applications individually, or 
will we come together via our consortia or through 
partnerships? Where will the technology leadership 
come from to introduce libraries to blockchain?

Choosing the Right Blockchain

As has been illustrated in the case studies mentioned in 
chapter 3, blockchain is not a simple, one-size-fits-all 

solution. Just as there are many vendors for library 
systems, there are many blockchain suppliers and 
platforms. National and international vendors will 
come offering products and support. Some libraries 
will have competent technology and development 
teams that can build the infrastructure from scratch. 
We may also find that some of our consortia will start 
participating. Once the right blockchain platform has 
been chosen, do we want to develop our own apps on 
the platform, subscribe, or buy existing products? Do 
we have enough information about whether we want 
to implement private or public blockchains?

The answers to these questions will present them-
selves in due time. Before long, the first proofs of con-
cept will be developed, and hopefully the developers 
will share them with our community. Once they do, 
we will be able to test the applications, and many of 
the questions above and below will be answered.

Cost of Implementation

Any new technology carries many inherent costs. 
Naturally, the direct dollar costs must be considered 
in the selection of a product, in the development or 
customization, in the deployment, and so on. How-
ever, indirect costs will also be incurred in having to 
train our library employees on new systems. Will the 
switchover be immediate and complete or gradual? 
Perhaps costs will be incurred in having to carry two 
systems for some duration. And, ultimately, the ques-
tion is how do these costs compare to the benefits 
derived from this system? Will the benefits outweigh 
the costs? And, if so, over what period of time?

http://alatechsource.org
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Cost of Maintenance  
and Development

Once libraries have taken the plunge and committed 
themselves to a blockchain-based application, the costs 
of maintenance and development must be considered. 

They may not differ significantly from the costs we 
incur in maintaining our current systems; however, 
library salaries are typically not competitive with the 
salaries offered by industry. As a result, there may be 
challenges in attracting and retaining the talent to 
work on our blockchain-based solutions in libraries.
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Ethical and Other 
Considerations

Chapter 5

As libraries explore the feasibility of implement-
ing blockchain-based applications, a number 
of issues and questions arise that are beyond 

the scope of the technological implementation. These 
issues are ones that decision makers and those work-
ing in and with libraries will have to reconcile in 
order to effectively move forward and take advantage 
of this transformative technology.

Who Owns the Blockchain?

The blockchain that underlies any application has 
to be developed and set up. However, who or which 
entity is responsible for setting up the blockchain? 
Once the blockchain is set up, the question arises 
about who “owns” it. The argument could be made 
that nobody owns a public blockchain and it lives in 
the cloud as a distributed technology. However, every 
blockchain has to have a supervising authority that 
determines rules and approves modifications. In the 
case of Ethereum, a not-for-profit foundation with vot-
ing members has been set up. How would that process 
adapt to libraries? Who would own the blockchain? 
Who would oversee it?

Who Owns the Data?

Blockchain is a data-based application where stored 
data is encoded in the blocks. The nature of blockchain 
is such that if the blockchain is actively in use, then 
the amount of data stored rapidly grows. The question 
arises, then, of who owns the data in the blockchain? 
Is it the owner of the blockchain? Is it the libraries 
contributing data to the blockchain? In a consumer 
application, do the users of the blockchain own their 
own data? Or, perhaps, the notion of ownership of 

data in a blockchain is misplaced. Perhaps the block-
chain is a public good? If the blockchain is private, 
does that change who owns the data? Are all parts of 
the data “ownable”? Perhaps the blockchain is owned 
or coordinated by one entity (such as a not-for-profit 
organization or consortium) while the data in the 
blocks is owned by its producers. And, if the data can 
be owned, what does that ownership actually mean 
and authorize its owners to accomplish?

How Secure Is the Blockchain?

While blockchain is a technology based on crypto-
graphic principles designed to ensure security, the 
system itself is not infallible. In a public blockchain, 
the blocks that have been added to the blockchain 
are immutable, and the consensus requirement of 51 
percent provides a layer of security. Could libraries 
ensure the same level of participation? How would 
we incentivize the participation of distributed com-
puting nodes to verify or mine the blockchain? In a 
private blockchain or open-source blockchain (e.g., 
Hyperledger), how do we audit the integrity of the 
data? Could the owner of the blockchain modify the 
record at any time? Could the owner use authorization 
for root access to subvert the integrity of the block-
chain? In cryptocurrency applications, great efforts 
have been made to ensure the blockchain’s privacy 
and security, and we should make an effort to learn 
from those efforts if we pursue blockchain within our 
organizations.

Unintended Consequences?

Of course, this section is dipping into the great 
unknown. As we explore blockchain and its ability to 
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transform libraries, we will no doubt learn about its 
many benefits and encounter challenges we could not 
have anticipated. How do we work with patrons who 
have lost their private key? What will we find out about 
the energy consumption required? What will we find 
out about the technological requirements? How about 
the costs associated with developing and maintaining 
the blockchain? These are the unknowns of new tech-
nology, and it stands to reason that every “unhack-
able” technology poses an invitation for hackers to 
find ways to defeat it. As computing power increases, 
the race will continue to develop better cryptographic 
standards to stay a step ahead of hackers.

Legislation and Regulation

At this point, it remains unclear what the future holds 
for blockchain regulation. The case for cryptocurren-
cies has been made, and they have been established as 
functional, decentralized currency. However, one of 
the most significant critiques of cryptocurrencies has 
come from legislators. They are concerned that cryp-
tocurrencies have enabled avoidance of regulation 
and taxation that apply to regulated currencies. This 
has led regulators to review ways that cryptocurrency 
can be regulated and taxed. This, of course, is counter 
to the entire decentralized nature of blockchain. How-
ever, as a result of this increased scrutiny into block-
chain technologies, libraries may possibly face similar 
concerns around issues of data and user privacy. The 
General Data Protection Regulation (GDPR), intro-
duced by the European Union in 2018, is an example 
of the complexity that is introduced when one jurisdic-
tion (the EU in this case) imposes rules that have far-
ranging effects. The rules were introduced by the EU, 
but any organizations conducting business in or with 

the EU have to align their data practices with these 
rules, thus effectively changing the global landscape 
regarding data and security. The rules were designed 
to empower individuals to have more control over the 
data collected about them on the internet. Individuals 
can instruct a company to remove any of the digital 
records it has on them. The enactment of these GDPR 
rules also has an important impact on blockchain. If 
the blockchain is indeed immutable, then the request 
of an individual could not be honored, which could 
lead to significant fines against the organization hold-
ing the data. However, it remains to be seen how this 
scenario will play out. It is conceivable that as block-
chain evolves, more regulation will come into place 
that will further impact how the technology will be 
implemented.

General Data Protection Regulation
https://eugdpr.org

This chapter illustrates just how many unan-
swered questions there are with regard to blockchain 
and libraries—questions that extend beyond the tech-
nical and really touch on the ethics of blockchain. 
Considering these questions is of the utmost impor-
tance, especially in the information profession. Our 
motives and ethics in libraries are such that these are 
paramount issues we ought to resolve or at least be 
aware of. One by one, the questions will be answered 
as libraries walk down the path of blockchain devel-
opment and implementation. At the same time, as 
some questions are answered, new ones will reveal 
themselves. My goal in introducing these questions is 
to raise awareness and hopefully create a dialogue or 
motivate an investigation into some of them.
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Conclusion

Chapter 6

Change in the blockchain space is happening 
quickly and often. At this point, it is unclear 
which projects will prevail and which ones will 

fail. Platforms are competing with each other to gain 
market share. Derivatives of blockchain technology 
are springing up daily and are looking to gain trac-
tion in both public and private domains. Facebook 
recently proposed its own blockchain-based crypto-
currency.1 The reach of this cryptocurrency would 
be dominant as it would instantly reach Facebook’s 
2+ billion users. An open-source, Linux-based private 
blockchain initiative called Hyperledger is also gain-
ing momentum and has significant corporate support. 
Ethereum is an open-source platform that enables 
blockchain development. The Enterprise Ethereum 
Alliance has signed up many significant commercial 
partners. Many consulting firms, banks, and other 
industries are reviewing how they might incorporate 
and leverage blockchain in their business processes. 
The cynic in me thinks that blockchain is a trend right 
now, attracting a lot of interest, and many, if not most, 
projects will never even see the light of day. However, 
the optimist in me believes that too many smart and 
motivated people are working on this technology for it 
not to provide valuable applications in a range of are-
nas. Thus, I expect to find blockchain-based applica-
tions, or at the very least attempts to establish block-
chain, in libraries within the next few years. Perhaps 
one of our suggested use cases will become a reality. 
However, more than likely, it will be something we 
have not thought of yet—and that is just fine. Either 
way, these are exciting times to be involved in these 
conversations as this technology has the potential to 

end up influencing and perhaps even transforming 
the work of libraries. There is no easy answer as to 
whether blockchain will be the right solution for solv-
ing the complex issues we face in libraries. There are 
many factors to be considered, but in libraries we are 
always eager to learn and experiment. We sometimes 
do it locally and sometimes systemwide or consor-
tially. So only time will tell whether blockchain ends 
up being a fad or a relevant technology. However, if 
we do not consider the potential applications for this 
technology in libraries and educate ourselves, we risk 
falling behind—let’s not do that. Let us boldly commit 
to blockchain and learn about how libraries can ben-
efit from this incredible technology.

Hyperledger
https://www.hyperledger.org

Ethereum
https://www.ethereum.org

Enterprise Ethereum Alliance
https://entethalliance.org

Note
1.  Libra, “An Introduction to Libra,” white paper, last 

revised July 23, 2019, https://libra.org/en-US/white 
-paper.
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https://libra.org/en-US/white-paper/0
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