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Abstract

More and more libraries are scaling up their digitiza-
tion, digital scholarship, digital archiving, and data
management programs. All of this effort could be lost
to a major failure of technology, a shift in administra-
tive priorities, or a loss of institutional memory. The
loss would not be just the materials themselves, but
also the resources used to build and promote these
collections to users. Library Technology Reports (vol.
55, no. 6), “Planning and Implementing a Sustain-
able Digital Preservation Program,” will help libraries
assess their current abilities, determine what they are
committed to preserving, develop administrative and
technological support, and create a digital preserva-
tion program that will be sustainable through organi-
zational and technological change.
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Chapter 1

Introduction

digital preservation program is an essential
Apiece of your organization’s total archives and

preservation department. Whether your insti-
tution is a museum, a library, an archives, or even a
corporation, every organization will eventually need
a short-to-medium-term digital preservation program
for no other reason than legal compliance. This is
because many forms of digital information have no
viable analog surrogate. Long-term digital preserva-
tion is the only way to maintain existing and future
digital materials that organizations have invested
time, money, and personnel resources in creating.
Many cultural heritage materials will not exist as any-
thing other than digital objects in the future. For all
of these reasons, sustained digital preservation efforts
are and will be required.

So, what is digital preservation? Digital preserva-
tion is an interlocking system of policies, workflows,
technical solutions, and good enough efforts meant to
keep digital objects authentic and usable in the long
term. Digital objects are composed of bitstreams,
sequences of ones and zeroes, which require specific
software and hardware components to remain acces-
sible to users. The digital objects you preserve could
be born digital (those materials with no original paper
counterpart) or digitized copies of analog originals.
Digital material can be composed of many smaller
parts that work together to form a whole. An exam-
ple is the audio, moving image, and caption files that
make up an accessible film. It is the goal of a digital
preservation program to maintain and provide access
to authentic copies of digital objects, which does not
always mean that a user will experience the digital
object as it was when it was created. Your organiza-
tion can say that it has preserved an authentic digital
object when the content, context, appearance, struc-
ture, and behavior of the digital object have been
maintained even through software and hardware
changes.!

There is no one perfect solution for creating a digi-
tal preservation program; instead, it is making an ever-
evolving effort to keep up with your organization’s

current needs and continually planning for future cir-
cumstances. Unlike their analog counterparts, digital
objects need constant monitoring and intervention to
remain usable and authentic. Therefore, digital pres-
ervation program development is an iterative cycle
of assessment, policy development and refinement,
implementation, and maintenance. This can make
digital preservation seem intimidating to those new
to the practice. This intimidation and the overwhelm-
ing amount of information available on the subject of
digital preservation can cause decision paralysis about
where to start. This paralysis is what causes the most
damage to digital objects. Doing nothing is guaranteed
to cause your fragile digital objects to decay. The dam-
age may be reversible, or it may not. The most impor-
tant part of digital preservation is doing something.
What that something is will depend upon the specific
needs and abilities of your organization.

This leads me to my most important point about
digital preservation programs. At their core, they are
an exercise in risk management. You will build your
entire program around what your organization deter-
mines is acceptable risk to the authenticity and usabil-
ity of the digital objects in your care. The less risk you
believe is acceptable, the more robust your program
will be and the more resources your organization will
need to assign to the program. The more risk your
organization is willing to accept, the less comprehen-
sive your program will be and the fewer resources
your organization will assign to the program. It is
up to you to advocate for the risk level you believe
will provide authentic and usable digital objects to
your users without exceeding the levels of resources
assigned to your program.

Digital preservation programs require sustain-
able investment of financial and personnel resources.
Some organizations have successfully converted
short-term projects into sustained digital preserva-
tion programs. It has more often been the case that
short-term projects lead to large quantities of digitized
objects or specialized tools that stagnate and slowly
move toward obsolescence. Before you create a large
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corpus of digitized materials or accept a donation with
terabytes of data into your archive, advocate for the
resources to set up and maintain a digital preservation
program. The initial assessment process can provide
you with the material to create a business case to sup-
port the continuation of digital preservation program
development efforts. As Nancy McGovern emphasizes,
digital preservation programs are three-legged stools
that depend upon organizational infrastructure, tech-
nological infrastructure, and a resource framework.2
Without one of these pieces, the stool cannot stand,
and thus the program will not be viable. It can be sur-
prising, once an assessment is started, to find out how
many of the pieces are already in place, especially on
the technology leg.

In an effort to demystify digital preservation and
start your organization on the path to a viable pro-
gram, I discuss in this report reliable methods, tools,
and policies developed by the digital preservation
community for use by digital preservation practitio-
ners when building and maintaining their digital pres-
ervation programs. While I have written this report
with new practitioners in mind, experienced practitio-
ners may find nuggets of knowledge in the following
chapters that may help them to revamp their existing
systems. I deliberately chose to focus the report on
technology-agnostic practices any organization can
use to develop a program that fits its resources. That
being said, I also provide practical strategies and tools
your organization may be able to implement when
assessing and implementing your digital preservation
program. The tools and workflows I present in this
report have been developed and maintained through
a collaborative effort of the entire digital preservation
community across the world, so I feel confident in
their longevity and usability.

In chapter 2 of this report, I address the stan-
dards and best practices that digital preservation

practitioners use to develop and maintain their pro-
grams. This is followed by chapter 3, which focuses
on the assessments that you should complete before
developing your digital preservation program and
when your organization goes through major changes
that impact your digital preservation program. The
assessment chapter includes sample assessment tools
and examples of how existing audit standards can
be used in predevelopment decision-making efforts.
Chapter 4 is about policy development. The creation
and maintenance of policies is an important way to
reach out to your internal and external stakeholders
and collaborators to inform them about why digital
preservation is important and necessary. Policy devel-
opment is also a way to advocate for the resources
your digital preservation program needs. Your assess-
ments and policy documents will determine how you
implement your digital preservation program. To help
you leverage your assessment and policy efforts, chap-
ter 5, on implementation, discusses a variety of work-
flows for the various stages of the digital preservation
life cycle. The implementation chapter also covers
how to maintain your digital preservation program
through technological and administrative change. As
you will see by the end of this report, digital preserva-
tion does not end; it only continues on in a different
form into the future.

Notes

1. Thomas C. Wilson, “Rethinking Digital Preservation:
Definitions, Models, and Requirements,” Digital Li-
brary Perspectives 33, no. 2 (March 10, 2017): 128-36,
https://doi.org/10.1108/DLP-08-2016-0029.

2. Nancy McGovern, Digital Preservation Management:
Implementing Short-Term Strategies for Long-Term
Problems website, accessed June 5, 2019, https://dp
workshop.org.
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Chapter 2

Standards and Best Practices

o give you a bit of background, the basis of the
way digital preservation is now practiced was
developed in the 1990s and early 2000s. At that
time, preservationists acknowledged that the number
and variety of digital objects being created would
overwhelm existing methods for managing them. To
tackle this problem, multiple studies were conducted
and initiatives started to address the lack of knowl-
edge and methods to deal with these digital materi-
als.! The best-known study is the 1996 Preserving Digi-
tal Information: Report of the Task Force on Archiving
of Digital Information.? This report was generated by a
task force created by the Commission on Preservation
and Access (CPA) and the Research Libraries Group
(RLG). The task force was charged to investigate con-
temporary roadblocks preventing the preservation
of digital objects and to make recommendations on
how to overcome these problems. One of the essential
practices used in digital preservation programs today,
engaging digital content creators as early as possible
in the life of a digital object, was a result of this report.
This practice includes educating creators on the long-
term needs of digital objects—not just the technical
needs, but also the need for contextual information
to remain with the digital materials. This contextual
information allows future users to interpret the origi-
nal intentions of the creator and provides provenance
that helps to boost the trustworthiness and authentic-
ity of the objects.

There are a few ways for you to integrate this
education into your organization’s culture. The first
is through a records management approach, where
you require your content creators to use a limited
set of software products for their tasks, mandating
what format files will be saved in, requiring a specific
folder and file structure with strict naming conven-
tions, and so forth. This type of approach requires you
to constantly communicate with, and in some cases
supervise, your content creators. Many organizations
are not able to allocate the resources necessary for
this kind of oversight, and it usually works only for

internally produced content. Another approach is to
work with creators at the point of content transfer.
You could go through a standardized checklist with
your creator to gain the essential contextual pieces
needed to provide provenance and descriptive infor-
mation to future users. This approach also allows you
to limit the types of files your organization will receive
by requiring content creators to migrate the files into
standard, open source file formats before the transfer
can be completed. You can add another layer to this
upon transfer approach by providing education ses-
sions to creators in your organization or to potential
donors in the community you are trying to cultivate.
This instruction can include recommendations for file
formats, file-naming conventions, and tips for organi-
zation so that the transfer process, when it eventually
occurs, goes more smoothly.

Preserving Digital Information had another pivotal
recommendation—that a certification program for
digital repositories be created so a network of trusted
digital archives could be established. This recommen-
dation led to two foundational international standards
that the digital preservation community still relies
upon today: the Open Archival Information System
(OAIS) model and the Trustworthy Repositories Audit
and Certification (TRAC) checklist.?

The OAIS model is a foundational document that
digital preservationists use to discuss the nuts and
bolts of a digital preservation repository. OAIS, ISO
14721:2012, was developed by the Consultative Com-
mittee for Space Data Systems (CCSDS) because the
space industry produces an enormous amount of data
that it is required by law to preserve and provide
access to.* The industry initially had no formalized
plan for this data. The CCSDS realized at the outset
that this standard would eventually be used beyond
space data systems and that, even within its own
industry, there was a tremendous variation in systems
and technology. This led the CCSDS to develop the
standard to be applicable across many different disci-
plines with many different technology requirements,
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using language that is intentionally vague as to how
to implement the standard. This approach makes the
document extremely difficult to understand. In brief,
OAIS describes an archival repository as a system that
encompasses end-user needs, administrative over-
sight, the process by which digital materials become
fully preserved and usable collections, and the foun-
dational concept of packaging contextual information
(metadata) with the digital objects throughout the
entire process.®

To help you and other digital preservationists
accomplish the goal of creating and maintaining a
successful archival repository, OAIS defines several
mandatory responsibilities for every digital preser-
vation program. These responsibilities include what
many archivists would consider basic practices of
appraisal, arrangement and description, collection
development policies, and access requirements. The
appraisal requirements, for instance, specify that you
have a donation agreement that defines what content
is being transferred to the repository and the intellec-
tual rights associated with the content, with particu-
lar emphasis on how intellectual rights intersect with
preservation responsibilities.®

The arrangement and description aspects of the
mandatory responsibilities require that you provide
enough contextual information for the users to be able
to independently discover and access all the content
of the archive. To make digital content usable, you
will often need to change the format or structure of
the digital object. How the original document was for-
matted and structured is an essential piece of contex-
tual information that needs to be recorded, as is the
description of any changes you make. These arrange-
ment and description responsibilities can be the most
resource-intensive piece of the OAIS requirements,
personnel-wise. With regard to collection develop-
ment, OAIS requires that your digital archives pro-
gram define who your end users are and what your
users need from your archival repository. This will
drive which kinds of digital objects you collect and
how you preserve them.”

Finally, the access requirements, like the arrange-
ment and description responsibilities, are more tech-
nology-focused than in traditional archival reposito-
ries, but with a similar emphasis on provenance and
authenticity. Your digital archives program must have
transparent policies and procedures to guarantee the
long-term preservation of and access to your digital
objects. Further, digital objects should be easy for
your users to find. They should be provided to your
users in a reliable manner, where the digital object
provided to the user is an exact copy of the original
the digital object in your repository or, if that is not
possible, a copy of the original digital object in an
updated format (also known as a migrated or trans-
formed digital object) for the user to access. If you

provide an updated copy of the digital object, you
should have available to your users an easy-to-under-
stand audit trail that clearly indicates when the digital
object was transformed, why it was transformed, how
it was transformed, and who did the work.®

Beyond these mandatory responsibilities, OAIS
also defines a model for building a digital preservation
repository.’ This model defines a set of functions for
how digital content is packaged and moved through
a digital repository from content creator to end user
and how the digital content is preserved over the long
term. These functions include ingest, archival storage,
data management, access, preservation planning, and
administration. The first function, ingest, is a series
of processes that define how a repository receives a
Submission Information Package (SIP) from the con-
tent creator, how it validates that the transfer from
the creator is uncorrupted and complete, how the SIP
is transformed into an Archival Information Package
(AIP), and how the AIP is transferred into preservation
storage. The archival storage function includes more
than the technology that stores the digital objects. It
ensures that the digital content is unaltered (authen-
tic) and readable in the long term. The archival storage
function also emphasizes how important it is to moni-
tor your preservation storage and plan for disasters.
The next function, data management, is focused on
the creation of, discoverability of, and documentation
of the descriptive, preservation, and administrative
metadata associated with your digital objects in your
preservation system. The preservation planning func-
tion requires that your digital preservation program
constantly monitor the digital preservation landscape,
prepare for and implement changes as needed to keep
your digital repository functional, and comply with
international standards and best practices. The access
function focuses on how users find and retrieve digital
objects from your digital archive. Finally, the admin-
istration function defines how the day-to-day manage-
ment of your digital preservation program is done.!®
All of these functions can be developed in stages and
then woven together to form the whole. You do not
have to plan your program to be a fully compliant
OAIS repository from the start. Instead, you should
decide which function you are able to build out first
and plan for that, leaving yourself the ability to inte-
grate each new function together as you build them.

I place so much emphasis in this chapter on learn-
ing the OAIS standard because it is the common lan-
guage that digital preservation professionals use to
discuss repository development and maintenance
with each other and with the information technology
professionals who build and implement these systems.
OAIS will soon be up for review, and it has been sug-
gested that the wider digital preservation community,
beyond the Consultative Committee for Space Data
Systems, be allowed to suggest updates to make the
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standard easier to read and more directly applicable
to how repositories are currently functioning.!

Digital repository developers needed an action-
able way to answer the question “Is our repository
OAIS-compliant?” For this, another ISO standard was
created: 16363, Audit and Certification of Trustwor-
thy Digital Repositories.!?> The development of this
standard started when a working group comprised
of members from the Research Libraries Group and
the Online Computer Library Center authored a
report in 2002, Trusted Digital Repositories: Attri-
butes and Responsibilities, which defined a trusted
digital repository and recommended that there be a
continued push for digital archives certification pro-
grams.'® The report provided other high-level recom-
mendations about where more research was needed
to refine digital preservation implementation strate-
gies. The Research Library Group first partnered with
the National Archives and Records Administration in
2003, and later with the Center for Research Libraries
in 2005, to operationalize the recommendations from
Trusted Digital Repositories: Attributes and Responsibili-
ties. These efforts resulted in the Trustworthy Reposi-
tories Audit and Certification (TRAC) checklist, pub-
lished in 2007.* This checklist was used as the basis
for ISO Standard 16363 which is one of the certifica-
tion methods used to determine a Trustworthy Digital
Repository.’®

While ISO 16363 is the formal standard, many
digital preservation programs use the original 2007
TRAC report as a planning, self-assessment, and
external evaluation tool instead of going through
the formal certification process.'® TRAC was created
through an international effort with contributors from
different types of organizations that have a stake in
the standards by which digital preservation programs
are judged as consistent with recommended practice.
These organizations included many entities beyond
those that would traditionally be considered archival
institutions, such as data repositories and research
communities. This is an acknowledgement of the fact
that digital preservation is most successful when con-
tent creators are involved with the effort as early as
possible.

The TRAC document is an essential assessment
tool because it emphasizes all aspects of a digital
preservation program: technical setup, administrative
policies and procedures, financial sustainability, and
more. These aspects are split into three categories:
organizational infrastructure, digital object manage-
ment, and infrastructure and security risk manage-
ment. This tool can be intimidating to first-time users
due to its length and jargon-heavy language. The doc-
ument was written with an assumption that the audi-
ence consists of professionals already familiar with
digital preservation practice. However, each require-
ment is broken down into small, bite-sized pieces with

suggestions for how the repository can demonstrate
achievement. The document was intentionally devel-
oped to be flexible so that it could be used by many
different types of institutions. The document empha-
sizes that the assessment of an institution should
be based upon that institution’s “mission, priorities,
and stated commitments.”” A caveat to this is that
“regardless of the size, scope, or nature of the digital
preservation program, a trusted repository must dem-
onstrate an explicit, tangible, and long-term commit-
ment to compliance with prevailing standards, poli-
cies, and practices.”!®

There is a simpler, easier-to-understand certifica-
tion process called the CoreTrustSeal, which has been
specifically developed for data repositories.”® New
digital preservation programs can use the require-
ments for planning purposes, and existing reposito-
ries can use the certification as a self-assessment tool.
While TRAC has over one hundred requirements, the
CoreTrustSeal has sixteen. The language of the Core-
TrustSeal is data-focused, but by replacing the word
data with content or digital objects, it is easy to see
how these same requirements can be used to evalu-
ate a digital preservation program. This certification
program requires documentation of policies, proce-
dures, licenses, and plans be publicly available when
possible in an effort to promote transparency in how
data repositories are set up and run. This transpar-
ency is an essential part of how a repository is deemed
trustworthy.

OAIS, TRAC, and CoreTrustSeal emphasize the
importance of documentation for a digital preserva-
tion system. Part of this documentation is the meta-
data associated with digital content, often grouped
into four categories: descriptive, administrative, tech-
nical, and structural. Descriptive metadata is informa-
tion about the digital objects; administrative metadata
is information about rights, provenance, and a preser-
vation audit trail; technical metadata is information
about how to access the digital objects; and structural
metadata is information about how digital objects
relate to each other when they belong to a set.?° Prac-
tically, these categories often overlap—one piece of
metadata may fit into one or all of these categories
at once. OAIS specifically requires metadata in the
form of Preservation Description Information (PDI),
which should include provenance, reference, fixity,
contextual, and access rights information, all which
contributes to maintaining a digital object’s authentic-
ity and therefore could be considered administrative
metadata.?! In practical terms, there are two metadata
standards that are essential to the preservation of and
access to digital materials: Preservation Metadata:
Implementation Strategies (PREMIS) and Metadata
Encoding and Transmission Standard (METS), both
maintained by the Library of Congress.

PREMIS was originally a working group formed
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by the Online Computer Library Center (OCLC) and
the Research Libraries Group in 2003 created to build
upon the report A Metadata Framework to Support the
Preservation of Digital Objects, written by the Preser-
vation Metadata Framework working group in 2002.22
The report proposed thirty metadata elements that
the PREMIS working group used to create a data dic-
tionary and a set of XML schemas for implementing
the dictionary in digital preservation systems. The
PREMIS Data Dictionary focuses on developing and
maintaining preservation metadata as a means of
keeping digital objects viable, usable, understandable,
and authentic.?®> The working group that developed
PREMIS required most of the core metadata to be gen-
erated and processed automatically by the repository
system. Like OAIS, the PREMIS Data Dictionary is
meant to be implementation-agnostic. Therefore, the
way each digital preservation program produces and
analyzes PREMIS metadata can be unique. A reposi-
tory can comply with PREMIS without using the XML
schemas provided by the PREMIS working group to
create the information. As long as a repository can
export its preservation metadata and crosswalk it
to the Data Dictionary, that repository is considered
PREMIS-compliant. Most importantly, the PREMIS
Data Dictionary was developed to be OAIS-compliant
so that all metadata generated to comply with the
PREMIS standard will also comply with OAIS PDI
requirements.?*

METS was originally developed for cataloging dig-
ital library objects. Its purpose is to extend descrip-
tive metadata to include structural metadata that
describes the organization of the component parts of
an object. METS also allows descriptive metadata to
be enriched with technical metadata describing the
software and hardware information relevant to the
digital object and, when necessary, the digitization
specifications for a digital object. The Digital Library
Federation provided an XML document format for
encoding METS information. This XML document for-
mat allows repositories to point to descriptive meta-
data and administrative metadata listed in an exter-
nally maintained system like an EAD finding aid or a
MARC record so that these efforts do not have to be
duplicated, saving valuable time and resources. One of
the unique aspects of the METS document is the hier-
archical map that links elements of the structure to
content files and their associated metadata. The METS
document also includes a behavior section that can
associate executable actions with the content. While
METS was originally created for digitized images in
an online library platform, it has been modified and
extended over the years to meet the needs of digital
preservation programs.® Like PREMIS, there are tools
available that can automatically generate METS meta-
data and package that metadata with the digital con-
tent to form OAIS information packages.

These standards, together with others not men-
tioned here, create digital preservation best practice.
In fact, since the early 2000s, when these standards
were initially created, few new standards have been
developed. Instead, the digital preservation commu-
nity has focused on the practical implementations of
these abstract reference models. These collaborative
efforts have led to multiple case studies and templates
being made available to the existing and new mem-
bers of the digital preservation community to help
develop new programs and boost existing programs
to the next level. Institutions that have resources to
devote to the actualization effort, working in concert,
have developed tools and repository systems for their
own use and then made these available to the commu-
nity as a whole to benefit smaller organizations. These
standards can be intimidating, but implementing best
practice to conform to the standards is possible. I will
discuss how in the following chapters of this report.
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Chapter 3

Assessment

our institution or organization may have
Yalready begun digital preservation efforts with-

out knowingly advancing a digital preservation
program. These efforts most commonly occur unin-
tentionally in policy development or technological
systems improvements. For instance, your collection
development policies, mission statements, and access
procedures could already mention digital materials.
Your technology systems administrators often have
already started along the road of information security,
systems diversity, and more. Without a comprehensive
assessment of your organization, there is no way to
tell what, if any, digital objects your institution cur-
rently maintains, what resources your organization
has to devote to the project, and what policies or pro-
cedures already exist that could help or hinder pres-
ervation efforts. Therefore, the first step for any new
program or even an overhaul of an existing program
is to do an assessment.

There are several stages of assessment to pre-
pare for creating or updating a digital preservation
program. The first stage is getting an overview of
the current digital objects that need preservation
in your organization. Not all digital objects created
or held by your organization are worthy of expend-
ing resources to preserve. This is similar to the fact
that not every piece of paper in the world is worthy
of being arranged, described, and maintained in a
traditional archival repository. The second stage is
to determine what resources your organization has
to preserve these digital objects. The assessment of
available resources should include personnel, techno-
logical infrastructure, and monetary assets. The third
stage is to survey the current policies and procedures
of your organization that may relate tangentially or
directly to future digital preservation efforts. Finally,
your assessment should conclude with the develop-
ment of realistic and aspirational goals for your orga-
nization’s digital preservation program. These goals
will set the stage for policy creation and advocacy
efforts focused on preserving existing funding and

support potential increases in resources for your digi-
tal preservation program.

The first stage in your suite of assessments is to
do an inventory of your institution’s current digital
holdings. This inventory can be as high level as list-
ing categories of digital objects only, or as granular as
listing every piece of digital media in your archives,
all of the accessions with digital materials, and all of
the e-journals, databases, and e-books the library has
purchased or subscribes to. Most likely your inven-
tory will land somewhere between the two extremes.
Figure 3.1 is an example of this. The purpose of the
inventory is to determine what you need to preserve,
if anything. In the unlikely event that there are no
digital objects in your holdings at present, the inven-
tory is a place to speculate on the digital material
you would like to collect from potential donors or the
digital material you would like to create or capture
through digitization, digital scholarship projects, or
the course of regular business. What you have, or will
have, in terms of digital objects will determine the
procedures you create and the tools you will use in
your digital preservation program.

The inventory process is an ideal time to set up
and implement your first workflow for your digital
preservation program. In many organizations, digi-
tal media is separated out from the original donation
during the accession and appraisal process. There
are organizations that have discontinued the practice
of separating materials in different formats—photo-
graphs, for example—to different storage locations
in a repository because of newer archival processing
guidelines like “More Product, Less Process.”* Sepa-
ration is still a necessary strategy for digital media
due to the fragility of the digital carrier media. Also,
separation allows you to prioritize the stabilization of
digital materials as they arrive at your archives. The
stabilization process will be covered in chapter 5.

The separation and inventory workflow I use
starts upon finding a digital media object, such as a
CD, DVD, flash drive, or floppy disk, in an accession.
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Number of
5.25 3.5
Accession Floppy Floppy Flash Hard Network Email
Number Disks Disk CDs | DVDs | Drives Drives Transfer | Attachments Total
Figure 3.1

Sample digital object inventory. This table is a sample inventory document that can be used when assessing what digital
objects your organization currently holds or might like to preserve in the future.

I immediately remove the item and place a flag or
separation sheet in the place I found the item in the
box or folder. The separation sheet includes the date
of separation, the type of item, a description of the
item, where the item has been moved to, and who
performed the separation. The description of the item
includes some kind of digital object identifier in case
there are multiple digital media items in an acces-
sion. The identifier I assign to the digital media in the
University of Montana’s archival collections is Acces-
sionNumber ObjectNumber, where the object number
starts at 001. (You may have collections that have
more than 100 digital media items, so plan ahead for
this when numbering.) It is important to label the digi-
tal media in some way with that identifier as well. The
“moved to” location should be a centralized location
where you keep all digital media. All digital media
objects that belong to the same accession should be
kept together, either in a folder for a few objects, or in
their own box for many objects, clearly labeled with
the accession number.

The next stage in your assessment is to identify
and document all the resources available to perform
digital preservation activities. This part of the assess-
ment will require that you connect with other people
in your organization and discuss current and potential
resources that could be assigned to a digital preserva-
tion program. It is important that you have a simple
explanation ready of what digital preservation is and
in what context you are asking these questions to cre-
ate a common understanding of what you are trying
to achieve. This is crucial for when you interact with
your information technology professionals. They will
use terms similar to those used by a digital preserva-
tionist, but the working definitions of those terms can
be very different for the two fields. Other colleagues
may not have any idea what digital preservation is
or why you are asking for more information about
resource allocation. An example of a simple, focused

pitch about what you are doing and why would be: “I
am trying to find out how the library backs up inter-
nally produced content to see how often we archive
our content, how long that content stays in storage,
and in how many different places the content is saved
to determine how secure our digital content is for
future use. Can you help me?” This is a long question
with many pieces, but it is focused on specific aspects
of digital preservation: storage diversity, length of
storage time, and how often backups are overwrit-
ten. Simply asking the question will help you start the
discussion about a digital preservation program with
colleagues in your organization.

The most important resource to assess is person-
nel because personnel time tends to be the most heav-
ily expended resource for any digital preservation
program. Are there currently members of your orga-
nization who have digital preservation responsibilities
as part of their job descriptions? If so, who are they,
and how much time can they spend on the effort? The
amount of current knowledge and available time per-
sonnel can spend on the digital preservation program
will drive your implementation strategy. A successful
digital preservation program could be one full-time
person with a high level of knowledge working on the
program with support from the information technol-
ogy department and the bibliographic management
department on occasion. Another successful approach
could be one or two people from every department
with a medium amount of digital preservation knowl-
edge working on the program as they can. These are
just two of many potential scenarios. The key is that
whatever personnel time and expertise allocation you
develop remains sustainable in the long term. The
size of your organization will determine how granu-
lar this part of the assessment will be. The intent is
to determine if your organization has these resources.
A potential way to document this assessment is by
using your institution’s organizational chart. List your
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potential collaborators by job title, and document, for
each person, if they are willing to contribute to the
program, and if so, how much time would they be able
to spend on it and what skills they believe would be
useful to a digital preservation program. In this way,
you can map out the current abilities of your collabo-
rators, whether additional training may be needed,
and the amount of participation you can expect from
your collaborators in helping you plan your digital
preservation program implementation strategies.

The assessment of available resources continues
with an inventory of your organization’s current tech-
nology resources and standard practices. One of the
best tools for this type of assessment in the National
Digital Stewardship Alliance’s Levels of Preservation.?
The Levels of Preservation are currently undergoing
a scheduled revision to bring the text up-to-date with
current practice and to make the document more relat-
able to practitioners new to the field and collaborators
whose main area of expertise may not be archives.
The structure of the document—*“a tiered set of guide-
lines and practices intended to offer clear, baseline
instructions on preserving digital content at four
progressive levels . . . across . . . different functional
areas . . . focused on specific preservation actions”—
will remain the same.® The emphasis in the Levels of
Preservation is on activities, but by determining what
activities you have completed, you can also make an
inference about what technology resources you cur-
rently have available. If you do the assessment with
a colleague knowledgeable about your technology
resources, your colleague may be able to suggest
resources that are available but not currently utilized
for digital preservation.

Finally, you will need to determine and document
what financial resources, beyond personnel time and
existing technological infrastructure expenditures,
are available to fund your digital preservation pro-
gram. Do not be discouraged if the answer is none.
When starting a digital preservation program, it is
more important to have personnel and technological
resources available because so much of digital pres-
ervation is in planning, policy setting, and workflow
creation using existing resources. When your program
has been up and running for a while, you will have a
better understanding of the gaps in your digital pres-
ervation system and then be able to request specific
funds to fill those gaps and have evidence to support
your funding requests.

The next stage in your assessment is to look at
your organization’s mission, policies, and procedures.
This survey should be done with an eye toward where
a digital preservation program will support the mis-
sion or fill gaps in existing collection development
policies, access policies, and so on. If existing proce-
dures or workflows in the organization produce digi-
tal materials, those may need to be integrated into

the new digital preservation program. For example, if
your organization is creating permanent born-digital
records, you need to know where those records are,
how they are being saved in the short term, and what
kinds of electronic formats they are being saved in
so that you will have a better understanding of the
preservation needs of the records. Similarly, if your
organization is already creating digital surrogates of
analog materials, you will need to understand how
that process works, what the final formats of those
digital copies will be, and if your organization intends
to invest in preserving the digital copies over time.

Having completed all of your assessments, it is
time to develop two sets of goals. The focus of the
goals should be to advance your digital preservation
program toward sustainability and further compliance
with the standards I talked about in chapter 2. One
way to create your goals is to map your assessments
to one of the certification checklists or to the Digital
Preservation Capability Maturity Model (DPCMM).*
For those just starting out, I suggest mapping to the
DPCMM because it has only fifteen areas of perfor-
mance, each explicitly requiring conformance to OAIS
requirements, versus the one hundred plus require-
ments in TRAC or the data-specific nature of the
CoreTrustSeal.

A capability maturity model, the heart of how the
DPCMM is structured, is “a set of structured levels
that describe how well the practices, processes and
behavior of an organization can [reliably] and sus-
tainably produce desired outcomes. . . [using] a series
of associated activities and baseline metrics used to
measure performance in a given area.”> The DPCMM
used the OAIS and TRAC ISO standards (14721 and
16363 respectively) to develop the performance mea-
sures for each of the fifteen areas. For each area, a
digital preservation program can fall between Level
0 (nominal) and Level 4 (Optimal). There is a break
between Levels 2 and 3 that requires the digital pres-
ervation program must fully conform to ISO 14721 in
a sustained manner before Level 3 can be achieved.
The fifteen areas are broken into two sections, Digi-
tal Preservation Infrastructure, which speaks to orga-
nizational commitment, and Digital Preservation
Services, the processes required to actively preserve
digital material. Using the Digital Preservation Capa-
bility Self-Assessment Scorecard, you can map your
assessment results to the DPCMM and receive a score-
card with an overall score of the stage of your digital
preservation program.® Figure 3.2 is an example of a
final scorecard. The Digital Preservation Capability
Self-Assessment Scorecard was originally created and
structured for records managers, so you will have to
be a little flexible when answering the questions if
that is not your institutional context.

You can now, using this map from assessment to
requirements, set goals for raising your capability

Planning and Implementing a Sustainable Digital Preservation Program Erin Baucom


http://alatechsource.org

level in those areas you deem most necessary and
most achievable with your current resources. This
could be a set of fifteen goals, or it could be set of
four, depending on your organization’s particular
needs and abilities. Sustainable digital preservation
programs require a balance between organizational
infrastructure, technological infrastructure, and suf-
ficient resources. When you are creating your goals,
make sure to not emphasize one of the areas over the
others. If you already have sufficient technology to
meet your current needs, focus on goals that improve
organizational policies and resource allocation. Digi-
tal preservation is all about how much risk you are
willing to accept to your digital materials. If you are
willing to accept a high level of risk, that willingness
will be reflected in fewer technological goals. If you
are willing to accept only a very low level of risk, then
you will have a high number of technological goals.

When setting each goal, define a clear metric or
set of metrics that, when achieved, will prove that
the goal has been met. For example, if one of your
goals is to go from DPCMM Level 0 (no access to digi-
tal preservation expertise) in Technical Expertise to
Level 1 (minimal access

only in that you are creating aspirational goals. If you
had more people, more time, and more money, what
would be your ideal goal for each requirement and
its associated metrics for achievement? It may not be
achieving a Level 4 for every requirement. Remem-
ber, your digital preservation program needs to work
for your organization and your community of users.
This may mean a less complicated and less resource-
intensive program than the ideal espoused by TRAC,
the CoreTrustSeal, or the DPCMM. Instead, your
aspirational goal may be that you meet the require-
ments for an end-to-end system where all digital
content is being preserved and users have a path to
independently access that content. This would mean
that your goals are to achieve the minimum neces-
sary for preservation but the maximum necessary for
access. Another organization may put more time and
resources into the preservation end because its poli-
cies require long-term restrictions on content before
users are able to access the materials. In this case,
the preservation piece is much more intensive because
it is more difficult to recognize a possible preserva-
tion problem when materials are not being constantly

to expertise), your metric
could be to have one or more
employees successfully com-
plete a set of digital preser-
vation courses.” These goals
and metrics will become the
road map you use to create
your digital preservation
program implementation
plan. The DPCMM maturity
stages are cumulative. You
do not truly move up a stage
until you are able to imple-
ment and sustain all of the
requirements of the lower
stages. To truly build a sus-
tainable program and to get
the most out of the DPCMM
as an assessment tool, I sug-
gest your goals reflect mov-
ing all of the DPCMM cat-
egories to the same level. If
some of your categories are
at Level 0 and some are at
Level 1, an achievable goal
would be to move every cat-
egory into Level 1 and sus-
tain your abilities at Level 1

for a period of time before

trying to move any of your
categories to Level 2.8

The second set of goals
will differ from your first set

Figure 3.2

Sample Digital Preservation Capability Self-Assessment Scorecard. This is an example of
a completed scorecard with the fifteen areas of performance individually scored and an
overall score for the entire program.
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accessed.

Your aspirational goals will set the stage for how
you decide to advocate for your digital preservation
program in the future. These goals and metrics will
help you plan for future expansions to your digital
preservation program. This plan will help you create
an advocacy campaign to request new resources for
your program. You can go to your organizational lead-
ers with evidence of what you have already done and
a plan for where the new resources will be expended
with potential outcomes already laid out. You can
also use your assessment of the organization’s mission
and goals to show where the digital preservation pro-
gram supports your organization’s leaders’ initiatives
and plans for the overall organization. Your assess-
ments and goals can also help you determine where
collaborations with other organizations will be most
beneficial and effective, especially if other organiza-
tions that you routinely work with have done a simi-
lar assessment. In fact, I encourage you to do these
assessments at the same time as your partner organi-
zations because you can benefit from the lessons oth-
ers in your group learn from internal discussions with
information technology groups and resource alloca-
tors in their own institutions. Common goals that
result from these shared assessments may allow you
to pool resources with other institutions to fill com-
mon gaps in everyone’s digital preservation program.

This is something that I have done with other aca-
demic libraries in the state of Montana. We worked
together using a much leaner version of the assess-
ment series that I have talked about in this chapter.
We have been focusing on building the knowledge of
member librarians and slowly increasing their orga-
nizational infrastructure to the point where they can

request support for a digital preservation program.
The result of the common assessment was a common
need for digital preservation policies at every insti-
tution, either new or an updated version. This is the
next step in creating a sustainable digital preservation
program, and thus the next chapter of this report.
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Chapter 4

Policy Writing and Engaging

Stakeholders

your goals, it is time to write a digital preserva-

tion policy. Depending on where you are in your
journey toward a sustainable digital preservation pro-
gram, just beginning or several cycles of maintenance
in, you will have a more or less detailed policy. Your
digital preservation policy document should affirm
your organization’s commitment to a digital preser-
vation program and provide an avenue by which to
create a business case for your creating or improving
your digital preservation program. This document is
not about implementation, so it will not be necessary
to go into detail about how you will accomplish your
digital preservation goals.

A successful digital preservation policy will con-
sider your organization’s institutional context. Write
your policy to mirror your organization’s strategic pri-
orities and goals. Include the language of your orga-
nization’s mission and strategic plan to link the policy
to your leadership’s agendas. You need to remember
when writing your policy that this document will be
read by multiple audiences, including internal depart-
mental or unit stakeholders, organizational leader-
ship, partner institutions, and potential and existing
donors. With this audience diversity, it is important to
keep the language of the policy high level, with lim-
ited jargon, and the length relatively short.

At the most basic level, your policy should have
three sections:

Q fter completing your assessment and setting

1. Rationale—Why you have a digital preservation
program.

2. Scope—Not only what you hope to preserve but
also what is beyond your ability and desire to
preserve. Your scope section should also include
a definition of what your organization considers
a “record” or the “original” to be. Depending on
your organization, the legal definition of a record
in your area may be what you use. In other cases,
it may be an institutional definition of what
constitutes an “original copy” that provides a

transparent explanation of what original means
in a digital context where everything is techni-
cally a copy.

3. Roles and Responsibilities—Those positions,
departments, and units that will be participating
in the digital preservation program and how they
will be contributing.

It is possible, and in some cases necessary, that
your policy will be only three paragraphs long, one
paragraph each for rationale, scope, and roles and
responsibilities. Ideally, these sections will be the
main headings under which you organize the docu-
ment, with each subsection describing in plain lan-
guage more granular aspects of your current or pro-
posed digital preservation program. The following
policy outline is based on Daniel Noonan’s “Digital
Preservation Policy Framework: A Case Study”:!

Digital Preservation Policy Outline

« Summary: The summary is the very first section
in the policy and should be no more than two or
three sentences long. It should state what the digi-
tal preservation program does and why the pro-
gram is important at an organizational level.

* Rationale: The rationale section is the high-level
heading that covers why your organization should
have a digital preservation program. According to
how complex your policy is, this may simply be
a header, or it could be the entire why section of
the document. However, either in one large text
block or in smaller subsections, this part of your
policy should include purpose, mandate, objec-
tives, principles, and challenges.

o Purpose: Purpose is a single sentence that pro-
vides your reader with a clear statement of
what the digital preservation policy is meant
to do for your organization.

o Mandate: Depending on the complexity of
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your organization and where the digital pres-
ervation program lives in the institution’s
hierarchy, the mandate section will either
be department/ unit-focused or institution/
organization-focused. The mandate addresses
the legal, institutional, and unit requirements
for preserving digital objects. If your institu-
tion is small enough that you are writing the
mandate section with an institution or orga-
nization focus, it will also cover a description
of the intentions of your organization’s digital
preservation program, and you will not have
an objectives section. Be sure to include parts
of your institution’s mission statement verba-
tim and then provide a direct link to how digi-
tal preservation helps the organization meet its
mission.

Objectives: If your organization is large enough
that you wrote the mandate section from a
department or unit perspective, your mandate
will include only a statement that addresses
legal and organization-imposed requirements
for preserving digital materials. The objectives
section will be separate and describe the inten-
tions of an organization’s digital preservation
program. This is, again, where the institution’s
mission statement should be included in some
way to clearly display that the digital preser-
vation program is an essential component of
meeting the institution’s larger goals.

o Principles: The principles section, like ratio-

nale, can be one section or several subsections
depending on your audience. This section is
important because it allows you to directly
address your organization’s values and how
the digital preservation program will operate
according to those values. This section also
allows you to connect your digital preservation
program to international standards and best
practices. Some possible subsections include
sustainability, collection management, techni-
cal infrastructure, preservation activities, and
metadata.

= The sustainability subsection makes clear
that your organization is committing to the
long-term funding required to keep a digital
preservation program running. This subsec-
tion can also be where you include how col-
laboration efforts between organizations to
pool preservation resources can help to sup-
port long-term preservation efforts.

» The collection management subsection
addresses how your organization will fol-
low standards and best practices for cre-
ating, receiving, processing, and provid-
ing access to authentic digital materials. If
you have internally produced content that

will be included in your digital preserva-
tion program, the collection management
subsection could include a statement about
your digital preservation program’s com-
mitment to working with internal content
creators to have them create digital materi-
als in a digitally sustainable manner.
* In the technical infrastructure subsec-
tion, you acknowledge, at a high level, the
importance in investing in technology for
the preservation of digital materials and
the fact that your organization is commit-
ted to making this investment not just ini-
tially, but in an ongoing manner. As with all
other aspects of this document, this will be
specific to your organization. Your technol-
ogy commitment could be an investment in
internal hardware systems, or it could be an
investment in storage as a service.
= The preservation activities subsection
includes broad statements about what the
preservation program does, with an empha-
sis on these actions being tested, evidence-
based, and documented.
= Finally, the metadata subsection acknowl-
edges that digital preservation has unique
metadata creation requirements and that
your organization is committed to creating
and maintaining this specialized metadata.
> Challenges: Digital preservation is an exercise
in risk management. There are no guaran-
tees, only carefully managed workflows that
are intended to prevent as much loss as pos-
sible and to allow users to access the informa-
tional content of digital materials well into the
future. When possible, the look and feel of the
original digital objects should also be made
available to users. The challenges section of
your digital preservation policy should cover
the risks unique to your organizational context
and how the digital preservation program will
address these risks. Depending on the maturity
of your program, your policy may very well not
have a way to address all of the risks associ-
ated with digital preservation in your organi-
zation. In those cases, acknowledging that the
risks exist and that your program is not devel-
oped enough to meet the risks effectively yet

is a viable approach to this part of the policy.
 Scope: The scope section is the second absolute
requirement for a digital preservation policy.
I have found that it is easiest to have two clear
lists in this section: collection content covered
by the digital preservation policy and collection
content not covered by the policy. This clearly
lays out to your stakeholders what you are and
are not committing resources to preserving.
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Your organization’s collection development
policy should drive what digital materials are
included in the scope of your preservation pro-
gram. Remember, metadata created during the
digital preservation process is also digital mate-
rial and therefore should be explicitly included
in the scope section of your digital preservation
policy. When listing what is and is not included
your program, use categories of digital materials:
published digital collections, unpublished digital
collections, research data, administrative records,
digitized collections, and so on. Those categories
will make more sense to your stakeholders than
more granular statements about file format types.
There are two additional subsections that could
be included in your scope section: selection and
acquisition and access and use.

o Selection and Acquisition: The selection and
acquisition subsection covers how and why
you acquire those digital materials within the
scope of your digital preservation policy. Gen-
erally, it will include a link to your organiza-
tion’s collection development policy.

Access and Use: The access and use subsection
describes how your organization deals with
who has access to your collection materials
and how materials may be used, with a specific
emphasis on intellectual property rights.

Roles and Responsibilities: The roles and respon-
sibilities section is the final required section in
your digital preservation policy. This is where you
will list who is responsible for the digital pres-
ervation program and what those responsibilities
are. The roles should be either position titles or
the names of departments and units so that the
policy has continuity even as specific people join
and leave your organization.

When writing your digital preservation policy,
include those people and departments that will be
doing the actual work of digital preservation so that
you all agree to the high-level commitments and goals
the policy is enumerating. That way, there are no sur-
prises later when you are asking for help developing
an implementation plan or actually doing the work of
digital preservation. Working on the policy together is
also a way to build internal knowledge of and support
for the digital preservation program so that your col-
leagues can become advocates for digital preservation
to others in your organization.

Engaging Stakeholders

There are five major categories of stakeholders who
are crucial to a digital preservation program’s suc-
cess: resource allocators and institutional leadership,

content creators, internal collaborators, external col-
laborators, and end users. Often, the same person will
be a part of multiple stakeholder categories. In those
cases, craft your argument toward the stakeholder
category that has the most sway with that person in
the moment. You can use some common talking points
to engage and inform all of these groups and some
slightly more focused strategies for resource alloca-
tors and institutional leadership and content creators.

By this point you should have already engaged your
internal collaborators through the assessment and pol-
icy-writing processes. Your external collaborators, in
most cases, already believe that digital preservation is
important and necessary because they are developing
and implementing their own digital preservation pro-
grams. Finally, your end users provide the evidence of
use, which is one of the critical assessment measures
resource allocators require when evaluating how suc-
cessful a program is. Another piece of the assessment
puzzle provided by end users is qualitative evaluations
of the final product of your digital preservation sys-
tem—access to the digital content. If end users have
a positive experience and are willing to communicate
this to leadership, your users can become some of your
strongest advocates for sustaining your program. This
is especially true if you make clear to your users that
the materials are available in part due to digital pres-
ervation efforts. This can best be accomplished with
your common strategy elevator pitch.

At work, my title is Digital Archivist, and very few
people I interact with outside of the cultural heritage
sector fully understand what an archivist is, much less
a digital archivist. I rarely have more than a minute to
provide a coherent explanation of what digital preser-
vation is and why it is important. In this type of situ-
ation, it helps to have a prepared set of talking points,
or an elevator pitch, that can be relatable for any
type of audience. This pitch needs to be short, to the
point, with little professional jargon, using examples
of digital content that everyone can relate to. While
the examples provided in this report assume knowl-
edge of archival practice, not all audiences will have
this knowledge. When you are talking to an audience
unfamiliar with archival practice, you will first need
to describe what an archivist does. Without the con-
textual piece of what an archivist does, any discus-
sion of digital preservation will rarely make sense.
What follows are some suggested talking points that
you can use to develop your own elevator pitch. There
are many more examples in the Digital Preservation
Coalition’s “Executive Guide on Digital Preservation.”?

+ Digital preservation is a never-ending effort to
maintain access to digital materials over time.

+ Digital preservation requires careful planning
because, as computers change, so do the ways you
access older content.
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Digital preservation is not digitization. If you digi-
tize something, that digital object will, in most
cases, become something to preserve.

Digital preservation involves more than a few
backup copies of your digital content because,
over time, those backups will no longer work
with more advanced computers currently being
developed.

Digital preservation is a necessity, not a luxury,
because it helps to prevent deliberate and acci-
dental loss of digital content over time.

Digital preservation allows you to view older ver-
sions of websites and websites that have been
deleted.

At this moment, artists are creating works that are
digital only. For you to be able to experience this
art in the future, digital preservation is essential.
Digital preservation is a critical safeguard for the
digital-only reports and data you are required by
law to maintain.

While the elevator pitch will get you started talk-
ing about digital preservation, more in-depth con-
versations are necessary to achieve the kind of sup-
port required for a sustainable digital preservation
program. One of the most effective ways to gain and
maintain this support from your organization’s lead-
ers is through presenting a business case for digital
preservation. Depending on where you are in devel-
oping your digital preservation program, this busi-
ness case may be more or less formal. The document
should address how digital preservation benefits your
organization beyond the tried-and-true arguments of
ongoing access to content. I suggest putting particu-
lar emphasis on the return on investment supplied by
digital preservation programs through cost efficien-
cies, such as new storage mechanisms and centralized
workflows for processing and providing access to digi-
tal content. You can include examples of how digital
preservation reduces the risk of litigation and can sup-
port grant applications because a data management
plan is now required by many funding institutions,
and what is data management but another aspect of
digital preservation?®

After you have provided these arguments as to
how a digital preservation program can improve
your organization, suggest specific scenarios of how
you would like to implement or improve your digital
preservation program. It is important to include mul-
tiple potential strategies for your digital preservation
program in the document so that your leadership can
better understand the different risks, resource needs,
and benefits associated with different levels of digital
preservation. You should always include the baseline
level of no digital preservation program so that your
organization’s leaders can fully understand and com-
pare the risks and benefits of having a minimal digital

preservation program against not having one at all.
The other options you provide should address the
specific needs of your organization and the goals you
defined for your digital preservation program deter-
mined by the assessments I discussed in chapter 3. If
one of your strategies is to suggest building your digi-
tal preservation program in an iterative way, make
sure to emphasize that the first stage of the program
is not a pilot. A digital preservation program cannot
be effective as a series of project cycles. It requires
a sustained allocation of resources for the potential
benefits you discuss in your business case to become
reality.*

After you have developed your business case,
carefully consider the best time to present it to lead-
ership. The most impactful time to make the case for
a new digital preservation program or an upgrade to
an existing program is before a major changes occurs
or after a catastrophic event. These situations pres-
ent you with the perfect answer to “Why a digital
preservation program now?” If your organization is
preparing to relocate to a new building or introduce
new technology, if a major change is forthcoming in
regulations, and so on, you can craft your argument
to include digital preservation in the changes already
being planned. If your organization has just experi-
enced a major data breach or has been fined for non-
compliance, you can introduce a digital preservation
program as a way to prevent these things from hap-
pening again. If none of these situations are likely to
occur soon, one other major aspect of timing is to ask
for resources for a digital preservation program when
leadership is starting to plan a new budget so that
you can start negotiating with leadership as part of
the regular budgeting process. You may have to delay
your presentation of your business case to leadership
if your organization is not in the position to support
a digital preservation program. In this situation, it is
still important to maintain a business case that you
can present when the time is right. The Digital Pres-
ervation Coalition provides a Digital Preservation Busi-
ness Case Toolkit, which is a great resource that will
guide you step by step through the process and has a
template you can use when writing your own business
case.’

The other major category of stakeholder for whom
you need to tailor your digital preservation discus-
sions is your content creators. You will have internal
content creators who produce organizational mate-
rials that will eventually need to be preserved and
external content creators who donate materials to
you for preservation and access. To support digital
preservation becoming embedded into your organiza-
tion, the key is to constantly communicate with and
provide training for your internal content creators.
Training these content creators on what types of file
formats to use, how to name and organize their files,
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and to add contextual information within files and
folders whenever possible makes for a more efficient
transfer and processing of these files when it is time
for the materials to be moved into the digital pres-
ervation system. For external content creators, you
could provide community trainings similar to those
you provide for your organization’s content creators
and have online guides available for them to access,
but it is more likely that you will communicate with
these external donors only at the point of transfer, not
at the point of creation. The next chapter will go into
detail about how to tease out the vital contextual and
technical information a donor can provide to you at
the point of transfer.
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Chapter 5

Planning and Implementation

of what you need to preserve and your avail-
able resources, developed goals for your digital
preservation program, written a digital preservation
policy, and engaged your stakeholders to get the pro-
gram off the ground. Now you need to decide how to
implement a digital preservation program that meets
your institution’s needs but is also within your orga-
nization’s abilities to develop and sustain. A common
reference for planning a digital preservation program
is the digital curation life cycle model (figure 5.1).
The Digital Curation Centre (DCC) Curation Life-
cyle Model introduces a visualization of the concept
that digital preservation is an iterative process that
builds, changes, and improves through each cycle of
maintenance.! The core of the model, which is a series
of concentric circles, is what the preservation program
is trying to protect and provide access to, the informa-
tion packages of digital content and metadata. Mov-
ing outward from the center, the model introduces the
staged manner in which practitioners should approach
building a preservation program. Before anything else
and throughout the entire life of the preservation pro-
gram, preservation planning is paramount. The next
level out is community watch and participation, which
is an integral piece of preservation planning. Moving
further away from the center, the model provides the
first level of granularity, where curation and preser-
vation become distinct parts of the preservation pro-
gram. Finally, curation and preservation are broken
down into actionable and sequential stages of a preser-
vation program. The parts of the model that are not in
the circle are actions that occur only after a triggering
event, such as a change to collection development pol-
icy that would require you to determine if some of the
materials maintained by your digital preservation pro-
gram may no longer be within the scope of your col-
lection. Another triggering event may be that you have
a large collection of photographs in a format that is no
longer accessible. This would require you to migrate
the data into a new format so that you can provide

B y this time you will have done an assessment

uninterrupted access of the material to your users.

When using the life cycle model to plan your
digital preservation program, there are two common
pathways to follow. The first pathway is to decide that
you would prefer to subscribe to an out-of-the-box dig-
ital preservation vendor that provides a system that
covers all aspects of the preservation life cycle from
“create or receive” to “transform.” There are several
of these vendors on the market, with about an even
split of proprietary systems and hosted solutions that
package together open-source tools and preservation
storage systems. The other pathway to designing your
digital preservation program is to develop your own
system, using a series of open-source and commercial
tools. Which pathway you choose will depend on the
resources you have available in your organization and
how far along you are in your preservation program.

The benefits of the vendor solutions are that you
will only need to learn how to use one software sys-
tem that integrates all aspects of the preservation life
cycle and that the system is maintained and updated
by an external party. If your personnel resources and
expertise are limited, this is a great solution to imple-
menting an efficient and sustainable program. These
solutions can be expensive, and, depending on the size
of your organization, duplicate systems may already
be available and implemented by your information
technology department (particularly storage systems).
Like other specialized systems, proprietary vendor
solutions are a small market, and it could be difficult
to replace one if something goes wrong or to exit from
one if you are unsatisfied with its services.?

The second pathway toward building a digital
preservation program allows you complete flexibility
and the ability to build your system one piece at a time
as your resources for and knowledge about digital
preservation increases. Due to the foundational values
of digital preservation being sustainability and collab-
oration, most of the necessary tools for building and
maintaining a digital preservation program are open-
source and are maintained by a dedicated community
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of practitioners. It is entirely possible to build a digi-
tal preservation program using only free, open-source
tools, but that requires that you have someone on staff
who has the time to devote to the program and who
has a high level of technology competency.

The Preserving Digital Objects with Restricted
Resources (Digital POWRR) project created a tool grid
in 2013 that compared digital preservation tools using
categories drawn from the OAIS Reference Model.
This grid has not been updated since it was created,
but it provides a snapshot of the most commonly used
digital preservation tools and their suitability for dif-
ferent aspects of the digital preservation life cycle.
The most up-to-date listing of tools is the Community
Owned Digital Preservation Tool Registry (COPTR),
which has recently added a subsite of Community
Owned Workflows (COW).2 These resources are essen-
tial when initially planning your digital preservation
program because they can save you time. The compar-
ison between different tools has already been done,
and all you have to decide is which tools work best for
your particular situation.

Before implementing your digital preservation
program, either a full end-to-end system or a patch-
work of tools and services, decide on who will have
the authority to access and, when necessary, modify
your digital content at each stage of the preservation
life cycle. Establishing a transparent, trustworthy,
and secure digital preservation program requires a
clear set of authority con-
trols—who has permission
to read, write, modify, and
delete digital content in your
preservation system. In the
beginning stages of the pres-
ervation life cycle, very few
people should have access to
the content to prevent acci-
dental or malicious altera-
tions. As the materials move
through the preservation
workflow, there will be two
sets of permissions needed—
one set for users access-
ing the fully arranged and
described content, and one
set for those managing the
digital preservation master
files, or archival information
packages.* The permissions
for researchers will depend
upon the collection and your
institution’s rules. There

cultural practice.> The permissions for the preserva-
tion masters should be limited to the specific person
or people in your information technology division and
the archivists responsible for maintaining your digital
preservation program. Also, in the case of the preser-
vation masters, you should have clear guidelines that
state when it is permissible to access these masters and
for what purposes. The key to a trusted digital pres-
ervation program is transparency and consistency.
Whatever pathway you take, document all of your
workflows and procedures, consistently perform pro-
cedures as documented, and record any changes you
make to your workflows, including why the changes
were made, when, and by whom.

The digital preservation program that I manage is
based upon the second pathway, a series of workflows
using open-source and commercial tools and systems.
The overall flow of the program is stabilize; appraise,
arrange, and describe; ingest; access. This is a little
different from the digital curation life cycle model’s
stages of create or receive; appraise and select; ingest;
preservation action; store; access, use, and reuse;
and transform.® That model is an ideal, and in prac-
tice some of the actions, such as store, are part of the
entire process and not a distinct stage. As long as your
program implementation is based on standards and
best practice and works within your organizational
context, your digital preservation program will be
successful.

are specialty repository
systems, such as Mukurtu,
where access restrictions
can be set to conform to

Figure 5.1

The digital curation life cycle model. Source: Digital Curation Centre, “DCC Curation Life-
cycle Model,” accessed June 5, 2019, www.dcc.ac.uk/resources/curation-lifecycle-model.
CCBY 4.0 (https://creativecommons.org/licenses/by/4.0/#). Image has been cropped.
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The rest of this chapter will present a sample imple-
mentation strategy using open-source and proprietary
tools. To be able to carry out the program as outlined
requires a few pieces of hardware. The first is a com-
puter with enough memory and processing power to
use the digital preservation software tools. This com-
puter, ideally, will rarely be connected to the internet
in an effort to reduce the possibility of viruses being
introduced to the computer and therefore to any digi-
tal materials being stabilized or processed on the com-
puter. The second category of hardware are internal or
external drives that allow you to access the various dig-
ital media items in your collection, such as a 3.5-inch
floppy disc drive, a CD/DVD drive, and so forth. Lastly,
you need some form of write blocker (hardware or soft-
ware) that prevents you from inadvertently changing
the metadata and digital content that you are trying to
preserve. The sample strategy will not include storage
recommendations because storage solutions need to be
tailored to your specific needs, and there is excellent
existing documentation and guidance already available
for building preservation storage solutions.”

Accession

During the accessioning process, when you are dis-
cussing what will be donated to your organization and
how, digital content requires you to deviate slightly
from standard practice. First, it is advisable to modify
your existing deed of gift to cover the preservation
needs of the digital objects you will be receiving and
the potential privacy breaches that can occur when the
materials are stabilized. If one of your donors wishes
to retain the rights to the intellectual property of the
digital materials he or she is donating, you will need to
negotiate the right to preserve these materials into the
donor agreement. I also recommend that you include a
section in your deed of gift that requires donors to give
explicit permission for digital forensics activities, which
enables donors to put limits on what your organization
can and cannot do with the results of those activities.
In an effort to support these choices, I suggest includ-
ing a predetermined list of possible restrictions and
redaction options. This additional section helps you to
start the conversation about what you, as the process-
ing archivist, or a very savvy potential user could find
with access to a donor’s digital materials so that donors
have full knowledge of what they are agreeing to.
After you have negotiated with the donor over what
will be donated and what you are allowed to do with
the donation, ask the donor about the digital materials
he or she is going to give you. I recommend you have a
template checklist with all the potential questions for
any kind of digital materials donation, and then you
can tailor this template for each donor, subtracting
those questions that do not apply. This checklist is most

effective when you are able to sit down with donors
and view the potential materials they would like to
donate. That way you can go through the checklist and
do a preliminary appraisal of the donation at the same
time. You can also glean vital contextual clues about
the organization of the digital materials and ask donors
questions about why they chose to do things a certain
way.® The answers to these questions will inform the
arrangement decisions you make later on. You can also
make suggestions to the donor about additional orga-
nization and potential migration from unique file for-
mats to more common file types before the transfer to
your institution occurs. Finally, you can decide how the
digital content will be transferred from the donor to
your organization, whether through digital media or
through file transfer protocols.

If the digital materials are coming to you from
inside your organization, you can bypass some steps.
Instead of a donor agreement with a negotiation over
intellectual property and informed consent, you have
a transfer agreement that provides you with contex-
tual information similar to the information you would
receive from the donor checklist. The transfer agree-
ment should also have instructions for internal per-
sonnel that describes how the digital content should
be sent to you. It is important to include the transfer
instructions because it is at the point of transfer where
the digital content is extremely vulnerable to loss, of
both intellectual content and technical metadata. Pro-
viding a strict procedure describing how transfers are
supposed to occur can help reduce these risks.

Stabilize

Stabilization is the most important step of the entire
process. Ideally, this will be done as soon as you receive
digital material through an email attachment, on a
flash drive, on a CD, and so forth. Stabilizing your digi-
tal content means that you are establishing a record of
who you received the material from, in what condition
it arrived, and the original metadata associated with
the material (as best as you are able) and also establish-
ing a baseline against which you will check, through
time, to see if the digital material is ever modified in a
way that affects its authenticity. After stabilization, you
can safely let the digital materials sit in a monitored
archival storage system until you have the time to fin-
ish the process. Throughout the entire procedure you
should be documenting the actions you take for each
file transfer or digital media transfer, either in your
accession record or in a separate digital content log.
This documentation should include the following infor-
mation for each transfer or digital media item:

+ Accession number
+ Digital object identifier/transfer identifier
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Transfer type

Date acquired

Who donated the transfer

Who received the transfer

Media (if it came on digital media): format, manu-
facturer, model, age, condition, media label text
Disk image (if a disk image is created): date cre-
ated, disk image filename, disk image software
used, notes, files exported (Y/N)

Stabilization: virus scan (Y/N), checksums gen-
erated (Y/N), file format report generated (Y/N),
personally identifiable information scanned for
(Y/N), files moved to preservation storage (Y/N),
notes

Produce AIP: AIP created (Y/N), AIP saved in
preservation storage (Y/N), date of transfer to
storage, network storage location, notes

As early as you can in the stabilization workflow,
ideally while the digital materials are still with the
creator, but definitely before you transfer the files
into your digital preservation processing system, run
a virus check on the digital content being transferred.
Your organization should be using some kind of virus
protection software. Included in these software pack-
ages should be the ability to scan for viruses. I work
almost exclusively in a Windows environment, so all
I have to do is right-click on the directory I want to
scan, chose the virus checker, and let it run. If your
organization’s software does not allow this, there are
some open-source virus checkers available, or your
information technology professionals may suggest
one that they would prefer you use. In the event that
a virus or malware is found in the material, contact
your information technology department to see how
they would like you to proceed. If you are working in
a small shop, with no support from an IT department,
put the files in quarantine and try again in ninety
days after your virus protection software updates
with all the new patches. In this case, quarantine may
mean leaving the files on their digital media carri-
ers or refusing to accept a file transfer. Depending on
your virus protection software, it may take care of the
entire quarantine and remediation process for you.

After virus checking, I recommend you set up a
folder directory for the accession. The highest folder
in the hierarchy should be named with the accession
number. Within that, if you are going to create disk
images, you will have three folders: disk_image, files,
and metadata. If you don’t create disk images, you
will have only a files folder and a metadata folder.
Within the disk_image and files folder, each individual
transfer, digital media or otherwise, will get a folder
named with the digital object identifier. In my case,
the digital object identifier is the accession number
and then a number starting at 001 and going up for
however many digital media objects or file transfers

are in the accession. As you move through the stabi-
lization process, transfer files and save metadata into
this folder structure. Example of a folder structure:

£ 2007_038

£52007.038_disk_image
£52007_038_001_disk_image
£5 2007.038_002_disk_image

£5 2007_038_files
£52007.038_001 _files
B3 2007_038_002_files

£5 2007_038_metdata

Now you are ready to transfer your digital materials
to your digital preservation processing environment. If
the transfer of digital content comes on digital media,
you have two choices. You can create a disk image of
the digital media, or you can do a direct copy of the
files from the digital media to your digital preservation
processing computer. Whether or not you create a disk
image will be a matter of policy, donor agreement, and
type of digital media. For instance, if I receive digital
content on a flash drive or an optical disk, I very rarely
create a disk image because the return on investment
for these digital media does not often play out in my
favor. If I receive a computer hard drive, I am much
more likely to create a disk image because there is so
much contextual information that can be retrieved and
the potential for emulation. If the digital content does
not come to you via digital media, your only option is
via direct copying. If you decide to create a disk image,
BitCurator is an open-source, community-supported
software environment that has tools for creating, docu-
menting, processing, and viewing disk images.’

The vast majority of the digital content transfers I
facilitate are done by direct copy mechanisms. There
are two tools that I recommend for this process, Data-
Accessioner and TeraCopy.l® DataAccessioner allows
you to supply metadata at the point of transfer for the
accession, produces PREMIS metadata after running
the File Information Tool Set (FITS) on the files, checks
the fixity of files after they have been moved from the
original source location into your processing environ-
ment, and does not alter the files’ original metadata,
such as last date modified or date of creation.!! Tera-
Copy has free and for-purchase versions. The free ver-
sion that I use will copy files without altering their
internal metadata and performs a fixity check to make
sure the files were not altered upon transfer.

After the files have been transferred or the disk
image created and the files exported from the disk
image for the entire accession, I suggest you create
a file format report that is easy to read. This report
serves two purposes: it is a record of the file formats in
the accession so you can determine early on if special
actions will be necessary immediately or in the near
future to maintain access to these files and if you need
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to research special software to gain access to the files.
There a few different open-source tools available to do
this job. You can compare them using POWRR Tool
Grid or COPTR to find the one that works best for your
organization.!? I suggest that if the tool has a proprie-
tary file format, you export the results as a comma-sep-
arated value (.csv) file type. A .csv opens well in many
different spreadsheet and database software products.

The final step in the stabilization process is find-
ing and documenting personally identifiable informa-
tion (PII) and, for disk images only, extracting file sys-
tem metadata. The BitCurator Environment includes
the Bulk Extractor tool, which is what I use to do this.
Bulk Extractor works for disk images and file sets. It
generates reports on possible instances of PII and has
a viewing tool that points you to where the PII is. If
you have a disk image, I strongly encourage you to use
the various reporting tools available in the BitCurator
Environment to generate as much information about
the original file system as possible.!® At this point, you
have a few choices. You can transfer the file directory
for the accession into preservation storage as is until
you have time to arrange and describe the files. You
can make the file directory into a Submission Infor-
mation Package and ingest it into your repository.
Finally, you can go straight into appraising, arrang-
ing, and describing the content of the accession.

Appraise, Arrange, and Package

The appraise, arrange, and package step is very simi-
lar to the traditional version of archival processing
when an archivist goes through the collection and
determines what to keep, introduces a new arrange-
ment for the files when necessary, and starts the pro-
cess of creating an official description of the collec-
tion. One of the major differences between an analog
collection and a digital collection is that digital collec-
tions can contain an exponentially higher number of
individual “files” to go through, so you need different
tools to get the job done.

I have found in practice, for hybrid collections, that
you should process the analog materials before the digi-
tal. In this way, you get a feel for the creator’s organiza-
tional style and start to have an idea of what you might
find in the digital files. In some cases, your digital files
will integrate seamlessly into your arrangement of the
physical files, so each series, subseries, and so on will
be a mix of physical and digital files. In other cases,
you will have a series that is just computer files, but it
is difficult to decide which way to go without having
processed the physical materials. Processing the physi-
cal files will also help with the deduplication process.

My first step in appraisal of the digital content in
an accession is to look at a visualization of the con-
tent. The two tools I use to do this are WinDirStat

and TreeSize.* I use WinDirStat to get a quick over-
view of the different types of files in the accession
or as a teaching tool to help internal content creators
understand what they are producing and how to find
out what is taking up all of their computer’s memory.
More often, I use the professional version of TreeSize.
Not only does it show me a visual representation of
the different types of file formats in a collection, but
it also contains tools for deduplication of files and for
finding and removing temporary files, internet files,
and more. This can dramatically reduce the number
of files I will eventually need to arrange.

At this point you can choose to leave the files as
they are, or you can go further in the arrangement
of the files. What you do will be determined by your
organization’s processing workflow because the deci-
sion-making factors for digital materials at this point
are rarely different from those for physical materials.
Generally, when I make the decision to not keep the
original arrangement of digital files, it means that I
am matching the arrangement of the physical files or
that the collection has no discernable useful organiza-
tion and therefore it would be too difficult for users to
navigate in its original state. If you decide to arrange
the files into a new folder structure, I recommend
that you create the new folder structure first and then
move the files into it. At this point you may also be
renaming files individually, but this is not necessary.

After you have settled on the final arrangement
of the files, you can either use a series of tools to, at
the bare minimum, strip file names of special charac-
ters and normalize files for preservation and access,
or you can use a tool like Archivematica, which will
automate the SIP to AIP and DIP process for you.'®
Archivematica uses a series of customizable microser-
vices that document your digital collections, perform
preservation actions such as assigning a unique iden-
tifier to each digital file, remove special characters
from file names, and so much more. Archivematica
will also and transform the files into preservation and
access versions of the original digital files when it is
able to do so. You can either pay for a hosted version
of the software or try and maintain your own instance
of the software. Be aware that in practice Archive-
matica takes a lot of technical knowledge and can
require a lot of maintenance. Archivematica can inte-
grate into ArchivesSpace, Archivists’ Toolkit, AToM,
DSpace, or your own preservation storage. If you do
not use Archivematica, there are a series of automated
file renaming, file migration and normalization, and
packaging tools on COPTR for you to use. From here,
you can move your AIPs into preservation storage and
your DIPs into your access storage environment.

A final piece of the preservation puzzle is fixity
monitoring. It is not enough to create checksums of all
of your digital materials upon transfer. You also need
to check to make sure that each checksum does not
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change over time due to an accident, malicious activ-
ity, or simple bit rot. It is impossible to do this by eye,
especially if your program includes millions of files.
Instead, I recommend that you use fixity monitoring
software that will run on a schedule and notify you
of any changes. It is possible that your information
technology department already uses such a service. If
so, communicate with them to get access to the fixity
report. If not, COPTR has a couple of options of open-
source fixity monitoring tools for you to choose from.

Access

Access to digital collections for your users may take
many different avenues depending on your institution’s
resources. It is just as valid to have users request access
to the digital materials in a collection as described
in your finding aid and provide them with a link to
a shared folder through an online drop box as it is
for users to have immediate access to digital content
through a digital library or repository system. In some
cases, users may access your content only from a read-
ing room computer. The most likely solution is a com-
bination of all of these, depending on your resources
and the specific restrictions, if they exist, for each col-
lection. What is essential is that users have access and
there be clear documentation describing how users
may or may not gain access to collections and why. At
the bare minimum, a fully processed digital collection
will have a finding aid or catalog record with informa-
tion about how to request access to the materials.

Maintenance

An essential piece of digital preservation program
implementation is maintenance. As a digital preserva-
tion practitioner, you should try to pay attention to the
wider world of digital preservation literature and tool
development. As new tools and services become avail-
able, evaluate them against what you are already doing.
If they are an improvement, determine if your current
resources would allow you to integrate a new tool or
service into your existing system. If not, it may be time
to create an updated business case to ask your organi-
zation’s leaders for additional resources. Another part
of maintenance is planning for the inevitable replace-
ment of your existing software and hardware solutions.
Hopefully, some of the burden of replacement will be
shared by your information technology division. If you
do not have an information technology division, it may
be better to plan for a transition into storage as a ser-
vice, such as cloud storage, so that you do not have to
maintain your own storage infrastructure. Finally, do
your own personal maintenance—attend digital pres-
ervation conferences, workshops, and webinars when

you are able to. By increasing your own knowledge
of digital preservation, you will create more efficient
workflows and be able to modify existing tools so they
work better for your organization. You will also become
a stronger advocate for your digital preservation pro-
gram and be better able to introduce and maintain col-
laborations with other digital preservation programs.
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Chapter 6

Conclusion

ver time, work to embed your digital preserva-

tion program into your organization through

training, shared services, and clear demonstra-
tions to leadership of why the program is valuable.
This will help you insulate the program from being
drastically affected by institutional change. When
leadership changes, overall organizational resources
grow or diminish, or services are discontinued, your
digital preservation program will be affected. Hav-
ing clearly established policies and procedures,
along with leadership’s support, will help to limit the
adverse effects of these changes and boost your ability
to request more resources as they become available.
It is always important to plan for the worst case sce-
nario. If, at any point, you no longer have the ability
to maintain your program, you should have a clear
exit strategy in place.

When planning for a total dissolution of your
digital preservation program, you may need to con-
sider internally produced digital materials and digi-
tal materials donated by an external content creator
separately. The internally produced digital materi-
als belong to the organization from the start, so no
special consideration will need to be given to them
beyond compliance with records laws. Externally pro-
duced donated content may have special clauses in the
donation agreements that have specific requirements
in the event that your organization is no longer able to
steward these materials. Those requirements should
be built into your exit strategy. Taking all of these

factors into account, research other institutions that
may have the resources and be willing to accept your
materials into their digital preservation programs. You
may reach an agreement with one institution or sev-
eral. Have a plan in place for the transfer of the mate-
rials, and keep the plan up to date as circumstances
change at your home institution and the potential
receptive organizations. I hope that you never need
to use your plans, but it is better to have these agree-
ments in place at the start than to have entire cultural
heritage or institutional collections disappear.

I hope, through this report, I have made digital
preservation less intimidating and mysterious. Digital
materials will be available in the future only through
active effort, and therefore it is critical to move beyond
decision paralysis and into active preservation efforts.
The hardest step you will take in this journey is the
first one. After that, it will only get easier because, as
with so many other skills we learn, practice is the key
to success. As you move along your digital preserva-
tion journey, you will gain more expertise and confi-
dence. You will also cultivate colleagues you can lean
on for advice, technical support, and shared resources.
Collaboration, internal and external, is vital to suc-
cess because the very nature of digital materials, ever-
evolving and mercurial, requires more expertise and
resources to preserve than any one person or institu-
tion could ever develop on their own.
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