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Abstract

We are on the edge of a huge set of technological
changes that will alter how we can measure library
spaces. New advances in sensor technology, artificial
intelligence and machine learning, computer vision,
and more have brought the ability to monitor spaces
in ways that were previously unthinkable. In Library
Technology Reports (vol. 54, no. 1), “Library Spaces
and Smart Buildings: Technology, Metrics, and Itera-
tive Design,” I’ll explore these technologies and pro-
vide librarians and other interested parties with a look
into what’s possible in the current state of technology
for smart library buildings. Looking at three different
projects that involved space metrics and analysis in
libraries, this report shows how Virginia Tech; Con-
cordia University in Montreal, Quebec, Canada; and
the Measure the Future project are using technologi-
cal tools to analyze library spaces to improve their
environment for their users. Virginia Tech is research-
ing how furniture movement acts as a stand-in for
patron activity. Concordia University experimented
with a project that monitored noise levels. The Mea-
sure the Future project is using computer vision to
see how patrons move around in library spaces and
derive “attention” measures from those movements
while doing so with a strong protection on any sort of
identification of patrons. Finally, we will look at what
the next five to ten years of technological progress
will bring and how that might change the possibilities
for a smart library.
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Chapter 1

Introduction

Jason Griffey

“When a measure becomes a target, it ceases to be a good measure.”

—Goodhart’s Law!

n the history of libraries, there have been a variety

of overarching reasons to collect and analyze usage

statistics: their use in determining future actions,
their utility in summarizing efforts and activity for
funders, and their function for comparative purposes
from library to library, among others. Examples of
these instances include the ability to track physical
item circulation and base future acquisitions on popu-
lar materials and using longitudinal circulation statis-
tics to show demand and argue for increases in fund-
ing. The specific things that libraries have measured
toward these ends have changed over time, and never
more so than in the last twenty years.

As the world of information access has pivoted
from physical goods to digital screens, the ways that
libraries measure themselves have changed. Informa-
tion use was once measured fairly straightforwardly,
by just counting the materials that were circulated to
patrons or used in the library. Count the things that are
used, add that count, and you get something like usage
of the collection. From this relatively simple measure,
much can be determined if those counts have addi-
tional facets applied to them, such as which books,
from what topic areas, for how long, and the like.

Aside from circulation and material tracking, the
other common measure for libraries over the last sev-
eral decades has been the classic door count. How
many people come into your building a day? When
combined with material usage, this gives you the
ability to look at things like circulations per person,
another common metric in library reports. It’s also a
simple measure of how busy a space or building might
be, which allows for lots of maintenance and staffing
decisions to be made.

For years, these sorts of measurements have been
used to evaluate library building usage. They have

been, in some libraries (albeit too few), supplemented
by observational data, often gathered through sam-
pling during representative times of year. These sorts
of sociological studies have been done both by library
staff directly and by experts brought in to help the
library understand its space usage. Sociologically
driven observational studies are a fantastic tool for
understanding behavior, but they are limited in many
ways. They are always time-limited and rely on sta-
tistical validity to be able to generalize the data.
Another drawback is that they are biased towards the
things that the observer is looking for, and nonstan-
dard or misunderstood behaviors may be miscoded in
the study. And, as always, there is the ever-present
threat of observer bias.

We are on the edge of a huge set of technologi-
cal changes that will alter how we can measure our
spaces. New advances in sensor technology, artificial
intelligence and machine learning, computer vision,
and more have brought the ability to monitor spaces in
ways that were previously unthinkable. And the near
future of this technology will be even more radical,
enabling possibilities such as tracking every object in
a space constantly at all times. And even people!

Why Measure Spaces

Libraries have always paid attention to their build-
ings, and funders of libraries (whether local communi-
ties or individual philanthropists) have always wanted
the spaces to be special in some way. Grand spaces,
impressive spaces, the sorts of spaces that inspire awe
and reverence—truly the “cathedral of the book,” as
they have been called. Or modern and sleek, state-
of-the-art technological marvels in their own right,
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places like Dokkl in Aarhus, Denmark, or the Hunt
Library at North Carolina State University that have
captured the collective library fascination with space
and building.? This is only fitting since the physical
building is often the single most economically valu-
able thing that the library owns, even beyond the col-
lection it houses within. A community has an enor-
mous amount of value tied up in the physical space
of the library. But the attention paid to the usage of
the physical space has not always been balanced with
that worth.

It’s relatively easy to measure transactional ele-
ments. Tracking and measuring items that are inter-
acted with ismuch easier than trying to tell what people
are doing inside a space. When someone checks out a
book, clicks a link on a database, or walks through the
door, that’s a fairly easy action to measure. Answering
more complicated questions about library use is much
harder. What do patrons pay attention to as they walk
through the building? Where do patrons choose to sit,
and, more importantly, why do they choose those spe-
cific places? Are your spaces more conducive to peo-
ple sitting by themselves or to groups? How do groups
affect other uses of the library?

I believe that having solid numbers behind the use
of our spaces is the future of library statistics, espe-
cially as they relate to proving worth to funders, cit-
izens, boards, academic provosts, and others who
ultimately hold control of the funding streams to
libraries. As information seeking increasingly runs
to other, nonlibrary sources, the traditional mate-
rial-based metrics no longer appropriately measure
a library’s worth to its community. Data collected by
sensors and analyzed over time will give librarians far
more of an ability to answer questions about use, even
when they may not have considered the question yet.
Big data gives rise to emergent patterns that are not
always expected a priori, and the ability to ask ques-
tions of ambient data about a library space is enor-
mously powerful both for understanding current use
and for planning future use.

Measuring and reporting a library’s worth to its
local community is a tough thing to do well. There
has been, over the last few decades, an acceptance
of reporting the worth of a library as something like
return on investment (ROI). ROI is a measure of prof-
itability used in the economic study of business and
is reasonably easy for everyone to understand. ROI is
usually communicated in terms of money spent to sup-
port libraries and money returned to the community
as a result of this expenditure. “Every $1 invested in
the library returns $X to the local community” is the
normal sort of phrasing, and while it’s an eye-catching
way of justifying library spending, in my opinion, it is
also a dangerous one. ROI is by its nature an economic
measure and one rooted heavily in the concept that
money is to be invested for return rather than used

to generate public and civic good. If libraries lean too
heavily on the rhetoric of profit and return, we lose
the messaging of generalized public good, of raising
communities to be better than they were, of trying
to approach greater goods like equity, justice, and an
informed and educated populace.

It is also dangerous because, of course, if you
accidentally create targets rather than measures, as
Goodhart so pithily put it, you run into trouble.® By
relying only on numbers like ROI, you are only ever
allowed to go up, and dips in those numbers must be
explained. Rather than being understood as a com-
munity good, you are a community investment, and if
that investment is depreciating, then it must be fixed
in some manner. If libraries have more robust descrip-
tive stories to tell about their impacts, especially if we
can tell those stories with quantitative data and do not
fall prey to simple economic measures, I believe we
will be far more able to thrive, even in economically
turbulent times.

So what can we measure instead? What sorts of
numbers should we be reporting? I don’t think there
is a single answer to those questions just yet, but the
goal of this issue of Library Technology Reports is to
illustrate what some potential answers might look
like. Much of what’s now possible to measure is due
to the rise of inexpensive connected sensors and other
technologies. Let’s take a look at those and what they
might enable us to gather and report.

Technology

The statistics most commonly used to judge a library’s
success can be collected in an automated fashion. This
only makes sense, as automated counts are collected
without staff attention being necessary and can be
collected over long periods of time, allowing for com-
parative analysis that is more difficult with other col-
lection methods. The progress of technology enabling
more and more data to be collected automatically is a
big part of the new potential for “smart” spaces and
buildings in libraries. The incredible rise of the mobile
phone as the primary computing platform for the
world has helped to drive down the cost of a number
of technologies and enable the measurement of things
in the world in ways that would have been science fic-
tion only a few years ago.

Modern smartphones are a wonderland of differ-
ent sensors. Accelerometers that measure movement,
light and infrared sensors that see light levels and dis-
tances, microphones that measure sound levels and
cancel extraneous noise, cameras that can take incred-
ibly detailed images for later analysis, and much more
are in a modern smartphone. The explosive adoption
of mobile phones also means that the cost of these
individual components has fallen through the floor
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and that they are available for other projects at a very
reasonable cost. Combine one or more of these sen-
sors with an inexpensive microcomputer or microcon-
troller platform like the Raspberry Pi, the Beaglebone,
the Arduino, or one of a dozen more, and you’ve got a
data collection device. All of these are now so cheap
that it’s almost trivial to work with them, and hard-
ware is almost never the limiting expense for comput-
ing at this point in history.

Raspberry Pi
https://www.raspberrypi.org

Beaglebone
http://beagleboard.org/bone

Arduino
https://www.arduino.cc

Internet of Things

The current shorthand for the sorts of devices we’re
talking about is the Internet of Things, where the
ultimate state of being is that computing and com-
munications device costs go to nearly zero, which
enables every object in the world to be connected to
the internet. This would have the effect of making
every object in the world a sensor, enabling every-
thing from your water bottle to your pencil to report
to a server somewhere its current status, location, and
the like. If this sounds like a dystopia to you, I'm not
sure you're wrong, but that’s definitely where Moore’s
Law is pushing us.*

Every microphone is also a speaker, and every
camera is also an interface. It is often the case that
something we consider a sensor can also act upon the
world and that the things we put out are not only pas-
sive collectors of data but can also relay actions to
other systems that make those systems more efficient.
This is at the core of the idea of a smart building, where
the structure itself has a robust set of sensors and con-
trollers that are all interconnected and inform the
holistic management of the building. If you're reading
this and are over the age of about twenty, you proba-
bly remember your first interaction with automatic or
motion-activated lights that come on when you enter a
room and go off after not sensing movement for a pre-
set amount of time. These were the early, early prede-
cessors of the smart building, where the environment
automagically adapts itself to the presence of a person
or people in it. This technology expanded quickly into
heating and air conditioning units, where the presence
of people determined whether a space was heated or
cooled. It’s not a surprise that these were the first few

bits of a building that were automated, in that lights,
heat, and cooling are all at the top of expenses for
upkeep of a building. Managing them more efficiently
is a huge cost savings to building managers.

It’s a short leap from “turn on the lights” to “adjust
the temperature” based on whether someone is in the
room. It’s a longer and harder problem to do more
finely detailed actions, from customized temperature
controls based on the number of people in a space,
to truly individualized services that respond to who
someone is, not just their raw presence. You can think
back to various science fiction examples to imagine
a situation where a room might “know” who some-
one is and adjust lighting and temperature, play music
(or not), lower the blinds, and the like, based on that
person’s specific preferences. These sorts of things
are possible at this point for private residences using
commercial smart home technology. For example, at
my own home, when I approach my house in my car,
the lights on my porch come on and the thermostat
inside sets the temperature from “away” to whatever I
have set as comfortable for the time of year. The porch
lights turn themselves off a few hours after sunset,
and when I lock my front door, the temperature auto-
matically sets itself to an “away” mode.

All of these interactions are easily done in a home,
but public spaces are enormously more complicated.
While a private home has a known set of users (in gen-
eral), a public space can be used by literally anyone
in the community. This makes individual personal-
ization very difficult, although for some library types
some level of this identification could be done. For
example, I have seen academic libraries where stu-
dents must use their ID cards to enter, and the card
swipe or tap triggers a sort of “welcome” display on
a panel in front of the doors. The example I saw at
the University of Technology in Sydney, Australia,
welcomed the student by name (“Hello, Jason!”) and
reminded the student where in the building the mate-
rials specific to his or her major were (“The books on
biology are on the 3rd floor, to the left, call numbers
X through Y”). This was several years ago, and I can
easily imagine an extension of this sort of smart build-
ing where the library could prompt the user for other
sorts of resources and even maybe adapt to the user’s
presence.

New Computing Abilities

The other huge advance in smart systems is the growth
in computing power over the last decade. Computing
power gets better on a mostly predictable schedule,
but we’ve crossed a line in what very inexpensive
computers can do that seems like a sea change in
capabilities. Two of these areas that will be transfor-
mative over the next several years are computer vision
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and the area of artificial intelligence, machine learn-
ing, and expert systems. These are related, and all of
them blur in interesting ways, and this is sometimes
difficult to explain. All of them, however, are focused
on getting computers to increasingly do things that
previously were the domain of human judgment.

Let’s start with the easiest to explain, computer
vision. Computer vision systems work with still or
video images and attempt to recognize or classify
things in the images, creating metadata about what’s
in them. This is related to a specific type of image
recognition with which librarians might be famil-
iar—optical character recognition (OCR). OCR sys-
tems take photos of text, recognize the letterforms,
and transform them into text that can be manipulated
by computer systems. OCR counts as a form of com-
puter vision, but these days the phrase is used to refer
to systems designed to be much more general in their
object identification rather than being limited to just
text. For instance, the facial identification that most
popular photo systems use (Apple Photos, Google Pho-
tos, Flickr, Instagram, SnapChat, and more) is a form
of computer vision. The ability to take multiple pho-
tos and have the computer tell you that these two
have the same person in them is one type of computer
vision recognition.

The more interesting things happening these
days, though, are when computer vision systems are
expanded into machine learning systems and aren’t
programmed directly but instead are trained on exist-
ing photo sets. Let’s say you wanted to have a sys-
tem that would answer the question “Is there a cat in
any of these photos?” The modern way to tackle this
would be to feed photos of cats to a computer vision
and machine learning system and tell the system that
all the photos have cats in them. The system itself then
builds an identification system for things called “cats,”
and when you give it further photos, it should be able
to label the contents appropriately either “cat” or “no
cat.” This is far more powerful than having to describe
painstakingly to the computer what “catness” is.

This gives rise to being able to use cameras for a
variety of statistical data gathering because you can
now throw the images into a computer vision sys-
tem that will extract from them the data you wish to
capture. Later in this report we will discuss at length
the Measure the Future project, which uses computer
vision to show how library spaces are being used by
patrons. Systems such as this will be more and more
prevalent over time, and the use of similar systems will
likely be a part of smart buildings before much longer.

The long game for the Internet of Things is far
stranger than adjusting temperatures and turning
on lights. It’s also going to be used for far more than
customizing services to patrons. I'll go into some of
the potential for this technology later in chapter 5
(“Future Directions”).

Iterative Design

One of the goals of better understanding the physi-
cal spaces of the library is to work to improve them
for patrons, and doing so using sensors and Internet-
of-Things-style data gathering allows for continuous
data gathering. This approach is in contrast to the
sampled or staggered data that is used by some librar-
ies now. The huge advantage of continuous data is that
you can iterate much faster and test the physical space
in the same way that you can test digital spaces now.
Amazon, Google, and all of the major websites
do continuous A/B testing, presenting slightly differ-
ent pages to users as often as every time the page is
loaded. They track which are more effective, for which-
ever metric they are measuring (buy the item, click
the button, find the thing faster), and change their
pages for everyone based on this continuous improve-
ment. Doing this continuous improvement work to
physical spaces is difficult without appropriate data,
but of course smart spaces solve this problem. A/B
testing spaces, even if they are just measuring how
people react to a new display and then changing it in
response to the data, could be immensely powerful for
improving how patrons see and use spaces.

In This Report

The goal of this issue of Library Technology Reports
will be to give librarians and other interested parties
a look into what’s possible in the current state of tech-
nology for smart buildings, as well as to point in useful
directions for the near future of the Internet of Things
and other sensor technology. Part of the challenge in
doing these sorts of projects in libraries, specifically,
is that libraries have a much higher expectation of
sensitivity to privacy and personal data than other sit-
uations, such as a corporate environment. The lengths
that libraries should go to protect patrons from poten-
tial privacy leaks are enormous. Libraries should take
privacy as a primary position and security of data
gathering and handling as a duty to the people they
serve. This makes these sorts of robust data collection
endeavors very complicated. Data is toxic over time,
and risks increase as more and more data is gathered,
as it could be combined in order to de-anonymize
patrons or otherwise place risk onto those we serve.
Librarians should think very, very carefully about the
privacy and security implications for data-gathering
devices and, when working with commercial provid-
ers or other vendors, should insist that said providers
have a security plan and have thought through what
their stance is on data collection and retention.

This report will look at three different projects
that involved space metrics and analysis in librar-
ies: Virginia Tech; Concordia University Libraries
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in Montreal, Quebec, Canada; and the Measure the
Future project. Each is using technological tools to
analyze library spaces in order to make the environ-
ment better for its patrons. In the case of Virginia
Tech, the library used furniture movement as a stand-
in for patron activity. Concordia University Libraries
was interested in helping patrons sort out where they
wanted to be inside the library, and so it looked into
monitoring and then displaying the sound levels for
public areas in the library. Measure the Future is using
computer vision to see how patrons move around in
library spaces and derive “attention” measures from
those movements while doing so with a strong protec-
tion on any sort of identification of patrons. Finally,
we will look at what the next five to ten years of tech-
nological progress will bring and how that might
change the possibilities for a smart library.

Library Metrics

Below is a list of papers, websites, presentations,
news stories, and other resources that have touched
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the years. While these references aren’t necessarily
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ogy Reports together. They can provide you with a
more thorough look at what’s possible, what’s been
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Chapter 2

How to Measure the Future

Jason Griffey

Measure the Future project, and even more pre-

sentations given about it over the last two years.
What I hope to accomplish here in this issue of Library
Technology Reports is not so much to revisit what’s
been said about the project. I also don’t want to write
a pitch or marketing message for the project. What I
really want to do is to tell the story of Measure the
Future, from the initial ideas that started it on its way
to the current state and where we hope to be in the
future. Part of what I want Measure the Future to do
is help libraries tell better stories about themselves,
to have data to back up the stories that they tell, and
hopefully to have stories to tell that they didn’t even
know about. The stories that libraries tell about them-
selves have changed over the years, and I think they
will continue to change and evolve even further over
the next several years. If I want Measure the Future to
be a part of telling those stories, maybe I need to tell
its story first.

There have been a lot of words written about the

Measure the Future
http://measurethefuture.net

Setting the Stage

It was 2011 or maybe 2012. I was gathering statistics
as part of my role as head of information technology
at the library at the University of Tennessee at Chat-
tanooga, and I was getting more and more fed up with
numbers by the minute. The sorts of things that we
tracked, according to our requirements for accredita-
tion and for ACRL, were useful only to compare us to

other institutions in ways that didn’t seem particu-
larly meaningful in the modern age. These numbers
didn’t tell me much about how to make our services
and spaces better for our patrons. And even numbers
that might guide us in better acquisitions practices
were incredibly difficult to pull from the morass of
database vendors.

I started thinking, trying to consider carefully
what might be important for libraries to know, what
might give us insights into how patrons were using
libraries. The more I thought about what was likely
to be important and what was also a huge gap in our
knowledge, the more I was convinced that we needed
lots more data about our building use. The library
building is, in most cases, the library’s most valuable
fixed asset. The library building is a huge aspect of the
library’s net worth, and yet we don’t focus our atten-
tion on how it’s used in the same way we look at our
materials. So how could we start to better understand
how our buildings were being used?

Moreover, as collections shift from physical to dig-
ital, communicating the importance of the physical
building to those who oversee the funding for librar-
ies is a key for future growth.

That question was the central one around which
I began to brainstorm ideas. It was immediately obvi-
ous to me that since we didn’t have really any statis-
tics about use of the building (other than gate counts
of number of people who walked in), some thought
about what to gather and how it might be gathered
was the first order of business. I realized that what
I wanted was a system that would tell me how peo-
ple were using the space. Were they coming into the
library, collapsing into a chair, and not moving for
hours? Were they just using the building as a pass-
through to another location? Were patrons using the
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stacks to browse for items at all? Did patrons use our
big tables in groups, or was it just one person camping
all day? All of these questions seemed valuable to try
and sort through.

The next step was to try and see if there was a
way to capture that data. Luckily, I had some experi-
ence with small electronics platforms, like the Ardu-
ino and the Raspberry Pi, and so I knew there were at
least a dozen ways one could approach the problem.
Measuring occupancy per room was part of the chal-
lenge, but we also needed to be able to parse what
the people were doing in the space. Not individually,
perhaps, but as a collective, what sorts of actions are
people doing while they are in the library space? This
makes door sensors and other point-of-contact sensors
difficult from a logistical point of view. There are just
too many points of contact to wire all of them in any
given space, much less across different libraries.

A number of commercial entities at the time were
using cellphone signals as a stand-in for “individual”
movement. By using Wi-Fi or Bluetooth signals or both
from mobile phones moving around a space, you can
track where people are and what they are doing with
a high degree of accuracy. Big box retailers and the
like have used this technology for years, and it was
starting to trickle into the cost range where libraries
were beginning to play with Bluetooth beacons and
other types of tracking technology. After looking at
the options, I abandoned this idea for my project for
several reasons. The largest is that it simply cannot
assure privacy in a way that I was comfortable with
implementing inside of a library. There are mecha-
nisms for “anonymizing” data from mobile connectiv-
ity, but (especially at the time) I didn’t feel that they
were enough for me to be confident in protecting the
identity of patrons in the library.

The privacy issue compounded with the some-
what obvious problem—if we track people with cell
phones, we have information only about people with
cell phones. This ignores many of the patrons of pub-
lic libraries, like children, the homeless, recent immi-
grants, and more. Putting together a system for mak-
ing decisions about library services and then ignoring
swaths of the community that would likely benefit the
most from library services did not seem like the wis-
est course of action. Between privacy issues and this
selection bias issue, I took Wi-Fi and Bluetooth track-
ing as a method for our new tool off the table.

My thoughts turned to imaging. What was the
possibility of using some kind of image sensor to cap-
ture the whole space at once and analyze how patrons
were moving? If we could do this without actually tak-
ing pictures, just by capturing the location of people
in the space without any identification, then it would
pass the security test (more on that later). Images
would also gather everyone equally, without bias,
across the types of technology the patrons used. One

possibility was using an infrared sensor that looked
for body heat, but after putting together a quick demo
using a standard webcam as a data source, I realized
that it was possible to use computer vision to solve
this problem without the added expense of the infra-
red camera.

Decisions and Solutions

Once there was a demo in place, the project applied
to the 2015 Knight Foundation’s News Challenge for
Libraries, a grant round for funding ideas that would
benefit libraries around the US.! The newly named
Measure the Future project was one of eight winners
of the News Challenge, which gave us funding for
initial development of the project and supported the
development through the fall of 2016.

Our first set of decisions revolved around which
hardware to settle on. We needed a microcomputer,
something that was capable of running some amount
of computer vision locally on the sensor itself. This
was due to an early decision that was made to start
by having any processing of the location data done
locally, on board the device itself. This was partially
because it was slightly easier to build and could be
realized faster. It was also done because we realized
very early that in order to make libraries comfortable
with installing cameras in their spaces, there had to
be a good security story to tell. The best security story
is that the data is collected locally, processed locally,
never leaves your building, and doesn’t include any
information about your patrons—and so that’s the
tool we set out to build even though in some ways it
was more difficult than other possible solutions.

The obvious answer for which microcomputer
platform to use was the Raspberry Pi, the most pop-
ular small computer in the world. The only prob-
lem was that at the time, the current Raspberry Pi
model (Model 2) didn’t include wireless networking
by default. In order to get Wi-Fi, you had to buy a
separate USB Wi-Fi adapter and then hope that it was
stable and ran well on the operating system—neither
of which was an assumption I was willing to make.
USB Wi-Fi dongles are notorious for their flakiness,
and for a device that I was hoping to install in librar-
ies around the country, I needed something far more
reliable. We looked for a board that would run the
software needed, that had Wi-Fi on board, and that
was low-power enough to not need any sort of spe-
cial attention paid to it over time. We found that in
the Intel Edison and began development of the alpha
units in 2015.

The other aspect of the project that is worth calling
attention to is that it is being built using open source
code, and all of the code that we have developed is
also being released via an open source license on our
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Github repository. We are using standard tools in the
development and are sticking with standard web tech-
nologies for the user interface. Raspian, OpenCV, Go,
Python, React.js, and the other tools used to build this
project are well understood and openly supported,
with no proprietary or controlled code that can cause
issues with some vendor software. The data is in a
standard JSON format, and libraries that implement
Measure the Future have direct access to the sensors
and software. They also own the data they collect; it
isn’t collected by Measure the Future without permis-
sion and request. We are dedicated to making these
tools as widely available as possible in order to enable
libraries everywhere to be able to test and implement
them. Using open and easily available hardware, 3-D
printable cases that are made available for reproduc-
tion, and open source code that is licensed for sharing
and reuse is the best way to do this.

Measure the Future Github Repository
https://github.com/MeasureTheFuture

Design and Development

The next goal of the project was to develop software
that would use a standard webcam attached to the
Edison to act as a sensor and gather data points as
people move through a space. Capturing the location
and duration of movement for each recording individ-
ual as they move through a space and recording those
data points to a database was the first order of busi-
ness. Clinton Freeman, a developer located in Cairns,
Australia, was recommended to me as someone with
the technical background to be able to pull this off.
Clinton had worked with both health care and librar-
ies in the past and had a great grounding in the sort of
privacy issues that arise from using cameras in public
and how libraries, librarians, and patrons might react
to them. Clinton understood from the beginning the
sort of issues we needed to avoid and quickly became
the primary developer of the project.

Measure the Future gathered information from
two initial partners in the design stage of the project,
the State University of New York at Potsdam library,
directed by Jenica Rogers, and the Meridian Public
Library in Idaho, directed by Gretchen Caserotti. Both
were involved in early discussions that set the path
for the project development and initial goals. Among
other librarians who helped in the initial design
phases, particularly in some of the key early think-
ing, Andromeda Yelton was invaluable. She helped in
thinking hard about the privacy model we should fol-
low and in the development of the early UI and UX
models for the project.

Security

Several security principles arose from these early dis-
cussions. The first was that the alpha units would con-
centrate on gathering the information and acting as a
distribution point for the gathered statistics with no
central server architecture. The sensors wouldn’t yet
talk to a central server due to complexity and imple-
mentation difficulties in local libraries. Instead they
would act as individual “islands” of data gathering,
and libraries could query the individual sensors to
see a current heat map of the space or to download
the data for analysis. It was clear even in these early
stages that the end game for the project needed to be
a central visualization and data analysis server that
would gather multiple sensors in multiple branches
together in one interface. That complexity, however,
was well beyond the minimum viable product stage,
and we wanted to prove worth before we embarked on
that much more involved and difficult process.

The second principle was linked to the privacy
issues inherent in gathering data about patrons in a
library. We decided that a standing goal would be to
never gather any information that could be used to
personally identify individuals. This approach com-
plicates many aspects of the project, not the least of
which is that as a result of this decision, we are forced
into a corner with the way we interpret and can pres-
ent data about patrons in the space. If the system can’t
tell Person 1 from Person 2, it has no way of deter-
mining if Person 1 enters and exits the area being
measured. It simply says “oh look, another person,”
and counts Person 1 as another unique patron. This
means that “patron counts” using Measure the Future
are necessarily fuzzy, but the other options for deal-
ing with the issue all led to the potential for patron
identification, especially if multiple types of data for a
given time period existed. So we made the conscious
choice to make our data slightly less precise in ser-
vice of being extra cautious about patron privacy. I
think that’s the correct call to make, although it is an
incredibly common request from libraries I have spo-
ken with about the project.

The way I describe our approach to security is that
we are attempting to measure the space, not individ-
ual library users. We'’re dealing with aggregate move-
ment data and anonymous individuals with no visual
information stored for later analysis. We’re not even
saving the “blob size” information because that could
theoretically be used to de-anonymize someone in
specific circumstances. Instead, we store only the cen-
ter location of the identified blob, reducing the ability
to identify individuals. We store data in fifteen-min-
ute “buckets” of data as well, in order to prevent iden-
tification attacks that rely on precise timing of indi-
viduals in spaces. This doesn’t reduce the value of the
aggregate data, nor even of the movement data; it just
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across the room due to a window)
or false negatives (missing people
because the sensor is far away and
they appear too small).

A blob is identified as soon as it
enters the frame, and while it is in
the frame, every second another data
point is created that notes the loca-
tion of the blob in X,Y coordinates
that are mapped to the calibration
image. Each data point is also time-
stamped with a duration of time.
With the calibration image, coordi-
nates, and timestamps, each blob can

Figure 2.1
Early Measure the Future Interface

prevents precise identification of individual patrons.

Technically, we also ensure that the connections
between the sensor and the device used by librarians
to view and download data are secured via WEP2 and
strong passwords, as well as strong passwords at the
system level. It isn’t exaggerating to say that we spent
nearly as much time discussing and modeling our
security plan as we did designing the rest of the sys-
tem. Moreover, as we move into our more connected
Beta development round, we will maintain this focus
on security, even as we move to a more cloud-based
data visualization and aggregation service.

How Measure the Future Works

Measure the Future works by using a webcam as a sen-
sor for a computer vision system running on a micro-
computer. The webcam is placed in a position such
that it can have a vantage point to “watch” the space,
which normally means as vertical and overhead as we
can get. Most installations have been high and at an
angle, not truly overhead, although more is better than
less for the camera to be able to capture accurate data.
The system is calibrated by taking a single reference
image, preferably when the space is clear of people.
Once calibrated, the sensor is switched into Measure-
ment mode, where it is actively capturing data about
movement through the space (see Figure 2.1).

Once per second, the system checks the image
sensor in the camera and compares it to the calibra-
tion image. Areas that are different are analyzed for
size, and if it fits within the settings boundaries, then
the different area is identified as a computer vision
“blob.” Believe it or not, a blob is actually a techni-
cal term in computer vision work and designates a
contiguous area of pixels that the system should keep
track of, identify, or watch. The size of a blob is vari-
able and can be adjusted in the settings panel in order
to prevent either false positives (huge shadow moves

be tracked through the space in ques-
tion. You can see how patrons move
through the space, where they stop
and linger, where they congregate,
and where they never go. Over time, you can see what
areas in your space are popular and what areas aren’t
used by patrons. You can query the data to tell you
how many people stopped by the new book display
and how long on average they spent there.

In the current release, the default display for librar-
ians using the system is a cumulative heat map of the
space with controls for calibration and for downloading
the sensor data locally. The data is stored on the sensor
in a relational database, but the download link on the
interface provides easy-to-use JSON formatted files and
the calibration image in a zip file. This gives the library
all it would need to do whatever sort of data analysis it
would like, from advanced heatmaps (see Figure 2.2) to
patrons counts to specific location queries.

Sensor units can be installed in fixed locations,
for gathering data over time about a specific space,
or they can be moved in a more tactical process of
measuring specific locations or programs for limited
times. Measuring the usage of the library reading
room is a great use case, but so is gathering data on a
new book display to see how patrons are interacting
with it. As the system develops, I hope to see libraries
using it in ways that we never expected. That is, for
me, the measure of an interesting technology project.
As William Gibson famously wrote, “the street finds
its own uses” for technology.?

Alpha Testing

For our alpha testing of the system, the project had
the opportunity to be a part of the reopening of the
Rose Reading Room in the New York Public Library in
the fall of 2016. We really could have found no bigger
stage, nor larger room, in which to try the first instal-
lation of the sensors. Six of our alpha sensors based
on the Edison were installed in the fall of 2016 and
were left to run over the course of the fall and winter.
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is made, each sensor would check
the time the browser had and set the
time on the board accordingly.

This seemed like a good solution
to the issue, and in testing it seemed
to work beautifully. We could set up
a new sensor, start collecting data,
download the data, and the time-
stamps were all correct. When we
did the initial setup of the sensors
in NYPL, we calibrated and tested
the units and started -collecting
data, checked the data, and every-
thing looked great. NYPL staff col-

Figure 2.2
Detailed Heatmap of Measure the Future Data

The installation was a bit overkill for the rooms, in
that we could have covered the same space with fewer
sensors, but we were being careful and ensuring we’d
have some fallback if we found issues with hardware
or software—you can never be too careful with alpha
systems. Two sensors were placed in the Bill Blass cat-
alog room, and two each in Rose Reading Room North
and Rose Reading Room South (see Figure 2.3).

It was apparent quickly that there were issues
with the Edison platform. Initial testing had been
done in very limited traffic areas, and when the Edi-
son attempted to keep up with the traffic in one of the
busiest library rooms in the country, and during the
single busiest period, the sheer volume of computa-
tion needed swamped the microcomputer and caused
every type of computing issue possible. Over the
course of the first few months, we saw I/0 through-
put errors, disk errors, and in one case the processor
on one of the Edisons overheated. We worked our way
through many of the issues and began digging into the
data to try and do some more focused data analysis.
That’s when we found the most interesting bug of our
alpha testing.

Perhaps obviously, the data that we were gath-
ering depended on having accurate timestamps. The
Intel Edison, however, doesn’t have an onboard clock
for keeping time separately from being on a network.
This isn’t unusual among microcomputers these days;
the Raspberry Pi has the same limitation. But this
meant that we needed a way to set the time on the
sensors that didn’t rely on them having access to the
internet. Remember, these were never going to con-
nect to the wider internet once installed; they were
going to connect directly to a laptop or tablet that
the librarians were using to monitor and download
information. Our solution, which is the same used in
another open source project I run called LibraryBox,
is to scrape the time from the browser during the cali-
bration step. When the initial connection to a laptop

lected data over the next few days,

and again in checking the data for

dates (downloading and checking the

beginning of the file and then scroll-
ing to the end to compare timestamps), everything
looked great—until, of course, we started doing visu-
alizations. When we put the data into a visualization,
the timestamps didn’t make any sense at all, and so
we dug in to see what was going on.

What we discovered was one of the strangest bugs
that I've dealt with in my time building hardware like
this. The sensors had, it turns out, been turned off
at night with the lights in the room—they were on
the same circuit, and when the master for the room
was turned off, so were the sensors. They then came
back on when the lights were turned on in the morn-
ing and began recording data again. But because they
had been power-cycled, they no longer knew the cor-
rect time and so timestamped beginning with Linux
start time (January 1, 1970)—until, of course, some-
one connected to the sensor, at which point the system
took the browser time and began applying it, so that
if you looked at the last several hundred data points,
they would be timestamped correctly. This was a data
bug that existed only when you weren’t looking.

It became apparent that part of our troubleshoot-
ing of all of our alpha issues would have to be a care-
ful analysis of the platform we had chosen. The Edi-
son had fallen down on the processing side of things,
and even with refined computer vision techniques,
it was likely that we would run into other hardware
issues. Meanwhile the Raspberry Pi foundation had
announced the Model 3 version of its hardware in
early 2016, and by fall they were finally becoming
available for purchase. The Raspberry Pi Model 3
dealt with a lot of the issues that had caused us to
decide against it early in our development, primar-
ily by putting Wi-Fi onboard rather than relying on
external adapters. With more processing power, more
storage, and onboard Wi-Fi, the Raspberry Pi Model
3 seemed like the answer to our issues—except that
we’d have to start almost from scratch in porting code
from one platform to the other.
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Figure 2.3
Measure the Future sensors at NYPL

After evaluating options, it became obvious that
moving to the Raspberry Pi-based hardware configu-
ration was indeed the best option, and so began the
development of the Measure the Future Beta program.

Beta

Through the spring and summer of 2017, we focused
on moving everything to the new hardware while
ensuring that we solved the problems that were iden-
tified in the alpha testing. We solved the lack of a
clock for accurate timestamping by adding one physi-
cally to the Raspberry Pi. One of the advantages of the
platform is that it is so popular that it has a huge vari-
ety of additional components that can be added to the
base model. Adding a battery-powered real-time clock
gives us confirmed timestamps for all data collected,
with no concerns about power cycling or other service
interruptions. By late summer, we had tested our new
sensor units and confirmed that they were ready for
testing in the real world.

Enter our new beta partners, the libraries at the
University of Rochester in Rochester, New York; the
Carnegie Library in Pittsburgh, Pennsylvania; and the
Boston University Law Library. They will join NYPL,
Meridian, and SUNY Potsdam as testbeds for our beta
hardware, which is rolling out over the course of the
fall of 2017. In addition to the updated hardware, the
beta development will continue on the software side,
pushing toward the launch of the cloud-based visual-
ization and analysis tool. This new visualization tool
is needed for multiple reasons, most of which boil
down to user experience and system capabilities.

For libraries with multiple sensors, having all of
the data in a single place and interface is clearly a
better experience. In addition, we want to be able to
cross-reference sensor-to-sensor data and generally

have a more holistic look at building usage, rather
than individual room usage, as quickly as we can.
There are also visualizations and analysis of the data
that we simply can’t do on the sensor unit itself. The
Raspberry Pi is a big step up from the Edison, but it
doesn’t compare in processing power to a cloud-based
server where we can throw almost unlimited amounts
of processing power at a particular set of data. The
data we’re collecting grows pretty quickly, as you can
imagine. Every second we’re capturing the position
and timestamp for everyone in the room, all day long.
Over months and months, the only reasonable way to
handle that much data and deal with it all at once is to
put it onto a proper server and have much more pow-
erful processors deal with it.

With more power to throw at the data, especially
longitudinal data over months and eventually years,
we hope to be able to surface patterns of use that
would be invisible via other data collection methods.
Our beta partners will be the first to see the power of
that data, and over the next six months, we will be
developing the next stage for Measure the Future.

Conclusion

At the time of writing, Measure the Future has one
beta site live and is running on the latest iteration of
our sensor hardware, with two more location sched-
uled to go live in the next two weeks and another two
in the following month. By the end of 2017, we should
have our latest hardware in all six of our partner
libraries, all of them collecting data locally. Early in
2018, we will begin moving those that wish from local
data collection and visualization over to our cloud ser-
vice. It’s possible that not all beta sites will want to
share their data remotely in any way, which is totally
understandable. If they wish to implement a local
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instance of the Measure the Future cloud, they will be
able to do that because of our open source nature. I
believe, however, that our security model will be such
that most libraries will choose to share their data with
the project through our cloud portal.

At that point, the goal will be to look for patterns
of similarity and difference between libraries. Iden-
tifying patterns across libraries is something that I
believe could be incredibly useful, especially for space
planning for renovations and new library buildings.
Ultimately, our hope is that the data leads to libraries
being able to understand how their patrons want to
use their spaces, allows for iterative testing of spaces

to make them ever better for their local communities,
and gives libraries the information they need to tell
the stories needed to ensure their continued funding.

Notes

1. John Bracken, “Knights News Challenge: Libraries
Closes Sept. 30,” September 10, 2014, Knight Founda-
tion, https://www.knightfoundation.org/articles/bra
cken-knight-news-challenge-libraries-offers-25-mil
lion-innovative-ideas.

2. William Gibson, Burning Chrome (New York: Ace
Books, 1982).
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Chapter 3

Raspberry Pi and Arduino

Prototype

Measuring and Displaying Noise Levels to
Enhance User Experience in an Academic

Library

Janice Yu Chen Kung®

ies are an ongoing concern for patrons and

library administration. Noise disruptions come
from numerous sources including people, cell phones,
sounds from eating, and audio players. Noise stud-
ies from Nigerian universities found that some of the
major sources of noise were environmental factors
such as automobiles, airplanes, and equipment (photo-
copiers, scanners, outdoor lawn mowers, air condition-
ers, and ceiling fans).! Based on the 2013 LibQUAL+
survey, noise and the ensuing lack of quiet study space
continue to be challenges faced by Concordia Univer-
sity Libraries.?2 When I worked as a business reference
librarian in Concordia University’s Webster Library in
collaboration with the web services librarian, we felt
that the noise issue was an interesting problem to solve.

P roblems associated with noise in academic librar-

Noise Studies in Academic Libraries

Noise is a prevalent problem in academic libraries,
and it is one of the major complaints from students.

There have been a number of studies that collected
subjective and objective data to measure noise lev-
els.® It was important to capture both forms of data
because objective noise data, collected through
sound-monitoring devices, may not necessarily
reflect how patrons perceive the noise level.* Loud-
ness is subjective; what may be noisy to one person
is acceptable to another.® Examples of collecting
subjective data include the administration of ques-
tionnaires or surveys. Objectively, sound and noise
are measured with a metric called the decibel. The
decibel scale reads the sound pressure and translates
the range of sound to a logarithmic scale.® The range
varies from 0 to 140 decibels (dB), where 0 dB is the
threshold of hearing, normal speech registers at 60
dB, and 120 dB is the noise level near a jet aircraft
engine.” Luyben and colleagues found subjective data
to be the better measurement of the two because
information collected from patrons “reflected only
noise that was perceived as annoying” and the elec-
tromechanical system was not discriminatory in the
type of sounds generated, including dropped books,

* Janice Yu Chen Kung is a Public Services Librarian in the John W. Scott Health Sciences Library at the University of Alberta. At
the time of the project, she was the Reference and Subject Librarian (Business) at Concordia University, Montreal.
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jacket zippers, chairs bumped into tables, and other
random sounds.®

Academic libraries explored numerous interven-
tions to reduce noise. Noise-level zoning was one
of the common strategies, including furniture rear-
rangement on different floors of the library. In one
study, researchers removed tables and upholstered
chairs from the central area and relocated them to
other areas of the floor, but they found that the real-
location produced no measurable reductions in noise.’
Crumpton discussed the benefits of reducing clusters
of furniture and carefully selecting furniture such
as carrels and cubicle-like walls to minimize group
socialization.!® The separation of printer and copier
rooms and group study rooms from the quiet study
areas focused on space allocation in containing noise
levels to specific areas in the library.!!

Other intervention strategies have also been
explored, including staff monitoring by students,
library staff, guards, or campus security.!> Hronek
conducted a study to determine if reducing light lev-
els would minimize the amount of noise made by
patrons when they entered the library but concluded
that reducing light levels had no significant impact
on noise levels.’® Libraries enforced policies and pro-
cedures in creative ways. One method of communi-
cation involved the staff handing out cards (slips or
bookmarks).!* For instance, one message read, “Don’t
be Cellfish! Please set your cell phone to vibrate.”®> A
number of libraries used signage, posted policies on
their websites, created handouts, or used a combina-
tion of these interventions to inform patrons of their
policies.!® The key was to maintain consistent messag-
ing for the policies to have credibility.

McGill University developed a creative noise inter-
vention project with NoiseSign, an electronic moni-
toring device that measured the current noise level
of particular areas in the library.”” The researchers
established an acceptable noise threshold, and when
the noise threshold was reached, the LED sign would
light up. They hypothesized that the sign would pro-
vide real-time feedback to inform students that they
were being too loud, which would facilitate self-mon-
itoring among the students. However, their findings
showed that the intervention did not significantly
change the amount of noise generated.

The common theme across all studies demon-
strates that interventions tend to not produce measur-
able results in reducing noise. Students also responded
negatively to the interventions. Some found it more
difficult to complete their work, and some students
were upset with the change and felt that library staff
were encroaching upon their personal study areas.'®
Rather than implementing an intervention to mini-
mize noise, we wanted to implement a solution that
would inform users about the particular noise levels
of different areas in the library, provide real-time and

objective, quantitative feedback on noise, and allow
patrons to choose which environment they prefer.

Method

Our goal is to have decibel measurement data visual-
ized on screens to enable visitors to see the noise levels
in each area of the library. This display would allow
visitors to choose the area with the right amount of
noise for their purposes (e.g., two students working
quietly together would go to a semi-silent area; one
student going to read a book would want to pick the
quietest area in the library). In addition, decibel levels
taken at regular intervals would be sent to a database,
which could be queried in order to make informed
and targeted interventions.

To implement this project, we first worked on a
proof-of-concept prototype that would use sensors to
measure decibel levels and quantify what is “silent”
versus what is “quiet.” The parts used to build the
prototype included Arduino and Raspberry Pi com-
ponents, a microphone sensor on the Arduino, and a
computer monitor.

Implementing the Prototype
Step 1

Due to our limited knowledge of Arduinos and Rasp-
berry Pis, we needed to have a better understanding
of how they work. Reading and working through the
exercises from the books Getting Started with Arduino
and Getting Started with Raspberry Pi helped guide the
project.t®

Step 2

In Getting Started with Arduino, there is a sample exer-
cise that teaches you how to add a light sensor to the
Arduino, which is a microcontroller (small computer)
dedicated to one specific purpose. We tested this out
and after successful implementation of the light sen-
sor exercise, we changed the sensor to a microphone
to measure noise levels. In order to communicate the
decibel measurement readings from the microphone,
the sensor was connected to the Arduino on a circuit.
The Arduino continually measured the decibel levels
in an area by running one program on a continuous
loop as long as it remained on. Using the Arduino was
ideal since there was no need to build circuits from
basic components, it is very affordable, and it is open
source. Arduinos also come with an IDE (Integrated
Development Environment) software, the suite of soft-
ware that is needed with which to code the program.
For example, the following code was used for the
Arduino programming:
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int DIG = 8;
int ANA = AOQ;
int sound = 0;
int start 0;
int DELAY = 1000;

voidsetup()\{
Serial.begin(9600);
start = millis();

}

void loop()\{

// put your main code here, to run
repeatedly:

sound = analogRead(ANA);

Serial.println(sound);

delay(DELAY);

}

As shown in the code above, variables must be
declared first by defining some settings. There are
always two parts in the programming. The setup
defines the serial port and starts the clock. This is exe-
cuted only once when the device is powered on. The
loop retrieves the reading from the AO connection and
sends the information over the serial port, then waits
one second and repeats, ad infinitum.

Step 3

The Arduino was then connected on a port to a Rasp-
berry Pi computer, which listened to the Arduino, read
the sensor data (i.e., volume from the microphone),
added a timestamp, and output a data file, all using
the Python programming language.

Step 4

Python communicates information to the world by
using a web framework. We used Flask, a type of
Python web framework, to turn the Raspberry Pi into
a basic web server that sent the sensor value and time-
stamp to a webpage. The data file was in JSON format
(though it could be XML, too), which enables several
output functions, including the generation of real-
time displays on screens or kiosks in the library and
the website (via HTML5, jQuery, and Google Charts),
and writes to text files to produce reports. Figure 3.1
outlines the schematic of the prototype.

Challenges and Lessons Learned

During the initial stages of the project, there were
challenges in learning how to use command line,
understanding networking and IPs, learning Python,
and implementing technology-based changes in an

academic institution. Discussions were needed with
the university’s library administration to allow our
prototype project to move forward.

Calibrating the microphone was a challenge. The
readings from the sensor were not in decibels, and
it required many modifications to find the right cali-
bration so that the sensor reading corresponded accu-
rately with the decibel measurement.

Locating the proper sensor was key to the proj-
ect. We wanted to obtain a reading that we could reli-
ably translate into a decibel reading. The microphone
needed to measure sound in the pitch range we were
interested in and give feedback on the amplitude of
the noise in the room. We started this project with a
small sensor meant for Arduinos, but it wasn’t sensi-
tive enough to obtain reliable readings.

We have created the prototype and are still in the
testing phase of this project. In order to continue the
testing phase, several challenges need to be addressed.
Finding the right microphone sensor is critical, and
this could be accomplished in one of two ways: using
a more sensitive microphone sensor that is compati-
ble with the Arduino or incorporating a programma-
ble gain amplifier into the prototype. A programmable
gain amplifier allows the device to measure small volt-
ages with increased resolution, which could increase
the strength of the signal and make the microphone
more sensitive in picking up noise levels. The internet
connectivity will be attached to the Raspberry Pi com-
ponent by using a USB wireless stick, but it is uncertain
how the device will be able to connect to the univer-
sity’s network. Networking issues in academic environ-
ments are generally caused by the security measures in
place (i.e., being locked down), and as a result, working
closely with colleagues from the IT department may
alleviate some of the internet connectivity challenges.

Since the prototype will be situated in a public
environment, tamper-proofing the device is necessary.
One potential solution is to place the pieces in the ceil-
ing boards so that they are hidden and out of the way.
The placement of the prototype will also require some
preliminary testing to determine whether or not the
proximity of the microphone sensor and users who are
generating noise is acceptable. If the distance is too
far for the microphone to detect noise, the accuracy of
the decibel reading would be at risk. Collecting data
points and displaying the information on the web will
also require thoughtful planning and execution.

Next Steps and Future Opportunities

Since the prototype has not been tested in a library
setting yet (the prototype has only been tested in the
private residence of a home), there are a number of
locations in the library environment that still need
to be tested such as group study rooms, large study
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Figure 3.1
Schematic of the prototype

halls, computer labs, or collaborative spaces (e.g.
makerspaces). The unpredictability of noise levels
in such library spaces make them ideal sites to mea-
sure noise due to the variability in decibel readings
likely to be captured at different times of the day. As
in many noise intervention studies that have been
done in the past, qualitative data may be helpful as
a basis for comparison with quantitative data. There-
fore, it would also be helpful to gather feedback from
library patrons through surveys and questionnaires
to determine what they perceive as the current noise
levels. Having noise levels projected onto library dis-
play monitors and the library website will also require
some assessment. For example, have patrons noticed
the information being displayed, and what do they
feel about the real-time information about noise lev-
els? Could the information help inform their decisions
on where to go in the library?

While the sensor created in this project was a pro-
totype, it offers many possibilities for noise manage-
ment in the future. This project provides a way of
experimenting with “makerspace” tools such as the
Raspberry Pi and Arduino to solve real-world prob-
lems for libraries. Other opportunities exist with this
type of technology such as the adaptation of temper-
ature sensors, integrating user interactivity where
they may provide ratings to the real-time readings,
and incorporating Raspberry Pi and Arduino with
noise-cancelling technologies. Results and conclu-
sions drawn from the pilot project will help inform

library policies on space planning, library services,
and enhancing the user experience.
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Chapter 4

Building Intelligent

Infrastructures

Steps toward Designing loT-Enabled Library

Facilities

Jonathan Bradley, Patrick Tomlin, and Brian Mathews®

“Only connect.”

—E. M. Forester, 1910

ilently conversing objects surround us. From

smartphones to Fitbits, invisible streams of data

are coursing through and between the devices we
hold in our hands or wear on our bodies. Our refriger-
ators, sensing their contents, churn out shopping lists
or place orders on the web to replenish their stock;
coffeemakers and lightbulbs now connect to Bluetooth
and Wi-Fi networks. On a broader scale, the connec-
tivity enabled by the Internet of Things (IoT) has been
used to build “smart cities” with improved urban
infrastructures and energy-efficient buildings. Sen-
sors, beacons, accelerometers, and actuators: these
and other components are the building blocks by
which we increasingly digitize, organize, and person-
alize the physical world. As Jacob Morgan wrote for
Forbes in 2014, “The new rule for the future is going
to be, ‘Anything that can be connected, will be con-
nected.””? The future is here.

Consider what IoT technology means for libraries.
The traditional view of libraries as islands of automa-
tion, specialized expertise, and control over access to
content holds less weight in a hyperconnected world.
Yet libraries remain spaces immersed in data and data
collection, a fact that IoT technology has the capability
to harness in new ways. Imagine a library dashboard
that not only tracks gate counts and usage of physical
and digital collections, but also monitors the “health”
and “fitness” of the building, from the cleanliness of
bathrooms to the movement of furniture in areas of
the library most heavily used for study or collabo-
ration. Or imagine walking into a library commons
and receiving recommendations on your phone about
locations to sit based on the similarity of the research
others are conducting nearby. Imagine a whiteboard
that is able to push scholarly article recommendations
based on the words, phrases, or diagrams written on

* Jonathan Bradley is the Innovative Technologies Coordinator for Learning Environments at University Libraries, Virginia Tech,
where he evaluates and implements new technologies into library services. Projects that he has been a part of include building
spaces for 3-D printing, virtual/augmented reality, and data visualization in the library. He is currently producing the hardware
and software for the Smart Commons project, which gathers data about how patrons use library spaces by utilizing IoT technolo-
gies. Patrick Tomlin is the Director of Learning Environments at University Libraries, Virginia Tech. Brian Mathews is Associate
Dean for Learning at University Libraries, Virginia Tech. He has previously serviced as an assistant university librarian at UC Santa
Barbara. Brian frequently presents and writes on topics related to innovative technologies and organizational culture.
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its surface. Enabling these connections—connections
between people, and between people and devices—
through IoT technology can empower librarians to
make strategic decisions about library spaces and ser-
vices and provide library users with a unique, person-
alized experience.

The migration to an IoT-enhanced library is a
journey of multiple steps, of course. Some of these
steps are infrastructural in nature, while others will
require focusing on service design and the creation
and delivery of a fluid user experience. Still oth-
ers will entail the development of a system of soft-
ware and algorithms to collect and aggregate library
data in order to analyze it across space and time.
This chapter provides a brief overview of our initial
steps taken in such a direction. Over the past year,
we applied IoT technology to the Newman Library
at Virginia Tech in an attempt to better understand
our users’ interactions with its spaces. By tracking
the movement of furniture in the library commons,
we hoped to illuminate patterns of student work,
examine the density of particular work areas, and
ultimately create more effectively designed learning
spaces and user experiences. Using accelerometers,
motion detectors, force sensors, and Bluetooth bea-
cons, we created a system for monitoring where and
when furniture and equipment were moved, what
study rooms were occupied, and how students inter-
acted with them.

The project outlined here represents the first, pre-
liminary steps in a much larger endeavor. Neverthe-
less, we believe it poses important questions for the
study of library spaces and services at the outset.
What metrics should frame the implementation of IoT
devices? How do we get not only more data, but better
data from the library itself? Can we effectively moni-
tor the health of a building in terms of its physical
condition? Is it possible to measure and articulate the
fitness of our spaces in relation to the activities trans-
piring therein—that is, can IoT technology provide us
with a more robust picture of the difference between
the intentions for our spaces and how they are (or are
not) actually used by library patrons? In short, can IoT
technologies help us to better understand the nature
of the interactions occurring in libraries and ulti-
mately empower us to enhance the user experience in
previously unknown ways?

We entered this experiment with an exploratory
mind-set. Our purpose was both practical (What
are the range of sensors available and how could we
deploy them effectively?) and perspective-building
(What types of data could we collect and what could it
reveal about patterns in our learning environment?).
Through this project we uncovered three overarch-
ing design challenges: battery life, programming lan-
guage, and security. This section outlines the prob-
lems and offers some lessons learned.

Design Challenge 1: Battery Life

The most prominent design challenge while building
the prototype for the Smart Commons module was
battery life. According to the goals of the project, we
wished to deploy numerous modules to chairs around
our learning commons, meaning that maintenance
would inevitably be a time-consuming job, and the
battery life of modules could exponentially increase
that maintenance time.

The original prototype had a battery life of just
under one week, meaning ten modules would have
to be located on the floor, removed from the chairs,
opened, disassembled, charged, reassembled, and
redeployed once again every week. Since the goal of
the project was to eventually scale up and add more
modules not only to our commons but to other branch
libraries on campus as well, this model would not
result in success. We determined that for it to be sus-
tainable, battery life for a module would need to be
closer to three months.

Lessons Learned

Anyone undertaking an IoT project in an academic
setting needs to devote a great deal of thought to the
hardware platform they will use. Boards like the Rasp-
berry Pi, CHIP, and others in the family utilizing ARM
processors seem like a good choice. They have huge
communities of support, are easy to develop on, are
cheap with lots of desirable features (built-in Wi-Fi,
Bluetooth, etc.), can use multiple different program-
ming languages, and are generally easy to obtain and
get code running on. But they are poor choices for IoT
projects because of the battery life of the device. As
full computers, these boards draw power of a mag-
nitude far greater than most embedded intelligent
devices and simply aren’t sustainable for a project that
will not have wired power or need to be online for
more than a few hours at a time.

At the same time, even when deciding to use a
common IoT chip like an ESP8266, the type of board
used merits examination. Development boards, like
those in Adafruit’s Feather series, are great for get-
ting your project functional, but they may not be the
best for the actual deployment. Many of these boards
include features like onboard LEDs and USB serial
bridges that help with development but that can hurt
battery performance. Many onboard LEDs can be dif-
ficult to completely disable, and LEDs are a huge bat-
tery drain, even if running only while the chip boots
from sleep. Other features can draw latent power even
when not actively used.

For the second version of the Smart Commons
module, we have switched from using a CHIP board
to an ESP32 chip. Development is happening on an
Adafruit Feather board, with the goal of having a
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custom PCB cut for the project that contains only the
minimum features needed to stretch battery life out
as far as possible.

Design Challenge 2:
Programming Language

Developing for IoT offers a plethora of programming
language choices, and the decision about what to use
for an academic project is not always clear-cut. For
the Smart Commons project, we went initially with
JavaScript since it is far easier to find a programmer
in the library for JavaScript than for a language like
C or even Python. The hope was that using JavaScript
would make the project more accessible to interested
developers at other institutions. JavaScript also offers
in Node.js packages an abundance of tools for IoT
development, and the Smart Commons project relied
heavily on the Johnny-Five robotics and Bleacon pack-
ages for interfacing with sensors and hardware.

However, Node.js requires a full computer to run,
which was fine for the ARM boards like Raspberry Pi
and CHIP but does not translate to the small embed-
ded chips like the ESP32. Programs using these lower-
power chips are often coded in C or C++, which is a
more difficult language to learn and offers more bar-
riers to entry for an academic IoT project, in that the
library has to have a C/C++ programmer to work
on the project, which might not be a resource it has
access to.

There are alternatives to using C/C++ on these
IoT chips. By installing a different firmware, develop-
ers can enable a different language for development.
Both the MongooseOS and Espruino firmwares sup-
port coding on IoT chips in JavaScript, and Micro-
python allows for Python coding on IoT platforms.
However, these firmwares are just wrappers around
the lower-level languages like C/C++, meaning that
they are by their nature reactive to the underlying
SDKs they are abstracting. This means that cutting-
edge features often take a long time to gain support
in these firmwares because they have to wait for the
underlying SDK to code and stabilize a new feature,
then the firmware’s dev team (who are usually volun-
teers) have to code and test all of the wrappers before
implementing.

Lessons Learned

The choice of programming language is a give and
take in most situations, and the future of our Smart
Commons project has been guided by this situation.
The project has shifted from using JavaScript in the
prototype module to using C++ as part of the Ardu-
ino IDE for the ESP32 that is at the core of version 2.0
of the project. This decision is the result of our need

for cutting-edge features, namely BLE support for our
chip. As of the writing of this paper, the only environ-
ment to have stable support for the BLE features of the
ESP32 is the Espressif Systems (manufacturer of the
ESP series of chips) SDK. However, since one of the
goals is to make the code and the project as a whole
as accessible as possible to other academic institutes,
we will be monitoring other firmwares. We will likely
be migrating the codebase to JavaScript or Python
(or both) as the features we require become stable in
those environments since JavaScript programmers are
common and Python is currently the fastest growing
programming language and easier to learn than C+ +.
For other groups pursuing similar IoT projects, we
suggest using the most accessible language for your
project that your technology needs allow. If you don’t
require cutting-edge features, Espruino or Micropy-
thon would likely easily meet your needs. However,
if you do not plan to use open source and share your
code with other groups and the project is intended for
internal purposes only, then the choice boils down to
the preferences of your internal development team.

Design Challenge 3: Security

IoT devices have received a great deal of attention
recently because of security issues, which underscores
the importance of taking extra steps to secure projects
before they end up as part of a botnet that damages
the health of the internet as a whole. For the Smart
Commons project, we were warned by our central IT
service that our campus has a large number of hack-
ers attempting to gain access to the university’s secure
systems. Our IoT devices can’t provide them that kind
of access, but that doesn’t mean that they can’t be
used as part of an attack or compromised to serve
some other nefarious purpose. This meant we would
need to make sure we took the security seriously from
the outset.

In addition to software and networking security,
physical hardware security was also a concern, mer-
iting forethought to accomplish the project in a way
that doesn’t leave an IoT project completely open to
attack. Our modules are in public places within the
reach of patrons, meaning issues like theft and direct
tampering also had to be considered when designing
the modules. These are challenges that can be over-
come, but it is our responsibility, as the stewards of
data collected from our students and patrons, that we
not be reactionary to attacks but instead proactive to
mitigate as many risks ahead of time as possible.

Lessons Learned

In addition to the standard security practices, like
changing all of the default login passwords to long,
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random strings, locking down unused ports, and
securing API endpoints, there are a number of other
practices that we put into place with the Smart Com-
mons to head off attackers. First, we ensured that our
data reporting used encryption for security. SSL certs
are now free and easy to obtain, so there is no real
excuse for transmitting data over insecure connec-
tions. It takes more work in the code, but it should be
the default for an IoT project, even if you don’t think
the data you’ll be transmitting is sensitive.

Second, we made the decision to have our mod-
ule not act as a webserver. We knew that in addition
to reporting data, the module would need to receive
some information as well, mostly about alarm states
and internal matters. Originally, the plan was to have
each device act as a webserver and listen to informa-
tion only for specific sources. However, webservers
are targets for hackers and sources can be spoofed,
so if at all possible, avoid having your device act as a
server. We realized that with the data we needed to
receive, we could just have the device check a state
against our known data source during other opera-
tions instead of always listening and responding to
incoming HTTP requests. While some IoT projects will
inevitably require the device to act as a webserver, as
you begin the project, you should consider whether or
not your device could receive the needed information
in some other way, like polling a trusted source peri-
odically or grabbing the data during other operations.

In addition to software concerns, it is also impor-
tant to think about physical access to the modules. It
became clear to us during our design process that it
would be easy for a patron to simply steal one of our
modules from underneath a chair without some sort of
physical security or to attempt to hack the device via
physical connection to one of the ports on the chip. To
mitigate these problems, we worked an alarm system
into the design with button triggers that would set it
off. We also designed a custom 3-D printed case for
the module that would trigger the alarm if opened or
if removed from the chair and would restrict access to
things like ports and pins. With a bit of clever think-
ing, it is also possible to hide the screws that remove
the case from the chair behind the case itself, making
it so that one would have to open the case, thus setting
off the alarm already, just to get access to the means
for removing it from the chair completely. The alarm
sounds only a rather quiet buzzer, just enough to let
patrons know that they have done something wrong
without disrupting an entire floor of students study-
ing. More importantly, the alarm system also sends
an email to the team informing them of the tamper-
ing and providing the device’s last known location
(gathered thanks to the BLE Beacon location monitor-
ing). Additionally, it is advisable to purchase a board
with encryptable flash space so that if someone does
manage to run off with a device, that person will be

unable to get access to the code and the API access or
other sensitive information contained therein.

Metrics and Sensors

Due to the inexpensive nature of sensors and the wide
variety already available for purchase, the metrics
that can be gathered with IoT devices are nearly end-
less. The first prototype of the Smart Commons mod-
ule tracked location-based data via Bluetooth, move-
ment data through an accelerometer, and force data
through a force-sensitive resistor. For the second itera-
tion, the accelerometer was dropped from the design
because the data gathered was deemed less useful
than the location-based data being returned via the
Bluetooth interface, and removing it increased battery
life while reducing both cost and size. The second iter-
ation of the Smart Commons was focused on refining
the architecture, the battery life, and the size of the
module, so no new sensors were added. As this module
matures, the third iteration will add new functionality
that we have identified as being desirable for assess-
ing the health and fitness of the building.

Other sensors and metrics we intend to imple-
ment in the future include water leak detectors and
sensors that can register humidity, temperature, air
particulates, and barometric pressure. Each of these
will assist in delivering information about the health
of the building. From inoperable air conditioners to
burst pipes, time-sensitive facilities information can
be relayed to a dashboard immediately; adding addi-
tional sensors to the existing deployment of Smart
Commons modules around the building is cheap and
easy with tangible benefits for user experience and
service design.

Additionally, we have been planning compan-
ion modules for the main Smart Commons module
that can provide additional data to augment what is
already gathered. These companion modules will uti-
lize door open/close sensors, PIR (passive infrared)
sensors, Velostat pressure-sensitive sheets, and ther-
mal cameras to better track the fitness of the building.
With these sensors we can better understand through
anonymous data where students are at in the spaces,
whether they are working together or separately, and
the frequency with which they migrate to other places
in the building for different task-based learning. The
eventual goal would also be that these sensors could
provide information on how students are using our
services: Are they coming to the building to specifi-
cally use a service like one of the library’s technology-
oriented studios and staying to study, or do they use
these services because they are already in the build-
ing doing other things?

These companion modules will likely require a dif-
ferent board architecture and power scheme than the
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main Smart Commons modules, but they will report
back to the same data-gathering and dashboarding
system, allowing them to augment the snapshots we
get of the building’s health and fitness. And with the
low cost of these sensors, it is easy and cost-effective
to add new ones as a new need for data gathering
becomes clear. Most of these basic sensors are avail-
able for less than five dollars, and even most break-
out boards carrying more complex sensors and inter-
facing can be had for less than fifteen dollars. By far
the most expensive portion of the current Smart Com-
mons project is the thermal camera purchased as a
test prototype for tracking patrons in a space, at just
over $200. A normal camera (costing around twenty-
five dollars) could have been used for this, but a ther-
mal camera was purchased to meet Virginia Tech’s IT
privacy guidelines for cameras in public spaces, which
dictate that we should avoid having student faces cap-
tured on network-connected cameras.

IoT is still a rather fledgling technology despite the
fact that many of these sensors have existed in some
form or another for decades. As demand for them
increases, the cost of sensors will continue to drop,
and new sensors will be developed to meet emerging
needs. This means the potential for data collection is
huge; the question for librarians becomes less about
what information could be gathered and more about
the creation of purposeful, well-defined metrics and
assessment strategies.

Conclusion

From checkout statistics to website analytics, libraries
have long invested in data collection as a means of
creating, measuring, and improving services. As more
libraries have focused on assessing user experience

and gauging the impact of their spaces, greater promi-
nence has been given to user studies employing eth-
nographic strategies such as observations and inter-
views. What these approaches lack, however, are both
the real-time results offered by IoT technology and the
broader picture of the library it provides.

Library buildings are evolving. Now they can do
much more than provide passive spaces for people to
learn and work. It is when sensor-based applications
and objects are aggregated to form a choreograph-
able system that they have the potential to transform
the library. True smart buildings are more than the
sum of their IoT technologies—they utilize an intel-
ligent infrastructure driven by an integrated network
of systems and analytics. Similarly, building an intel-
ligent infrastructure for libraries requires seeing them
holistically, less like a container and more like a living
organism in a state of constant flux and flow.

The University Libraries at Virginia Tech have
started on this path. Each iteration brings us closer
to realizing the potential of these sensor technolo-
gies. Since the IoT is still in an early stage, we are
using each step to determine feasibility and the range
of possibilities. Our goal is not only to better under-
stand the health and fitness of our facilities and to
ultimately improve services for our community, but
we also aim to inspire other libraries to explore IoT
and connect their buildings with ours.

Note

1. Jacob Morgan, “A Simple Explanation of ‘The Internet
of Things,” Leadership/#NewTech, Forbes website,
May 13, 2014, https://www.forbes.com/sites/jacob
morgan/2014/05/13/simple-explanation-internet
-things-that-anyone-can-understand/#30029f7d1d09.
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Chapter 5

Future Directions

Jason Griffey

technology, but two observational laws that con-
tinue to have predictive power are Moore’s Law
and Koomey’s Law.! Moore’s Law was coined by Gordon
Moore, founder of Intel, after he observed that roughly
every eighteen months the number of transistors on a
silicon chip doubled, while at the same time the price
for said chip was cut in half. This has the effect of dou-
bling the computing ability and halving the price for
computing power every year and a half. This means
that computing power is one of the very few commer-
cial resources that continually gets both better and less
expensive over time. The companion law, Koomey’s
Law, operates on the same time frame, but instead of
computing ability, it describes the amount of electric-
ity needed to drive the chip in question. According to
Koomey, every eighteen months the amount of energy
needed to do a specific amount of computing is halved.
Humans are bad at understanding the difference
in effect between linear and exponential change. To
give just one fairly simple example, suppose we imag-
ine as our baseline for computing a modern cellphone,
say the iPhone 8. To buy an iPhone 8 costs $699. If
we then apply Moore’s Law to the phone as a whole
(ignoring manufacturing costs—this is a very simple
thought exercise, not a full accounting of the costs of
production), we can extrapolate what the same amount
of computing ability would cost in five, ten, or twenty
years. To buy the same amount of computing power,
complete with camera, wireless connectivity, and the
like in five years will cost roughly ninety-two dollars;
in ten years, twelve dollars; and in twenty years, only
twenty-one cents. Yes, that’s not a typo, that’s twenty-
one cents. And, of course, five years from that we’re
talking about fractional cents.

There are many unknowns in the near future of

Why do we care about this change? Because the
end game of the Internet of Things is that computing
power and connectivity are so cheap that they are lit-
erally in every object manufactured. Literally every-
thing will have the ability to be “smart”—every chair,
every table, every book, every pencil, every piece of
clothing, every disposable coffee cup. Eventually the
expectation will be that objects in the world know
where they are and are trackable or addressable in
some way. The way we interact with objects will likely
change as a result, and our understanding of things in
our spaces will become far more nuanced and detailed
than now.

For example, once the marginal cost of sensors
drops below the average cost for human-powered shelf
reading, it becomes an easy decision to sprinkle magic
connectivity sensors over our books, making each of
them a sensor and an agent of data collecting. Imag-
ine, at any time, being able to query your entire col-
lection for misshelved objects. Each book will be able
to communicate with each book around it, with the
Wi-Fi base stations in the building, with the shelves,
and be able to know when it is out of place. Even more
radical, maybe the entire concept of place falls away,
because the book (or other object) will be able to tell
the patron where it is, no matter where it happens to
be shelved in the building. Ask for a book, and it will
be able to not only tell you where it is, but it can also
mesh with all the other books to lead you to it. No
more “lost books” for patrons, since they will be able
to look on a map and see where the book is in their
house and have it reveal itself via an augmented real-
ity overlay for their phone.

The world of data that will be available to us in
ten to twenty years will be as large as we wish it to
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be. In fact, it may be too large for us to directly make
sense of it all. My guess is that we will need to use
machine learning systems to sort through the enor-
mous mounds of data and help us understand the
patterns and links between different points of data.
The advantage is that if we can sort and analyze it
appropriately, the data will be able to answer many,
many questions about our spaces that we’ve not even
dreamed of yet, hopefully allowing us to design bet-
ter, more effective, and more useful spaces for our
patrons.

At the same time, we need to be wary of falling
into measurements becoming targets. I opened this
report with a concept credited to economist Charles
Goodhart, phrased by Mary Strathern, “When a mea-
sure becomes a target, it ceases to be a good mea-
sure.”? We can see this over and over, not just in
libraries, but in any organization. An organization
will optimize around the measures that it is rewarded
by, often causing negative effects in other areas. This
is captured in the idea of perverse incentives, where
an organization rewards the achievement of an assess-
ment, only to realize that the achievement under-
mines the original goal. The classic example of this is
known colloquially as the “Cobra effect,” named after
the probably apocryphal story of the British coloniz-
ers in India rewarding citizens for bringing in dead
cobras in an attempt to control their deadly numbers
in cities. Of course, the clever people of India were
then incentivized to breed cobras in secret in order to
maximize their profits.?

Libraries should be wary of the data they gather,
especially as we move into the next decade or two
of technological development. The combination of
data being toxic to the privacy of our patrons and the
risks of perverse incentives affecting decisions despite
being warned by Goodhart about measures becoming
targets is enough for me to caution libraries that wish
to implement a data-heavy decision-making or plan-
ning process. I believe strongly in the power of data
analysis to build a better future for libraries and our
patrons. But if used poorly or unthoughtfully, the data
we choose to collect could be our own set of cobras.

Conclusion

There is enormous potential for smart buildings to
improve how libraries are viewed by their commu-
nities. There is also a huge threat presented by the
addition of sensors to library spaces, in the form of
destroying any semblance of privacy of the reading
experience. This threat becomes larger the more that
libraries outsource the collection of this environmen-
tal and usage data to outside vendors, especially those

that trade in data outside of the library ecosystem.
Libraries that start moving into this world need to
be extremely careful to understand who controls the
data about their spaces and where said data is going.

The risks for data collection aren’t always obvious.
One example that illustrates the challenge in threat
modeling for the Internet of Things is from the Mea-
sure the Future project. By itself, the data that is col-
lected by Measure the Future is innocuous and can’t
be tied to any particular patron. But if you have data
about the movement of people in a space, and that
space has only one person in it, then correlating that
with another data source could serve to reveal the
identity of the person browsing. If law enforcement
shows up with a subpoena for all of the data that your
library has for a particular period of time, then it is
far better to not have the data for your patrons’ brows-
ing habits than it is to risk revealing their browsing
behaviors. In this particular threat model, Measure
the Future solves the problem by not actually record-
ing the data in question if fewer than three people are
in the frame, instead buffering the data and collapsing
it into the next data bucket.

Like many technologies, the risk versus reward
for smart spaces may take some time to settle out. I
believe that it will settle into positive outcomes for
those who choose to carefully integrate data collec-
tion into their physical surroundings, but it’s equally
clear that this must be done with care and thought
about the risks to our patrons. It’s important to think
about these risks now, because as J. B. S. Haldane
quipped, “I have no doubt that in reality the future
will be vastly more surprising than anything I can
imagine. Now my own suspicion is that the Universe
is not only queerer than we suppose, but queerer than
we can suppose.”™ That is certainly going to be true for
technology over the next two decades.

Notes

1. Gordon E. Moore, “Cramming More Components
onto Integrated Circuits,” Electronics 38, no 8 (April
19, 1965); Jonathan Koomey, Stephen Berard, Marla
Sanchez, and Henry Wong, “Implications of Histori-
cal Trends in the Electrical Efficiency of Comput-
ing,” IEEE Annals of the History of Computing 33, no.
3 (March 29, 2010): 46-54, https://doi.org/10.1109
/MAHC.2010.28.

2. Marilyn Strathern, “Improving Ratings” Audit in the
British University System,” European Review 5, no. 3
(July 1997): 308.

3. “Cobra Effect,” Wikipedia, last update October 6,
2017, https://en.wikipedia.org/wiki/Cobra_effect.

4. J.B.S. Haldane, Possible Worlds: And Other Essays [1927]
(Chatto and Windus: London, 1932, reprint), 286.
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