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Chapter 6

RFID in Libraries
Deborah Caldwell-Stone

Abstract

The implementation of radio frequency identification 
(RFID) technologies by U.S. libraries is noteworthy for 
the controversy that resulted when organizations like 
the Electronic Frontier Foundation and the ACLU pro-
tested libraries’ adoption of RFID and argued that the 
privacy risks posed by RFID were so great that librar-
ies should avoid adopting RFID technology altogether. 
Nearly a decade later, RFID is an accepted technology 
in libraries, thanks in part to the profession’s adoption 
of best practices that minimize the technology’s poten-
tial to erode library users’ privacy.

The National Information Standards Organization 
(NISO) has since published a document, RFID in U.S. 
Libraries, that contains recommended practices intended 
to facilitate the use of radio frequency identification in 
library applications. Though the document includes pri-
vacy within its charge, it does not include or discuss the 
best practices adopted by the library profession.

This article reviews the controversy surrounding 
the use of RFID technologies in U.S. libraries and the 
steps taken by the library profession to resolve those 
issues. It evaluates and discusses the privacy recommen-
dations made by NISO’s RFID Working Group on RFID 
in U.S. Libraries.

Overview

Radio frequency identification technology enables the 
tracking and monitoring of physical items by attaching 
an RFID tag or transponder to an item. Each tag consists 
of an internal antenna and a computer chip that stores 
data. When the tag is scanned or interrogated by a reading 
device equipped with its own antenna, the tag communi-
cates its data wirelessly via radio waves to the reader.

The range at which an RFID tag is read depends upon 
the tag design, the method of communication between 
the tag and the reader, and the radio frequency at which 
the RFID application operates. “Passive” tags do not have 
a power source and cannot transmit information unless 
powered by the energy contained in the radio signal trans-
mitted by the RFID reader; the read range of passive tags 
is relatively short. “Active” RFID tags are powered by a 
battery or other power source and are able to transmit 
their signal over large distances.

The tags employed in library applications are high-
frequency (HF) passive tags that operate at 13.56 MHz 
and can be read at distances from eight inches to two 
meters, depending on the size and the power of the 
antenna employed by the reader.1 Tags are typically pro-
grammed with a unique identifier and a security bit, but 
can also contain other kinds of information, such as the 
book title, ISBN, library identifier, date and time stamps, 
and shelf locations.2

In libraries, RFID applications are used to automate 
circulation and collection management tasks. Systems 
developed by RFID vendors can now check in, sort, and 
deliver items to a designated shelving cart. Tags affixed 
to books, periodicals, CDs, DVDs, and other library items 
identify circulating materials, and readers can be incorpo-
rated into staff workstations, patron self-check stations, 
security gates, shelf readers, book drops, and automated 
sorting systems.3

RFID offers significant benefits to libraries. Because 
RFID tags do not require a clear line of sight and allow mul-
tiple items to be read in a stack, far less time and human 
effort are spent on processing materials. Patrons using 
RFID-enabled self-check stations and automated sorting 
equipment further free up library staff for essential work. 
Handheld RFID readers can be moved along the shelving 
units to read the tags attached to books on the shelves, 
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of implementing RFID in libraries and explaining why 
privacy advocates’ claims were unfounded. The article 
emphasized three main points:

• RFID tags used in library applications do not have an 
embedded power source and are inactive unless they 
are within the range of a reader.

• RFID tags used in library applications have a very 
short read range of 18 inches.

• RFID tags store only data that is equivalent to bar 
codes. No personally identifiable information is kept 
on the tag.11

• Library technology consultants, systems librarians 
and other vendors also defended RFID. They argued 
that RFID offered adequate security for library users’ 
privacy and maintained that RFID was an inefficient 
and labor-intensive method for surveilling patrons’ 
reading choices.12

• Other librarians and experts examining RFID were 
not so sanguine. They acknowledged the enormous 
benefits that could be realized by implementing 
RFID technologies in the library, but concluded that 
library RFID applications raised significant privacy 
concerns. They identified several problems:

• The security flaws that allow RFID tags to be read 
by any reader are part of the tag’s architecture and 
cannot easily be remedied.

• Claims that the RFID tag’s short read range prevents 
illicit surveillance ignore the trajectory of technol-
ogy improvements; RFID readers can be expected to 
improve and become more powerful within a fairly 
short time period.

• Similarly, while the infrastructure to support surveil-
lance of library RFID tags outside the library may not 
yet exist, increasing implementation of RFID technol-
ogy in both government and commercial applications 
and the rise of pervasive and ubiquitous computing 
will eventually make such surveillance a realistic pos-
sibility.13

The core issue, in the view of these librarians, is 
RFID’s potential to become a means of surveilling library 
users.14 Any technology that facilitates surveillance of a 
patron’s activities and reading habits raises significant 
ethical issues for a profession committed to protecting 
the library user’s right to privacy.

Privacy Concerns Inherent in RFID 
Applications

The characteristics that make RFID tags so useful for cir-
culation and collection management in libraries—the abil-
ity to uniquely identify a single item and transmit that data 
wirelessly when interrogated by a reader—are precisely the 

allowing for more efficient and frequent inventory of the 
library’s collection. And by eliminating the need for the 
repetitive movements required by traditional barcode scan-
ning technology, RFID can help reduce the incidence of 
repetitive stress injuries among staff and the costs associ-
ated with lost time and workers’ compensation payments.4

As of 2009, 1,500 libraries employ RFID applications 
in 2,500 facilities.5

A Controversy in Libraryland

In October 2003, the San Francisco Library Commission 
approved plans to adopt RFID tags to manage its circu-
lating collection. The decision was not expected to be 
controversial. A few libraries had been implementing 
RFID for circulation and inventory management since the 
1990s without much notice or controversy, including such 
prominent institutions as the University of Nevada at Las 
Vegas, Santa Clara Public Library, and the Seattle Public 
Library.6 On the day of the announcement, however, the 
Electronic Frontier Foundation (EFF), a civil liberties 
group, filed a formal statement with the commission criti-
cizing the decision. It argued that the use of RFID tags 
in the library would facilitate the tracking of individuals 
and their reading materials and infringe on library users’ 
rights to privacy and freedom of expression.7

The EFF protest came soon after a hearing convened 
by the California State Senate in August 2003 that aired 
concerns about the potential of RFID to harm individuals’ 
privacy rights.8 The legislative hearing was spurred, in 
part, by news reports about several major retailers’ plans 
to use hidden RFID tags to monitor shoppers’ behavior.9 
The announcement that the San Francisco Public Library 
would be placing RFID tags on its books and audiovisual 
materials drew the attention of EFF and placed the issue 
of RFID and library users’ privacy before the public.

Other civil liberties and privacy groups soon joined 
EFF’s campaign to oppose the use of RFID tags in the 
San Francisco Public Library. In January 2004, Beth 
Givens of the Privacy Rights Clearinghouse and Pam 
Dixon of the World Privacy Forum attended the American 
Library Association’s 2004 Midwinter Meeting with EFF’s 
senior counsel, Lee Tien. The trio presented their con-
cerns about the use of RFID in the library to the ALA 
Intellectual Freedom Committee and asked that ALA 
assess RFID technologies and their potential to harm 
library users’ privacy rights.10

The Library Community Responds
Privacy advocates’ claims that the RFID tags in libraries 
posed an unacceptable risk to borrowers’ privacy elicited 
divergent responses from the library profession.

VTLS, a vendor of library RFID technologies, pub-
lished a white paper setting out the arguments in favor 
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read the RFID tag be within the tag’s read range; for 
library RFID tags, that range is generally about two 
meters but can be as high as 3.5 meters, depending on 
the power of the reader.17 Thus, while scenarios that 
envision tracking books via readers mounted to cars 
or aircraft are not possible, the read ranges for library 
RFID tags are sufficient to allow surreptitious reading 
by devices concealed in doorways, walls, and furnishings 
located in close environments.18 And while the current 
lack of an RFID infrastructure attenuates the privacy 
threats posed by these exploits, evolving technology and 
the growing adoption of RFID could quickly make these 
threats real.19

Professional Ethics and Privacy-
Invading Technologies

Librarians have long recognized that privacy is essential 
to freedom of inquiry. If individuals know or suspect that 
their intellectual activities are subject to examination by 
the government or other third parties, they are unlikely to 
fully exercise their constitutional right to read and receive 
ideas, information, and points of view.

The ALA Code of Ethics thus explicitly calls on librar-
ians to protect the library user’s right to privacy and con-
fidentiality. This obligation requires librarians to uphold 
and protect the right to privacy and confidentiality in the 
library by adopting policies, procedures, and practices 
that reinforce and confirm library patrons’ belief that 
their library use will be kept confidential and free from 
unauthorized scrutiny.

RFID, with its potential for compromising library 
users’ privacy, therefore presents a significant ethical chal-
lenge for libraries. The resolution of such challenges does 
not require that libraries forgo or abandon new technolo-
gies. Rather, it requires librarians to seek out information 
about the new technology; understand its benefits, risks, 
and problems; and identify and resolve potential policy 
tradeoffs before implementing the technology.

In the wake of the controversy over San Francisco 
Public Library’s decision to adopt RFID, librarians Karen 
Schneider and Lori Ayre criticized libraries for implement-
ing RFID without thoroughly examining the technology 
and its potential problems. Schneider urged librarians to 
undertake a searching review of RFID that emphasized 
protecting user privacy and security while providing 
for full disclosure and accountability on the part of the 
library.20 Ayre argued that the library community needed 
to ensure that adoption of RFID was done in a manner 
consistent with established privacy principles, as libraries’ 
use of RFID would serve to legitimize the use of the tech-
nology in the wider society.21 Both authors urged librari-
ans to develop best practices for library RFID applications 

characteristics that raise significant privacy and security 
concerns about the use of RFID in libraries. Tags attached 
to books can transmit the data stored on the tag without 
being observed and without the knowledge of the person 
possessing the book. If the tag is read at different times 
or in different locations by a compatible reader, then the 
person’s activities and locations can be identified, tracked, 
and compiled without that person’s knowledge.

In commercial and retail uses of RFID tags, these 
privacy concerns could be addressed by deactivating or 
removing the tag from the item. Library RFID applica-
tions, however, require that the tag on the book remain 
live so that the tag can be reused to charge the book in 
and out of the library and to inventory the book.15

In 2004, electrical engineers David Molnar and David 
Wagner investigated the privacy risks associated with 
the two types of tags used for most library RFID applica-
tions, tags compliant with ISO 15693 and ISO 18000-3, 
the standards established by the International Standards 
Organization (ISO) to define the physical interface and 
commands for RFID tags and readers operating at a fre-
quency of 13.56 MHz. Their research identified five pos-
sible means of compromising the privacy of library users:

• Library RFID tags do not employ passwords or other 
access controls, and can be read at will. Thus, any 
information stored on the tag can be skimmed by any 
RFID reader that complies with the tag’s protocols. 
The greater the amount of information on the tag, 
the greater the possibility of identifying the particu-
lar book or the person in possession of it.

• Even with minimal information on the tag, a reader 
can be used to obtain the tag’s primary identifier. 
The unique number can then be used to track or 
monitor the movement of the book attached to the 
tag and the person possessing it.

• One surveillance exploit acquires a tag’s unique iden-
tifier in advance to create a “hotlist” of books, then 
monitors all tagged items leaving the library or pass-
ing through a particular checkpoint to discover who 
is carrying the hotlisted book.

• Tracking and hotlisting can occur even if a password 
or other security measure is used to secure the data 
on the tag. RFID tags employ a unique identifier at 
the hardware level, the collision avoidance ID, that 
prevents the tag from interfering with other tags’ 
radio signals. The collision avoidance ID is broadcast 
any time a tag is interrogated by a reader and can be 
used to track or hotlist the tag.

• Finally, it is possible to eavesdrop on the wireless 
communication between the tag and the library’s tag 
reader unless the communications are encrypted.16

All of these exploits require that the device used to 
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outlined policy guidelines for libraries adopting RFID. 
The document offered guidance on developing written 
privacy policies for implementing RFID in the library and 
identified several key best practices:

• Notify users about the library’s use of RFID technol-
ogy.

• Label all RFID tag readers clearly so users know they 
are in use.

• Protect the data on RFID tags by using encryption, 
if available.

• Limit the information stored on the RFID tag to a 
unique identifier or barcode.

• Block the public from searching the catalog by the 
unique identifier.

• Store no personally identifiable information on any 
RFID tag.27

ALA’s adoption of privacy guidelines and best prac-
tices for RFID provided the library community with the 
tools it needed to address most of the concerns of pri-
vacy advocates and library users. The fundamental rec-
ommendations for libraries implementing RFID technol-
ogy—providing notice, practicing transparency, limiting 
the information carried on the tag, and ensuring the 
security of the RFID application—are now a consensus 
baseline. Works providing guidance for librarians con-
sidering RFID  recommend that libraries implementing 
RFID adopt policies consistent with the 2005 Resolution 
on Radio Frequency Identification (RFID) Technology 
and Privacy Principles and follow the recommendations 
outlined in the 2006 RFID in Libraries: Privacy and 
Confidentiality Guidelines.28

NISO Offers A New Model for RFID 
in Libraries

In December 2007, the National Information Standards 
Organization (NISO) issued RFID in U.S. Libraries,	
authored by a working group that included four RFID 
vendors, two software application providers, two librar-
ians from libraries using RFID technology, and two con-
sultants representing book industry related organiza-
tions. The publication sets forth NISO’s “Recommended 
Practices” to facilitate the use of RFID in library applica-
tions. According to NISO, these recommended practices 
are intended to be a best practice or guideline for meth-
ods, materials, or practices used by an industry and are 
supposed to represent a leading-edge practice, an excep-
tional model, or a proven industry practice.

Viewed as a “best practice” or “guideline,” RFID in 
U.S. Libraries is an unusual document. In addition to 
its primary goal of recommending standards and a data 

that would model an ethical approach to RFID that pre-
serves user privacy.

Privacy Guidelines and Consensus

In response to the appeals from privacy advocates and 
librarians concerned about RFID’s impact on library users’ 
privacy, ALA’s Intellectual Freedom Committee (IFC) and 
Office for Information Technology Policy (OITP) commit-
ted to identifying key privacy issues associated with RFID 
and to work with interest groups concerned with influenc-
ing RFID privacy protections. ALA representatives began 
to work cooperatively with a task force convened by the 
Book Industry Study Group (BISG), a trade association 
representing groups involved in manufacturing, publish-
ing, and distributing books. The task force’s goals were 
to examine issues common to booksellers, manufactur-
ers, and libraries and to draft privacy principles for use of 
RFID that would guide the use of RFID by BISG’s mem-
bers and associated organizations.22

In September 2004, the task force completed its 
work and published its privacy guidelines as BISG Policy 
Statement POL-02, Radio Frequency Identification. 
These policy principles required book industry groups to 
adopt and enforce a privacy policy that discloses the terms 
of use for data collected via RFID; ensure that no per-
sonal information is recorded on RFID tags (though the 
policy allows a variety of transactional data); protect data 
by reasonable security safeguards; comply with industry 
best practices and relevant federal, state, and local laws; 
and ensure that compliance with the four principles can 
be verified by an independent audit.23

The IFC and OITP incorporated these guidelines 
into the Resolution on Radio Frequency Identification 
(RFID) Technology and Privacy Principles and pre-
sented the resolution to the ALA Council for adoption as 
a first step in addressing the ethical concerns raised by 
libraries’ use of RFID.24 The resolution endorsed the BISG 
policy statement as a whole, adopted the specific privacy 
guidelines contained in the BISG policy statement, and 
mandated that ALA develop implementation guidelines 
for the use of RFID technologies in libraries. The ALA 
Council adopted the Resolution on Radio Frequency 
Identification (RFID) Technology and Privacy Principles 
at the ALA’s 2005 Midwinter Meeting.25

As directed by the council resolution, the Intellectual 
Freedom Committee began to develop guidelines and best 
practices for the use of RFID in libraries.26 During the pro-
cess, the IFC solicited comments from ALA leaders and 
members to ensure that the guidelines would help librar-
ies both to benefit from RFID deployment and to protect 
the privacy of library users. The final document, RFID 
in Libraries: Privacy and Confidentiality Guidelines, 
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brief history of BISG Privacy Policy POL-002 that pres-
ents the BISG policy as the result of a joint ALA/BISG 
initiative and as the sole policy concerning privacy and 
RFID adopted by ALA. Internal ALA documents, such as 
reports from the ALA Intellectual Freedom Committee 
and the full text of the Resolution on Radio Frequency 
Identification (RFID) Technology and Privacy Principles 
provide a different account. These documents identify the 
policy as an initiative of the Book Industry Study Group 
and clarify that the endorsement of the BISG policy as a 
whole and the adoption of portions of the BISG policy 
were part of a larger effort that called for the develop-
ment of specific RFID privacy guidelines for the library 
profession.32

As with the recommended data model, the privacy 
recommendations contained in RFID in U.S. Libraries 
reflect the needs of the commercial entities that make up 
the supply chain and not the needs and concerns of librar-
ies and librarians. The minimal privacy standards recom-
mended by the NISO document support commercial 
RFID applications that require greater amounts of data 
to be stored on the tag. Library-specific privacy standards 
that recommend limiting the data on the tag to a unique 
identifier, such as ALA’s RFID in Libraries: Privacy and 
Confidentiality Guidelines, are neither considered nor 
included as a recommended practice because they are 
seen as a barrier to the adoption of an RFID tag that can 
be used across the publishing supply chain.

Conclusion

The discussion of privacy issues included in RFID in U.S. 
Libraries suggests that a deep divide exists between the 
library profession and the members of the working group 
responsible for drafting RFID in U.S. Libraries. The work-
ing group appears to not fully share librarians’ concern 
about RFID’s potential to invade library users’ privacy, 
nor does it appear to accept librarians’ own assessment 
of the role of libraries in society. As a result, the data 
models and recommended privacy practices promulgated 
for libraries look to future commercial use of RFID tech-
nologies by publishers, manufacturers, wholesalers, and 
retailers.

This result calls to mind the political and economic 
theory known as “regulatory capture,” a model in which 
government regulation reflects the influence of special 
interests, and operates for their benefit.33 The standards 
and privacy recommendations contained in RFID in U.S. 
Libraries reflect the influence of the vendors, software 
providers, and book industry advocates that dominate the 
working group, and appear to serve their interests at the 
expense of librarians’ ethical concerns and obligations.

Librarians thus need to ask whether standards and 
best practices that regard libraries as part of a retail 

model to facilitate interoperability between different ven-
dors’ library RFID systems, the document offers a discus-
sion of the benefits of RFID across the publishing supply 
chain. Libraries are regarded as one link in this “book 
publishing value chain,” along with publishers, printers, 
manufacturers, distributors, wholesalers, retailers, and 
technology vendors. Consequently, the document recom-
mends the adoption of a library RFID tag that can be 
used across the entire life cycle of a book or other library 
material, utilizing a data model that not only serves the 
needs of libraries, but also serves the needs of publishers, 
printers, wholesalers, jobbers, retailers, and even sellers 
of used books.29

As a result, the recommended data model includes 
fields for many optional data objects in addition to the 
mandatory primary identifier or barcode used by libraries. 
Among these are fields for the title of the work, an ISBN 
or UCC code, shelf location or call number, the supply 
chain stage, a supplier ID, order and invoice numbers, and 
supplier identification data. To ensure the future utility 
of the tag, the data model mandates that no controls be 
placed on any current or future use of these data fields, so 
that conceivably a book’s RFID tag could provide informa-
tion about the book’s title, the owning library, and its bib-
liographic information, all without accessing the library’s 
integrated library system (ILS).

The document also examines and assesses the pri-
vacy concerns associated with the use of RFID technolo-
gies. As a document intended to offer “best practices” for 
library RFID applications, its discussion of privacy issues 
is notable for what it does not contain:

• The document does not consider or discuss the 
unique privacy concerns of the U.S. library, which 
loans materials to patrons with a promise of confi-
dentiality.

• It fails to reference the primary ALA statement 
addressing RFID implementation in libraries, RFID 
in Libraries: Privacy and Confidentiality Guide-
lines.

• It does not discuss fundamental recommendations 
such as the recommendation that libraries store only 
a unique identifier or barcode on the RFID tag in 
order to protect user privacy.

Instead, the document minimizes privacy issues asso-
ciated with RFID as “mostly science fiction” and reprints, 
nearly verbatim, the VTLS-sponsored white paper pub-
lished back in 2003 as a response to privacy advocates’ 
concerns about RFID in the library.30 The sole recommen-
dation is that RFID tags comply with the privacy guide-
lines contained in BISG Privacy Policy POL-002, with an 
emphasis on the provision that no personal information is 
recorded on RFID tags.31

This lone recommendation is accompanied by a 
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well, which is to find intellectual freedom and privacy 
issues in a particular technology and speak to them 
very clearly a way that the public can understand.35

Her concerns remain relevant today. 
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supply chain serve the best interests of libraries and their 
users. Libraries are not retail establishments, and librar-
ians are not sales clerks. Rather, libraries are institutions 
whose mission is to serve the public good by making avail-
able information and ideas, and librarians are profession-
als who assure access to that information by defending 
the freedom to read and the right to privacy. Best prac-
tices for RFID in the library should not only facilitate 
use of the technology but also promote the library’s dis-
tinctive mission and preserve users’ privacy rights. They 
should not be compromised in order to serve the needs of 
vendors, manufacturers, wholesalers, retailers, and pub-
lishers, whose mission is to maximize profits on behalf of 
their shareholders.

Furthermore, librarians must ask whether recom-
mended best practices for library RFID applications 
should look forward to uncertain future uses of RFID in 
the publishing supply chain, or address the present uses 
and known privacy and security vulnerabilities of library 
RFID tags. This inquiry is especially important given the 
publishing industry’s slow adoption of RFID technol-
ogy and libraries’ increasing emphasis on e-books and 
other online media downloads that make no use of RFID. 
Standards and recommended practices can be revised and 
re-written to accommodate new RFID applications, but 
privacy, once lost, is not easily recovered.

In making these points, I do not mean to imply that 
librarians should not work with the book industry on 
establishing data models for library RFID applications or 
should forgo consideration of an RFID tag that can be 
used across various industries and organizations and per-
mit interoperability between library RFID applications. 
Instead, librarians should assume a leadership role in 
developing best practices and standards for RFID, both 
inside and outside the library, as part of their ethical obli-
gation to protect library users’ privacy. Such standards 
should make privacy protection a primary goal, and not 
a secondary goal, when implementing RFID. This is espe-
cially important in the United States, where, with minor 
exceptions, there are no statutes or regulations that gov-
ern the use of RFID technologies.34

In a 2003 interview, librarian Karen Schneider elo-
quently summarized the challenge RFID poses for the 
library profession:

What are we witness to as librarians? We have a 
chance here—not simply on behalf of library users and 
librarians, but also for society at large—to present an 
ethical approach to RFID and similar technologies, 
to actually present a framework for how to do this 
and preserve privacy in an increasingly non-private 
world. And conversely, if we don’t develop best 
practices, I think we are acceding to an increasingly 
commercialized, non-private world and we’re losing 
the opportunity to do something that we’ve done very 
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