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Accessing LGBTQ+ Content in
One US State

The Role of CIPA and Internet Filters

Author Shannon M. Oltmann

Passed in 2000, the Children’s Internet Protection Act (CIPA) required public schools and public libraries
to use a technology protection measure to limit minors’ access to various types of content, though the spe-
cific implementation of this law is left up to individual institutions. In the subsequent 20+ years, internet
filters have been used to block access to a wide range of content, including some that was not intended to
be covered by CIPA. In this research project, we tested internet filters in public libraries across one South-
ern US state by examining whether we could access LGBTQ+ content; this data was then supplemented
with interviews of library staff. We discovered that LGBTQ+ content was not inappropriately blocked but
was in fact overwhelmingly accessible. Though previous research indicated LGBTQ+ content was blocked
in some public libraries, this study did not corroborate these findings. It appears that implementation of in-
ternet filters to comply with CIPA has become less controversial and more routine than has been depicted.

ourts have recognized a government interest in protecting children from inappropriate

or indecent speech, that would otherwise be protected by the First Amendment (e.g.,

Ginsberg v. New York 1968). However, doing so in an online environment has proven dif-
ficult. One way that some nations, including the US, have dealt with the explosion of online por-
nography and explicit content is with laws mandating internet fiitering. In this context, internet
filtering refers to software that blocks particular content. It typically functions by classifying

websites into various categories, then blocking whichever categories are selected (see below).

Congress attempted various approaches to restricting public libraries and pubiic schools, often the primary sources
minors’ access to explicit online content, some of which of internet access for youth at the time. There have been
were overturned by the Supreme Court. However, the Chil- numerous reports of overzealous use of internet filtering in
dren’s Internet Protection Act (CIPA) was upheld by the these institutions since 2003, but most data pertaining to
court system and went into effect in 2003. This focused on internet ﬁ]tering is outdated and incomplete. The project
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described here offers new data, focusing on access to lesbian,
gay, bisexual, transgender, and queer/questioning (LGBTQ+)
information, as well as a fresh perspective on the irnplernen—
tation of internet filtering in pulolic libraries.

The paper proceeds as follows: the next section describes
the policy background of internet ﬁltering, CIPA itself,
and the overall efi‘icacy of internet ﬁltering. It also includes
a brief overview of access to information for the LGBTQ+
community. The subsequent section outlines the methods
used to collect data. The following section details the find-
ings of the project, followed by a discussion and conclusion.

Literature Review

Policy Background

In 1996, Congress enacted the Communications Decency
Act (CDA)" as part of the Telecommunications Act; this was
Congress’ first accempt to regulate pornography and obscen-
ity on the internet. The CDA prohibited the transmission of
obscene or indecent messages or images and the sending or
displaying of “patently offensive” sexual messages to minors.
However, the Supreme Court overturned the CDA, in part
because “many terms within the CDA created uncertainty
among internet users” (Wardak 2004, p- 683; Reno v. ACLU,
2000). Furthermore, the application of“conternporary com-
munity standards” is difficult at best in a global medium
such as the internet. In summary, “the Court found that the
terms of the CDA were overbroad and not narrowly tailored,
thereby rendering the statute an unconstitutional limita-
tion on free speech” (Wardak 2004, p. 684). As Peltz-Steele
(2002) explained, “The Court observed that ‘the “community
standards” criterion as applied to the Internet means that
any communication available to a nation-wide audience will
be judged by the standards of the community most likely to
be offended by the message,” an impermissible ‘least common
denominator’ approach” (p. 421).

After this judicial defeat, Congress tried again to regu-
late minors’ access to content on the internet, with the Child
Online Protection Act (COPA). Wardak (2004) wrote, “For
COPA to apply, the materials must (1) depict or represent in
a ‘patently offensive’ manner as pertains to minors or sex-
ual acts or body parts of minors, (2) have been intended to
appeal to a prurient interest of minors, and (3) ‘lack serious
literary, artistic, political, or scientific value for minors.”
(pp. 685-86). One of the primary differences with COPA
was that it focused on material “harmful to minors,” a more
narrowly defined category of information. In addition, it

1. The CDA has been back in the mainstream media recently due to
Section 230, but this section is not relevant to the analysis of this
project.
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defined minors as those under the age of 17 (not 18, as CDA
had done). Nonetheless, in Asheroft v. ACLU (2002), plaintiffs
challenged the constitutionality of the law. After being over-
turned by an appeals court, the case worked its way to the
Supreme Court, who remanded it back to the appeals court,
where it was overturned for overbreadch. Because COPA was
content-based restriction ofspeech, it was subject to strict
scrutiny by the courts (Peltz-Steele 2002). The Third Cir-
cuit, in addition, determined that “contemporary community
standards” has no functional meaning online because web
publishers cannot limit access to their content based on geo-
graphical location (Peltz-Steele 2002). In 2004, the Supreme
Court affirmed this ruling.

Children’s Internet Protection Act

Pelez-Steele (2002) noted, “Faced with courts troubled by
efforts to silence speakers on the internet, and by restrictions
that treated adults and children alike, Congress needed a bill
that could (1) target recipients of communication rather than
speal{ers; (2) treat adults differently from minors; and (3)
offer a minimally restrictive means to identify unprotected
content as to adults and minors respectively” (pp. 425-26).
With these needs in mind, CIPA was developed and passed
in 2000. According to this law, all pulolic schools and pulo—
lic libraries that receive certain federal funds must install

a “technology protection measure” to prevent minors from
accessing images that are child pornography, obscenity, or
“harmful to minors.” While child pornography and obscenity
have a long (though sometimes contested) history of falling
outside First Amendment protection, the category of “harm-
ful to minors” referred to a visual depiction that:

(A) taken as a whole and with respect to minors, appeals to

a prurient interest in nudity, sex, or excretion; (B) depicts,
describes, or represents, in a patently offensive way with
respect to what is suitable for minors, an actual or simulated
sexual act or sexual contact, actual or simulated normal or
perverted sexual acts, or a lewd exhibition of the genitals;
and (C) taken as a whole, lacks serious literary, artistic, polit—

ical, or scientific value as to minors.

This definition evolved from case law based around Ginsburg
v. New York (1968).

CIPA defines a technology protection measure as an
internet filter; to cornply with the law, all computing devices
in an affected institution must be filtered (not only those
used by minors). This requirement is tied to federal E-rate
funding, which helps pulolic schools and pulolic libraries
afford internet access and other telecommunication prod—

ucts and services (USAC 2023). In addition to CIPA, 26
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states have enacted further laws requiring internet filcering
in pubiic schools and/or pubiic libraries (National Confer-
ence of State Legislatures 2016). CIPA does not offer guid-
ance regarding evaluating if a visual depiction is obscene or
harmful to minors. The law “delegates these decisions to local
authorities (e.g., school administrators and library directors)
who were (and are) free to select, configure, and implement
a filter to meet their needs” (Peterson, Oltmann, and Knox
2017, p. 4587; sce also Minow 2004).

The American Library Association (ALA) brought a law-
suit to challenge CIPA in the early 2000s.” They argued that
internet ﬁitering went against core values ofiibrarianship,
such as access and intellectual freedom (hteps://www.ala.org
/advocacy/intfreedom/corevalues). The ALA further argued
that internet ﬁltering was akin to censorship, as informa-
tion protected by the First Amendment would inevitably
be blocked. In the District Court of the Eastern District of
Pennsylvania, the judges ruled that CIPA was unconstitu-
tional because it restricted speech in a public forum; they
issued an injunction to block the statute (ALA v. United States
2002).

Due to a provision in CIPA, the federal government
appealed directly to the Supreme Court, which in 2003
upheld the constitutionality of CIPA by a plurality. The
three dissenters all noted the likely unconstitutionality of
permanent fileers. In separate concurring opinions, both
Kennedy and Breyer “reasoned that the statute should be
upheid prirnariiy because of the disabling function” (Desai
2023, para. 8). Simiiarly7 Klinefelter (2010) exp]ained,
“cight of the Justices found the ability of adult patrons to
gain access to protected internet speech to be important
to the constitutionality of the library’s use of internet fil-
ters” (p. 362). One convincing argument in support of CIPA
relied on Congressional authority to regulate how funds are
spent. Under this view, Congress was applying limitations
to federal funding (the E-rate program), and libraries and
schools could choose whether or not to concede to those
limitations.

The Efficacy of Internet Filters

Most internet filtering software is produced by for-profit
companies, such as CYBER-sitter and Net Nanny. As a
result, the exact methods used to filter access are propri-
etary and not public knowledge. There are a variety of ways
that internet filtering can be implemented, but perhaps the
most common approach is to install fiitering software at the

2. The ALA was the primary named plaintiff in the suit, though “Plain-
tiffs in the suit include libraries, library users, state library associations
and the Freedom to Read Foundation” (ALA 2001, para. 11).
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system level (i.e., across all machines at a public library). Fil-
ters can work by preventing users from accessing sites that
have been blacklisted while allowing access to other sites.
Users will receive an error message when trying to access
blocked sites.

Generally, filcers group blocked sites into categories such
as adult themes, alcohol, gambling, and so on (see Peterson,
Oltmann, and Knox 2017 for exampies of actual catego-
ries from fiitering companies). This samp]ing ofcategories,
clearly, does not neatly align with the categories prohibited
by CIPA. In fact, all of the categories listed above are pro-
tected by the First Amendment as legal speech. Further-
more, because these categories do not map neatly onto the
law, filtering becomes “inherently subject to the normative
and technological choices made during the software design
process” (Deibert et al. 2008, p. 372; see also Brown and
McMenemy 2013). Internet filters are well-known to have
two shortcomings: they both under-block and over-block
content (e.g., Cooke, Spacey, Creaser et al. 2014; Cooke,
Spacey, Muir et al. 2014; Deibert et al. 2008). Some content
that should not be allowed gets through, while content that
should be allowed is blocked; past research suggested that fil-
ters over- or under-block 15-20 percent of the time (Batch
2014).

Research testing the efficacy of internet filters is both
somewhat limited and dated (see, e.g., Heins et al. 2006).
For example, Chou et al. (2010) tested the efficacy of three
top-ranked internet filters and found that all were out-per-
formed hy using text mining3 approaches. Some research-
ers have examined whether internet fiitering is effective in
protecting minors, but the data “fails to provide support for
governmentai and industry advice regarding the assumed
benefits offiitering for protecting minors online” (Przyhyiski
and Nash 2017). The American Library Association (2006)
states “Content filters are unreliable because computer
code and algorithms are still unable to adequately interpret,
assess, and categorize the complexities of human communi-
cation whether expressed in text or image” (para. 3).

It is unclear exact]y how Widespread internet ﬁ]tering is
in US pubiiC libraries (though the picture may be clearer in

3. The approach used by Chou et al. focused on the contents of
webpages, rather than creating URL lists, but they focused on
“work-related” and “non-work-related” webpages within the context of
a business.
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public schools).* Estimates vary widely and tend to be dated.
In 2009, Jaeger and Yan (2009) estimated that at least 51.3
percent of public libraries used internet filters and that 100
percent of schools used internet filters. In contrast, Kolderup
(2013) reported that 65 percent of public libraries were fil-
tering by 2005. However, by 2014, the Institute for Museum
and Library Services (IMLS) estimated that 73 percent of
pub]ic libraries received E-rate discounts in 2014 and over
90 percent of libraries had used E-rate at least once in the
past eleven years (Institute of Museum and Library Services,
2014); according to CIPA, all of those libraries would have
to certify they were using filters. It is troubling that CIPA
mandates internet filtering yet there seems to be no hard
data on Compliance in libraries or schools. It is important

to note that millions of Americans lack (reliable) personal
computing devices and/or reliable, ongoing access to the
internet. Because of this, “the constraints and consequences
of Internet filtering (a) affect many people and (b) especially
impact the poor, elderly, and less-educated individuals who
are less 1ikely to have home broadband” (Peterson, Oltmann,
and Knox 2017: 4588).

In February 2011, the American Civil Liberties Union
(ACLU) launched its “Don’t Filter Me” campaign, designed
to uncover, and then rectify, cases where school libraries
were filtering LGBTQ+ content (ACLU 2011). The ACLU’s
final report explained that the campaign was launched “after
hearing reports from students across the country that their
schools’ web filtering software was programmed to block
these LGBT-supportive resources while at the same time
allowing free access to websites [that] condemned homo-
sexuality or opposed legal protections for LGBT people”

(3). Most schools, when contacted about this discrepancy,
changed their filtering settings, but the ACLU and sup-
portive organizations had to go to court to get a prelimi-
nary injunction (PFLAG v. Camdenton School District Case No.

4. The lack of available national data is in sharp contrast to other
nations, particularly the UK and Scotland. Though there is no equiv-
alent to CIPA there, researchers have investigated the rate of internet
filtering in public libraries. In 2013, Brown and McMenemy (2013)
reported that all of their respondents had implemented filtering.
Blocked content included actually i]]ega] content/activity, potentia“y
illegal content/activity, and value judgment grounded (such as the cat-
egory “tasteless”) (p. 192). Across the UK, Cooke, Spacey, Creaser et al.
(2014) studied the implementation of internet filtering and, again, 100
percent of their respondents reported using filtering. They note that
“currently, there appears to be little standardisation, guidance or trans-
parency about measures being taken to prevent misuse” (p. 6). In the
US, state library agencies may have comprehensive data for their par-
ticular states, but to the best of the author’s knowledge, this informa-
tion is not aggregated anywhere, nor made publicly available.
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2,2012) against a school in Missouri. This set a precedent,
at least in public schools, that sites should not be filtered
merely because they were supportive of LGBTQ+ individuals.

One study (Peterson, Oltmann, and Knox 2017) drilled
down and studied ﬁltering irnplernentation in detail in one
particular state, Alabama. In their research, “no two irnp]e—
mentations of the same system had the same selection of
common categories, and no two filtering systems had the
same category set” (p. 4596). Each library and school had a
different fiitering configuration. However, several libraries
chose to block access to content about the LGBTQ+ commu-
nity; some libraries chose to block access to a category titled
“alternative lifestyle,” a phrase commonly used to denote
LGBTQ+ individuals and communities.

Anecdotal evidence suggests that some libraries have, or
continue to, block access to LGBTQ+ content online, though
these reports usually focus on K-12 school libraries. Quillen
(2011) reported that school districts in Georgia and Mis-
souri blocked access to educational LGBTQ+ sites and faced
potentiai lawsuits over their fi]tering (see the ACLU’s “Don’t
Filter Me” campaign). In 2021, Utah students requested
access to blocked LGBTQ+ sites, which was quickly granted
by the local school administrative authorities (Deininger
2021). Similariy7 in 2022, the Katy Independent School Dis-
trict (ISD), in Texas, faced a complaint from the ACLU
because its internet filters blocked access to LGBTQ+ con-
tent such as the Trevor Project (which supports LGBTQ+
teens and adules facing bullying and ostracism). Katy ISD
changed the settings on filters in high schools and some mid-
dle schools following the complaint (Williams 2022).

Despite losing the court case in 2003, the ALA still
opposes internet filtering in public libraries. Their position
statement explains chat:

CIPA-mandated content filtering has had three significant
impacts in our schools and libraries. First, it has widened
the divide between those who can afford to pay for personal
access and those who must depend on publicly funded (and
filtered) access. Second, when content filtering is deployed
to limit access to what some may consider objectionable or
offensive, often minority viewpoints, religions, or controver-
sial topics are included in the categories of what is consid-
ered objectionable or offensive. Filters thus become the tool
of bias and discrimination and marginalize users by denying
or abridging their access to these materials. Finally, when
over—blocking occurs in public libraries and schools, library
users, educators, and students who lack other means of
access to the Internet are limited to the content allowed by
unpredietable and unreliable filters (para. 8).
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The LGBTQ+ Community’s Access to
Information

For decades, before the advent of the internet, informa-
tion about and for the LGBTQ+ community was difficulc

to come by, especially outside of major metropolitan areas.
Individuals in the LGBTQ+ community often relied on per-
sonal conversations and references. During the post-WWII
period, earl)7 afiinity groups loegan forrning, such as the gay
male-focused group The Mattachine Society and the lesbi-
an-focused group Daughters of Bilitis; many of these affinity
groups published newsletters and magazines, available via
subscription to local or national audiences and often passed
from individual to individual (see, for exarnple, Johnson
2019). The Mattachine Society’s ONE magazine was initially
seized as obscene material but was eventually protected by
the Supreme Court (following Roth v. United States, 1957,
ONE Inc v. Olesen, 1958). In 1962, another Supreme Court
case (MANual Enterprises v. Day) further protected the legal-
ity of LGBTQ+ publications, which cemented the practice
of “newsletters and publications circulated from reader to
reader” (Brooks 2019, para. 1; see also Meeker 2006). The
Advocate, the oldest continually-publishing LGBTQ+ publi-
cation, began in 1967 (Angelo 2015). In 1969, The Washing-
ton Blade (originally called The Gay Blade) began publishing;
it has been called the “gay publication of record” because of
its comprehensive coverage (Angelo 2015).

LGBTQ+ bookstores began opening and flourishing in the
1960s and often functioned as de facto community centers;
the first ones were located in Philadelphia, New York City,
Washington DC, and San Francisco (Brooks 2019; Hogan
2016). Most content came from small gay and lesbian pub-
lishers (such as Alyson Books) (Hogan 2016). By the carly
1970s, most concern about obscenity was focused on hard-
core unsimulated sex portrayals (especially gay male sex);
LGBTQ+ publications were legal, but there was often much
gatekeeping.

As societal changes occurred (such as the Stonewall Riots
0f 1969, the American Psychiatric Association’s changing
stance on homosexuality [removing it from a list of mental
disorders in 1973], and the election of the first openly gay
politician, Harvey Milk, in 1977), information about the
LGBTQ+ community continued to be difficult to obtain;
these same changes also sparked some backlash across the US
(Rosen 2014). Throughout the 1980s and 1990s, LGBTQ+
publications persisted, as did the community, though infor-
mation about LGBTQ+ individuals or groups continued to
be difficult for many to learn about. This necessarily abbrevi-
ated discussion in part demonstrates the paucity of informa-
tion available for many during this time period, pre-internet.
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In many ways, the internet has enabled broader distri-
bution of more information to more people. As Last (2019)
wrote, the internet

allows LGBT+ [individuals| to connect beyond geographic
and physical boundaries, and to reduce the feelinéT of iso-
lation that can so commonly be part of the LGBT+ experi-
ence. . . . Social media has also helped to amplify the voices
of those who have previously been marginalised and side-
lined — and this new prominence has undoubtedly contrib-
uted to increasing acceptance (paras. 5-6).

Information about sexual and gender identities, coming
out, getring married and starting a farnily, and other issues
is now present online and presumably accessible to many.
Nonetheless, there has been pushback about the availability
of LGBTQ+ related information, and it is unclear just how
accessible it is, particularly to minors in the US.

As this literature review demonstrates, there are signifi—
cant gaps in our knowledge about internet filtering in pub—
lic libraries. We do not know the full extent of‘filtering in
public libraries, how it is implemented, or the effects of its
irnplernentation (for exarnple7 what sort of information is
restricted). Furthermore, most research into internet filter-
ing is several years old; we lack current information on these
questions in particular.

Methods

To address the gaps in research, a multi-prong methodology
was developed: internet filtering was tested in nearly 30 dif-
ferent library systems, and 11 library staff were interviewed
about their perspectives on internet ﬁltering. This took plaee
in three phases: first, libraries that agreed to participate were
visited; second, some library staff (who consented to par-
ticipate) were interviewed; third, libraries that had not vol-
unteered to participate were visited. These steps are further
explained below.

Testing the implementation of internet filters required
several steps. The researcher obtained a list of all public
library systems utilizing internet filtering, in one southeast-
ern, politically conservative state.” Then we contacted the
director of each system (which are primarily organized by
county in this state) to ask if we could visit their library, use
their computers as a guest, and subsequently interview staff

5. This list came from the state’s department of libraries. More details
cannot be given without revealing the state studied, which may impli-
cate libraries or library workers. Also, because this is a politically con-
servative state, revealing its identity may prompt state legislators to
mandate more strict filtering than currencly exists.
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members who volunteered and consented; each library direc-
tor then had to send a letter agreeing to participate in the
study (these steps were mandated by the researcher’s Insti-
tutional Review Board [IRB]). The researcher drove to 13
randorn]y selected® libraries which had agreed to participate,
to utilize their computers, with their own particular imple-
mentation of internet filtering. Since Peterson, Oltmann,
and Knox (2017) found that each ]ibrary implemented fil-
tering in a different way, it was seen as necessary to test cach
1ibrary’s conﬁguration. Of the 13 randomly selected librar-
ies, they were located in both rural and urban areas, of vary-
ing socioeconomic status, and all in politically conservative
counties (in this particular state, nearly every county is con-
sidered politically conservative, as most went for Trump in
2020).

To test the local implementation of internet filtering,
a list of websites with LGBTQ+ content was developed,
in partnership with the researcher’s university office of
LGBTQ- resources. The researcher wanted to investigate
whether the state’s public libraries blocked or provided
access to LGBTQ+ content. The list was based in part on
Nowak and Mitchell (2016), who devised a cataloging system
for a physical LGBTQ+ library. Their library subject headings
were used as a guide to develop subject headings for the list
for this project. This list had ten categories:

e Famous person
Cultural studies
Psychology
Issues
Relationships
Religion

Sex
Anti-bullying

Intersectionality

P ro—family

To compile the list, a volunteer from the university
LGBTQ-+ office searched each heading with “LGBTQ”. For
exarnp]e, the first search was “LGBTQ famous person” (wich-
out the quotation marks). The volunteer then examined the
search results and copied the first ten URLs that were not
duplicates (for example, if there were two search results
from cnn.com, only the first one would be included). This

6. Counties were listed alphabetically, then a random number (7)

was chosen using a random number generator online. Each seventh
library was then selected until one-fourth of all filtering libraries were
selected. From this pool, thirteen agreed to participate and completed
the documentation required by the IRB.
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Table 1. Length of interviews.

Interviewee Pseudonym Interview Length

Athena 16.03
Beatrix 17.40
Brennan 1921
Dorothy 1242
Katherine 2323
Kristen 1454
Mary 11.59
Peg 9.56
Samuel 5.58
Tasha 19.44
Winona .31

was repeated for every category except “pro-family”, which
was searched without the LGBTQ prefix; this phrase is often
used as a euphemism for conservative, anti-LGBTQ+ infor-
mation. This category was included to see if libraries blocked
pro-LGBTQ sites but allowed sites opposed to LGBTQ com-
munities. Overall, this process resulted in 100 unique URLs,
90 of which specifically had LGBTQ+ content (and ten of
which were “pro-family,” a phrase often used in opposition to
LGBTQ+ rights and Visibility).

Once the list was complete, and the participating librar-
ies were identified and approved by the IRB, the researcher
drove to each library. At each library, the researcher asked to
use the library’s computers as a guest, received a guest pass,
]ogged in, and began trying to access the 100 URLs on the
list using the Google Chrome browser. Success or failure in
reaching cach URL was tallied.

After this process was complete, the researcher cleared
the computer cache and logged off, then asked to speak
to the director. In a conversation with the director, the
researcher identified herself, reminded the director about
the research project, and asked the director to circulate an
email inviting interested library staff to an interview (again,
as directed by the IRB). (This research focused on library
implementation and perspectives regarding internet filter-
ing, not patron knowledge or perspectives.) Staff who agreed
to be interviewed emailed the rescarcher to set up a mutually
agrecable time for a telephone interview. Eleven total staff,
from nine different libraries, were interviewed. These inter-
views lasted between 5:58 to 23:23 minutes (see table 1).

The brevity of some interviews reflects that some respon-
dents found it difficult to talk about an everyday, taken-for-
granted software and its implications.
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Interviews were audio-recorded with permission, tran-
scribed, and analyzed iteratively using Dedoose software. All
interviewees were given randomly generated pseudonyms, and
to protect their identities, job titles and library names/loca-
tions are not provided in this article. Staff roles varied from
front desk worker, to technologist, to director; many librar-
ies were small enough to not have an identified technologist/
technology specialist. Further, we wanted to hear perspectives
from a wide variety of workers, not just technologists (and
some technologists may not have wanted to be interviewed).
From these interviews, 20 codes were developed, as reflected
in table 2; note that some excerpts were coded rnultiple times.

Toward the end of the research process, a third step was
added. Because the libraries being investigated were know-
ingly and willingly engaging in the research, perhaps tlley
WerTe not representative of all public libraries in this state
with internet filters. It was possible that only those libraries
who had particularly light, unrestrictive filtering had agreed
to participate, while those libraries who maintained a stricter,
more restrictive filter had declined to participate. Thus, in
this phase of the project, the researcher selected 13 librar-
ies to visit, without prior communication about the visit.

The researcher found the political leanings (as measured by
Trump votes in the 2020 election) of the 13 previously visited
communities and identified 13 additional communities with
matching political leanings. For example, if 63 percent of a
firse-round county voted for Trump, a second-round county
that had a similar voting record was found and matched.
(Libraries in this stage similarly varied in terms of rural/sub-
urban and were of similar socioeconomic status.) Because
these visits only involved computer use, and interviews were
not sought with the staff; IRB approval was not needed for
this step.

In summary, 13 public libraries that agreed to participate
in the research were randomly selected and visited; 13 pub-
lic libraries that had not agreed to participate in the research
were purposively selected and visited; and 11 library staff
members were interviewed. The following section describes
the results of this process.

Findings

Website Access

Did these public libraries block or enable access to LGBTQ+
content, as represented on the list? Overall, these libraries
provided remarkably strong access to this information. Fig-
ure 1 shows the rate of successful access to the listed sites

at the first set of libraries visited, while figure 2 shows the
rate of successful access at the second set of libraries visited.
Across all libraries, on average, 95 percent of the sites were
able to be accessed despite the internet fileer.
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Table 2. Coding of Interviews

No. of
excerpts
Advantages of internet filtering 18
Asking patrons to leave/banning patrons 6
Disadvantages of filtering 14
Don't know filtering categories 14
E-rate or CIPA 8
Getting the filter removed 17
How the filter works 13
Inappropriateness 3
LGBTQ content is fine 13
Librarians like the filter S
Miscellaneous 34
Patrons try to access blocked content 12
No tension between filtering and IF 4
Not surprised at results of study 9
Patrons don't know about filters 15
Patrons like the filters 9
Pornography 6
Surprised at results of study 4
Telling a patron to stop 13
Tension with IF 10
Unspecified other stuff filtered out 4

The list of LGBTQ+ websites included news organiza-
tions, like CNN and BBC, commonly known LGBTQ+ orga-
nizations, such as Human Rights Watch, GLAAD, and the
Trevor Project, academic websites, Wikipedia, journal arti-
cles, and lesser-known LGBTQ+ and human rights organiza-
tions. None of these were more or less likely to be blocked by
the internet filter. Toward the end of the study, one pro-
family site was consistently inaccessible, but this is because it
was hosted in Singapore and that country blocked access.

Libraries in rural, urban, and suburban areas were visited.
Some were in liberal areas, while many were in conservative
areas (as demonstrated by the percentage of votes Trump
garnered in the 2020 election). There were no differences
in rates of access based on the size of the community or the
political leaning of the library’s community. Libraries in fig—
ure 1 (in the first round) consented to be visited and stud-
ied, while libraries in figure 2 (in the second round) did not
consent to be studied. There were no significant differences
in rates of access between these two categories of libraries. In
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other words, the LGBTQ+ content tested
here was Widely accessible across a wide
range of\puhiic libraries in chis state.

Library Staff Responses

All library staff interviewed for this proj-
ect were aware of the internet filter in
their iibrary, though tew had any thor-
ough understanding of how it worked.
For exarnpie7 Winona said, “I know very
little. I do know that we have a system
that filcers based on, I believe it’s based
on, the information that is put in, what is
pulled from it from the website.” Athena
expiained, “We have a filter that has cer-
tain categories that we have selected, and
that it will track, then it will filcer them.”
and Peg said, “The basics of filtering soft-
ware [is] we keep the bad scuff out. And
occasionally the good stuff gets blocked,
and we have to go in and get it changed.”
Dorothy tried to explain:

No. I mean, it’s because it’s not on, like, it’s
not on content—that doesn’t make sense.
[t’s not on subject, knowing. I'm not sure
how I'm trying to explain this, but it’s the
way it’s presented. So, if you're looking at
something like breast cancer, and you go
through and you're not looking for specific
pictures, if you go through breast can-

cer, and you go to find WebMD and then
WebMD will have some pictures and those
aren’t blocked. But if’ you type in, I want
images of breasts, then it’s going to block
that. So as long as the websites that you
were iooking at were just informational.
And they weren’t, you know, “hey, look at

all this.”

Simiiarly, iihrary workers knew that
internet filters try “to make sure that
patrons aren’t getting on websites that
have, like, 1 guess harmful material, espe-
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Figure 1. Rate of successful access to tested sites at first set of

public libraries.

Figure 2. Rate of successful access to tested sites at second set

Ciaily for like minors, anything with, like, pornography and
stuff like chat” (Mary). When pressed, though7 iibrary staff
could not elaborate on what was really blocked by filters.
Dorothy, for exarnple, said, “I'm sure it’s like pornography or
anything like that,” while Katherine said, “I don’t know a list.
I mean, you know, I could make assumptions about a lot of

of public libraries.

things. I defiitely do not know what the categories are.” Peg
suggested that “the biggie is pornography, and anything that’s
going to, like, have malware or you know, prone to viruses
and that sort of thing.” Respondents indicated that most peo-
ple trying to access blocked content were adult males; juve-
niles “just want to p]ay games and scuff” (Beatrix). Samuel,

JOURNAL OF INTELLECTUAL FREEDOM AND PRIVACY WINTER 2023 17



Beatrix, and Kirsten acknowledged they did not know what
was blocked by their internet filter. On the other hand, Win-
ona, Athena, and Brennan said only their tech support per-

son would really know about what the internet filter blocked.

Since this study specifically examined access to LGBTQ+
websites, the respondents were asked about their views on
this. Athena said, “I don’t see any reason Why that speeifically
needs to be filtered. I don’t think that would make any sense
... I'would not like to see a library filtering that content as
a category.” Katherine, likewise, eXplained, “I don’t think it
should be blocked. It’s certainly important information for
people in our community, for folks who use our library. If
people are searching for sexual, legitimate information, they
should be able to get it.” Winona added, “Being the parent of
two LGBTQ children, I'm glad that that information is avail-
able out there if someone needs it. They shouldn’t have to get
permission to go through a filtering service.” Some respon-
dents were surprised that so many LGBTQ+ sites were acces-
sible at their library through the internet filter. For example7
Mary said, “I know my director is all about diversity, but this
community is not, necessarily ... Tamjust really surprised
that it wasn't blocked because a lot of internet filcering just
picks and chooses things.” Kirsten elaborated:

I hate to say it, but yeah [I am surprised.] I do know that has
been a problem in different internet things [ use personally. I
know there have been issues where certain tags like the LGBT
community in the [school] district have been blocked because
apparently, even having material about that topic is just inher-

ently, you know, not safe for WOrl(.

Even though these libraries all had internet filters, some
material that should have been blocked still managed to be
found by patrons. In those cases, library workers generally
first told the patrons to stop viewing “inappropriate” material,
and, if needed, escalated to temporary bans from the public
library. Tasha explained that she would say, “I'm sorry, but
the content that you're viewing isn't appropriate. You know,
I'm going to have to ask you to stop viewing the content.” You
know, if they don’t, we kick them off.” Likewise, Kirsten said,
“We go speak to the patron and ask them to, you know, we let
them know that that’s not appropriate for being in the library
and shut them down.” However, most respondents said that
accessing inappropriate material happened relatively rarely in
their libraries.

Mary indicated that sometimes the internet filter worked
in problematic ways:

Well, the systems aren’t really set up to, I guess, work with
the way human language and different things are set up. So
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sometimes it blocks more information or sometimes less
information than it’s supposed to. And so, you know, the
patrons that are trying to access some material that it’s block-
ing—if we don’t have an easy way to override it, then they’re
not able to get access to information that they should easily

have access to.

Tasha, also, said, “I think it can unintentionally block sites
sometimes that are being accessed for a legitimate reason. And
that person isn't always going to ask staff for help.” Samuel
said that there are problems when the filter “will probably not
allow for very wide access to information that will be used in
a practical everyday situation. For example, one of filters can
be very sensitive to bananas and interpreted it as something
very pornographie.” Beatrix added, “If you're doing research on
something, and you know, it’s not necessarily considered por-
nography, but it may have nudity, that’s probably a part of the
filter. So, you know, from a research standpoint, it could be a
disadvantage.” Kirsten said:

I think sometimes people make the filters too restrictive, so
that perfeetly legitimate material that—because one person
or one group of people has deemed something inappropriate,
that they can decide that it’s not appropriate for the rest of
the community, like LGBT materials. There’s nothing inher-
ently wrong with LGBT materials. Now, there are certain
LGBT materials that should not be viewed in public spaces,
like pornographic materials. But, you know, there’s nothing
inherently wrong with somebody looking up information
about the queer community. But it’s the people who are sitting
at the filters who decide, ‘oh, chat’s inappropriate.” Because it’s
about LGBT materials . . . that goes from being, like, sui'lering
for the publie good to censoring really quick.

However, library workers were still overall positive about
internet filtering in their libraries—in part because filters
allowed these libraries to qualify for E-rate funding. Tasha
explained, “We have it in place because we're required to in
order to get the E-rate funding. We have to be CIPA compli-
ant, which means we have to have the filtering to block por-
nography and stuff like that.” Athena, similarly7 said, “We take
funding from the federal government and part of the agree-
ment means that we have to eomply with laws regarding filcer-
ing... I think it’s reasonably substantial l‘imding as well, that
we receive, to help out with technology [and] connectivity.”

In addition, haVing reliable, consistent internet ﬁltering
protects the library staff. As Katherine said, “From the staff
side, one of the arguments [in favor of filtering] was that
having to deal with, you know, really vulgar and obscene
pornography was a form of harassment or staff harassment.”
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She added that installing the internet filtering “was a gift
with a sense of relief” for the staff. Brennan added that filters
are “making sure that [patrons] are complying with the rules,
but not making an awkward situation for anybody.”

Finally, library workers discussed whether they saw ten-
sion between intellectual freedom (one of the core values of
1ibrarianship) and internet ﬁltering. Mary said, “If we don’t
have an easy way to override [the filter], then patrons are
not able to get access to information that they should easily
have access to. And then that borders the line of censorship.”
Katherine noted, “In the most broadest [sic] sense, yes. ...
Intellectual freedom means everything that’s available, and
people are free to use, read, access whatever they wish. And
ﬁltering ]oy definition reduces that.” However, Brennan
thought that, on a day-to-day basis, internet filters had little
effect on intellectual freedom. He said:

I know when I took classes in lihrary school, I've been to
conferences, and yeah, filcering has come up . . . they always
use something like, you know, maybe breast cancer or some
research. That’s an example of something, you know, that
could potentially, you know, be filtered out. But it’s, you
know, obviously, not something that you want the filter to
catch. But I can’t really recall a real-world scenario where
we've ever had somebody that, you know, came up and said,
you know, hey, I'm trying to do 1egitimate research about
this topic or look something up and can’t access information.

Discussion and Conclusion
From one perspective, these findings may not be surprising
or Worthy of much discussion. In 2022 (when the study was
conducted), LGBTQ-+ online content was Widely available
in this state’s public libraries. It may seem self-evident that
LGBTQ-+ content should be, and is, accessible to communities
across the state; American perspectives on LGBTQ+ individ-
uals have generally grown more tolerant in the past 20 years
(though there is a sizable minority of Americans who are vit-
riolic about the LGBTQ+ community) (e.g.7 Borelli 2022).

Yet, access to LGBTQ+ information has a complicated
history. For decades, it was notoriously difficule to locate and
peruse. The internet did significantly change that, but there
are many people who believe that access to LGBT+ infor-
mation should still be restricted in some way. As of January
2023, the ACLU noted that politicians had introduced over
120 bills to restrict the rights of LGBTQ+ people (ACLU
2023). These bills target “their freedom of expression” among
other issues (para. 1).

People find numerous ways to limit access to LGBTQ+
content. For example, in Michigan, a town voted to defund
the public library rather than accept certain LGBTQ+ books
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in the library (Cantor 2022). In Louisiana, threats from citi-
zens angry about LGBTQ+ content resulted in public librari-
ans afraid to go to work (Chavez 2023). Public li]orary patrons
repeatedly challenge the inclusion of LGBTQ+ books in their
libraries (see, e.g., Lavietes 2023). Access to LGBTQ+ infor-
mation, particularly in libraries, is under siege. From this van-
tage point, accessing LGBTQ+ content online is particularly
valuable—and perhaps unexpected. In the 2020s, access to
LGBTQ-+ content in any format cannot be taken for granted.

This study did not explicitly address the efficacy or suc-
cess of CIPA with respect to keeping content that is “harmful
to minors” out of the hands of minors. However, we found
that content that is not harmful (that is, non-pornographic
LGBTQ-+ content) is in fact accessible. This may be a par-
tial indication that CIPA is functioning as intended (or as
written).

Nonetheless, several questions remain. The overall efficacy
of internet filters remains elusive: do they function as the
law intends, as libraries intend, as parents/guardians intend,
and/or as the companies that market the filters intend? Data
addressing this question is outdated (e.g., Chou 2010) and
incomplete. As filters have steadily improved and become
more nuanced, the vast quantity of information online has
also grown exponentially, so it is unclear if internet filcers
have managed to keep pace with the explosion of information
quantity.

Filter efficacy must also be considered from another per-
spective: how difficult are the filters to confuse, trick, or
overcome? In this project, many of the interviewees had sto-
ries about persistent patrons being able to get past the filter
to gain access to content that should be blocked. It is unclear
how often this happens or the skill level needed to outsmart
the filter. Furthermore, as both visual content and social
media have proliferated, it is unclear if internet filters can
evaluate and restrict these types of content. It is also unclear
if internet filters can successfully block virtual private net-
works (VPNs) which would easily allow routing around the
filter. Recent research (Thurman and Obster 2021) indicates
that teens in the UK frequently view pornography via social
media and pornographic websites, and nearly half have used
VPN to do so; these UK researchers also note that every leg-
islative approach to regulating pornography access has flaws.
CIPA was written prior to the advancement of visual content
and social media, as well as so-called deepfake or Al-based
pornography, so it is unclear how effective internet filters can
be as online content continues to evolve and expand. In addi-
tion, large language model programming could potentially
be used to censor “controversial” content in public libraries,
expanding upon the book censorship that is currently escalat-
ing across the US.
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Of course, the concept of content that is “harmful to
minors” is—or ought to be—contested and debated. Some
individuals might argue that sites that condone or sup-
port firearms, tobacco or drugs, gambling, violence, or hate
speech are harmful to minors and ought to be regulated,
while other individuals might well be tolerant of some or
all of chose categories. It is unsurprising that, in America,
“harmful to minors” has been defined exclusively as sexual
content, with no consideration for violence. In addition,
we ought to consider whether (trying to) block minors’
access to harmful content is the best approach; would frank,
thoughtful discussion of difficult topics be more benefi-
cial to minors? For example, rather than attempting to
ban minors’ access to pornography, perhaps conversations
and policies about safer sex practices, erotica, masturba-
tion, sexuality, and sexual/gender stereotypes would be
more useful in both the short and longer term. This may
be analogous to findings that comprehensive sex education
(as opposed to abstinence-only sex education) for minors
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results in reduced rates of teen pregnancy (e.g., Mark and
Wu 2022).

The policy implications from this study are murky, mean-
ing that che implieations for CIPA and internet filtering are
somewhat unclear. Because the research did not seek to eval-
uate the efficacy of internet filters or CIPA more generally,
we cannot make specific recommendations on whether to
revise the law as it currently stands. Perhaps more particu-
lar guidance about how to interpret CIPA—specifically how
to implement filtering certain categories of content—would
be useful and beneficial for public libraries and schools.
Although the ALA still maintains opposition to internet fil-
tering, it could craft guidance for these institutions, which
would be useful for them; for example, ALA could recom-
mend categories like “malware” be blocked, but categories
like “alternative lifestyles” be allowed (these examples of cat-
egories come from Peterson, Oltmann, and Knox 2016). In
addition, we still lack information about how widely inter-
net filtering is deployed in public libraries and schools.
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