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Public libraries serve as crucial resources for the public to access information, with the safeguarding of
patrons’ privacy being a longstanding and essential mission. This study builds on a previous survey that
delved into the perspectives of public librarians and administrators on patron privacy protection. Our spe-
cific goal in this study was to identify the practices employed by Information Technology (IT) professionals
and the challenges they face in safeguarding patrons’ privacy within public libraries. Conducting a compre-
hensive focus group study involving 33 IT professionals across 10 sessions, we sought to gain insights into
their experiences and perspectives on protecting patrons’ privacy. Our findings reveal that IT professionals
express concerns about patrons’ lack of awareness regarding the significance of privacy protection, placing
staff in the challenging position of balancing convenient customer service with the imperative to protect
patron privacy. Moreover, a notable challenge faced by IT professionals in libraries is the lack of training
and technical knowledge among library staff to optimize technologies for ensuring patrons’ privacy. The
study also highlights IT professionals’ reservations about the collection of patrons’ data by libraries or
vendors, prompting a desire for a deeper understanding of both technical and nontechnical measures to
enhance privacy protection. While our research sheds light on the concerns and practices of library IT
professionals, we believe the insights gained can provide library administrators and policymakers to gauge
the critical role of technology in privacy protection. By understanding these challenges, policymakers can
modify and implement policies and practices to effectively enhance the protection of patrons’ privacy in
public libraries.

ublic libraries are one of the main readily available and affordable resources for people

to access information (Real 2017). According to the data collected from more than 9,000

public library systems comprised of approximately 17,000 individual main libraries in
the US, Americans made 1.2 billion in-person visits to the public libraries in 2019 (Pelczar et al.
2021) and visited libraries’ websites more than 1.1 billion times in 2021 (Pelczar et al. 2023).
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Public libraries piay a critical role in providing free pub—
lic internet access (Jaeger and Fleischmann, 2007), and
according to the 2020 Public Library Technology Survey
Summary Report, 98.4% of libraries continue to provide this
service (2021). In addition, the primary technoiogy ser-
vices offered by public libraries include teaching basic com-
puter skills (82.3% of libraries surveyed), providing access
to online health (60.7%), online employment (63.5%), and
online ianguage iearning resources (53.1%), as well as offer-
ing digitai iiteracy trainings on generai internet use (82.6%),
online databases use (73.4%), and safe online practices
(58.1%) (Public Library Association 2021). Specificaiiy, the
digital resources and infrastructures provided by the public
libraries across the US were essential for many communities
during the COVID-19 pandemic to stay connected (Bryne
and Visser 2022). While library buildings were closed to the
public during the pandemic, more than 60% of the public
libraries offered Wi- Fi internet access for people outside of
the buildings. In addition, usage of electronic materials and
online services had significantiy increased from FY2019 to
FY2020 given the stay at home or place of residence require-
ments during COVID-19 (Institute of Museum and Library
Services 2023).

Furthermore, the digital services provided by the public
libraries have been particularly valuable to and utilized by
vulnerable groups such as low-income households, individ-
uals with few computer skills, and those of low socioeco-
nomic status, since they rarely have other options for access
to computers and internet services (Vitak et al. 2018). Mar-
ginalized groups such as youth, women, and law-income
families particularly benefit from public computers, inter-
net, or Wi-Fi connection provided at libraries to seck health
information, learn new technologies, discover community
resources, find jobs, and gain workforce skills (McCarthy
2020; Horrigan 2015). Nevertheless, vulnerable groups are
often at a higher risk of being targeted by increased surveil-
lance or becoming victims of data leakage given their lower
digital literacy to protect their private information (Pacific
Library Partnership and LDH Consulting Services 2020).

Protection of patrons’ privacy has long been a criti-
cal mission of public libraries. As stated in the Ameri-
can Library Association’s Library Bill of‘Rights (American
Library Association 2019), “All people, regardless of origin,
age, background, or views, possess a right to privacy and
confidentiality in their library use. Libraries should advo-
cate for, educate about, and protect people’s privacy, safe-
guarding all library use data, including personally identifiable
information.” Thus, libraries are responsiblc for providing
a trustworthy environment for patrons spanning from the
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most privileged to the most vulnerable to access informa-
tion safely (Pacific Library Partnership and LDH Consult-
ing Services 2020). However, as indicated by a recent online
survey study conducted during the pandemic (Wang et al.
2023), notable disparities exist in the practices and chal-
lenges related to patron privacy protections in public librar-
ies. According to this recent study, approximately a quarter
of the survey respondents reported that their libraries do
not have a dedicated policy in place to address patron pri-
vacy. Moreover, more than one quarter of the survey respon-
dents highlightcd a lack of staff’ training in patron privacy
protection, and more than two-thirds of the libraries do
not provide educational materials for patrons on privacy
protection.

While the Wang et al. study offered valuable insights
from more than 700 librarians, ]ibrary staff, and librai‘y
administracors, it lacked adequate participation from infor-
mation technology (IT) professionals affiliated with public
libraries compared to other key stakeholders working in pub-
lic libraries. We believe IT professionals in public libraries
play a critical role in managing software and hardware oper-
ations, efficiently storing data, supporting staff and patrons
in various media and technologies, as well as serving as key
consultants in technology expansion. Therefore, their pro-
fessional perspectives from an operational standpoint prove
useful and necessary when studying privacy practices within
these spaces. To fill this gap, this study is focused on how I'T
professionals perceive patrons’ privacy protections in public
libraries. To gain this perspective, we conducted an online
focus group study that investigated I'T professionals’ prac-
tices and challenges as it applies to their day-to-day work
to protect patrons’ privacy in public libraries. To the best
of our knowledge, this is the first study that focuses on IT
professionals’ views when it comes to patron privacy. Moti-
vated by the results obtained in a prior study that investi-
gated practices and challenges concerning patrons’ privacy
from the viewpoints of librarians and library administrators
(Wang et al. 2023), our research is guided by the following
four primary research questions to explore IT professionals’
perspectives:

e RQ 1: What do IT professionals perceive as the most press-
ing concern or challenge related to patron privacy protec-
tion in pubiic libraries?

e RQ 2: What technologies or practices do their libraries
use to protect patron privacy?

e RQ 3: Of the technologies and services libraries use, what
doIT professionals believe poses the most serious chal-
ienge to patron privacy?
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e RQ 4: From IT professionals’ perspectives, what kind of
tcchnological changcs, if any, should public libraries in
general make to better protect patron privacy?

Related Literature

As stated earlier, since this is the first study of its kind, the
literature reviewed in this section is relevant to our study
while it is not directly comparab]e. Therefore, the literature
reviewed below is focused on the dynamic landscape of pri-
vacy challenges caused by technologies and the diverse prac-
tices proposed to tackle them, such as 1) the privacy risks
caused by technologies in public libraries, and 2) the prior
approaches offered to address privacy concerns related to
these technologies.

Privacy Risks Precipitated by Technologies

According to ALA’s Interpretation of the Library Bill of
Rights, “The right to privacy includes the right to open
inquiry without having the subject of one’s interest exam-
ined or scrutinized by others, in person or online” (American
Library Association 2006). Recent scholarly publications
have highlighted the increased privacy risk associated with
the exposure of patrons’ personally identifiable information
and library—use data. These risks are particular]y relevant to
the use of technologies in libraries. Noh (2017) conducted
a survey reviewing literature on patron privacy focusing on
libraries in the United States and South Korea over the past
few decades. She found the main themes that had been dis-
cussed in the literature were concept of personal informa-
tion and privacy, libraries and intellectual freedom, policies,
guidc]ines7 and laws related to library privacy. In particu]ar,
Noh specifically identified that there had been increasing
risks of damage to patron privacy caused by the greater use
of information techno]ogies in libraries.

Moreover, scholars have called attention to the risks of
privacy exposure caused by new technologies. These risks
extend beyond the applications patrons utilize on their per-
sonal devices, as demonstrated by Sweeney and Davis (2021)
in their examination of privacy concerns associated with voice
assistants. In addition, the adoption of third-party software
within public libraries, such as Axis 360, Hoopla, OneClick-
Digital, OverDrive, and Zinio (Lambert, Parker, and Bashir
2016), making library patrons’ data no longer solely pro-
tected in the hands of the librarians and the patrons. Like-
wise, the advanced smart and digital technologies that library
staffand patrons access in the public libraries (Adetayo et
al. 2021) can inadvertently compromise the privacy of
individuals. It becomes increasingly critical for libraries to
navigate these potential privacy concerns which emerge with
the advent of the new technologies.
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Furthermore, library practices that intended to improve
patrons’ convenience could also bring threat to patrons’
privacy. For example, in order to offer the best services to
patrons, libraries have increasingly relied on cloud-based
services and big data analysis to properly allocate libraries’
funding and resources in the Library 2.0 era (Kritikos and
Zimmer 2017; Tella 2019). Particularly, given the restrictions
on in-person services during the COVID-19 pandemic, the
needs for libraries to provide virtual services also grew. Some
libraries chose to accept free content from vendors given
their lack of‘f‘unding; however, this poses privacy risks for
patrons and libraries given that this content was not licensed
or governed by privacy agreements (White 2021). Utilizing
data and technologies to enhance customer experience while
protecting patrons’ privacy has therefore become challenging
for librarians (Asher 2017, Corrado 2007; Harper and Shan-
non 2017, Pekala 2017).

Prior Studies Related to Privacy Concerns and
Technologies

Researchers have proposed various approaches to address
privacy concerns created by technologies from differing per-
spectives. A few scholars conducted real-world case studies
for creating policies or best practices on protecting privacy.
Marden (2017) shared experience in creating a new privacy
policy at the New York Public Library that follows the “Stan-
dard Privacy Principles” outlined in the ALA’s Intellectual
Freedom Committee’s guidelines. Yoose (2017) and Loter
(2016) examined the practices in the Seattle Public Library
that obscured identifiable data of individual patrons. This
approach not only protects patrons’ privacy but also fulfills
the library’s information needs ofknowing how patrons use
the 1ibrary.

Other literature examined specific new technologies that
could better protect patrons’ privacy, such as VPNs (McAn-
drew 2020), HTTPS (Thomchick and San Nicolas-Rocca
2018), and Tor (Lund and Beckstrom 2021). There have also
been literature aiming to advance ]ibrary ernployecs’ knowl-
edge of and skills on advanced technologies; for example,
Fortier and Burkell (2015) taught librarians the mechanisms
as well as benefits and risks of online behavioral tracking
technology, further instructing librarians how to evaluate
behavior tracking practices and providc patrons digital lit-
eracy education to protect their privacy. Henning (2018)
wrote a quick guide on voice computing programs for librar-
ians to learn what these computing programs are, how they
can be applied to libraries and specific privacy concerns
with these technologies. Researchers have similarly intro-
duced frameworks for ethical data practices that apply to
future data technologies (Lund 2022). The American Library
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Association and scholars also studied libraries’ relationship
with vendors to advise libraries on how to assess cyber secu-
rity issues and review license agreements with vendors peri-
Odically to secure libraries’ data and protect patrons’ privacy
(American Library Association 2015; Ayre 2017; Caro 2016,
Corrado 2020).

Despite the numerous technological and educational
approaches that have been proposed to address the privacy
concerns related to technologies in public libraries, there
are still gaps between the real-world practices and the rec-
ommended best approaches. For example, Breeding’s sur-
vey (2016) on how current library systems address the pri-
vacy and security issues related to patrons found only 13%
of the 1arge academic libraries and 8% of the large public
libraries considered in the survey presented their website
using HTTPS. Furthermore, a content and cluster analy—
sis on public libraries’ data privacy policies revealed less
than 50% of the pub]ic libraries sampied had a data privacy
policy available online (Lund 2021). A review on libraries’
social media policies also indicated the lack of consensus
on privacy protection best practices among libraries using
social media platforms (Cotter 2016). Prior studies have
demonstrated library staff' do not have adequate knowledge
to operate the privacy-protecting technologies used in the
libraries (Maceli 2019) or guard patrons’ privacy in their
daily practices that could involve in working with patrons’
private information (Morehouse et al. 2020). A recent sur-
vey indicated library employees consider employee train-
ings regarding patron privacy protections and resources to
help employees gain knowledge about privacy-enhancing
technologies as the most-needed solutions for patron pri-
vacy protections (Wang et al. 2023). There are undetected
or unaddressed barriers preventing libraries from adopt-
ing appropriate technologies, recommended policies, and
best practices to protect patrons’ privacy. Hence, our study
aimed to work with the IT professionals that interact with
library staff, patrons, and technologies daily in public
libraries to identify their practices and challenges in pro-
tecting patrons’ privacy. To the best of our knowledge, this
study is the first that focused on IT professionals in public
libraries to explore their concerns, learn practicable solu-
tions, and propose achievable guidelines for the library
community.

Methods

This study utilized focus groups to gain insight into patron
privacy protection, as perceived by the IT professionals work-
ing with public libraries. The focus group discussions were
conducted online via video conferencing due to pandem-
ic-related travel and in-person meeting restrictions. This
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format also allowed us to engage with IT professionals from
diverse geographic locations across the United States. We
hosted 10 sessions of online focus group discussions using
Zoom in the Summer of 2021, and each of the sessions had
2 to 5 participants. The participants were assigned to focus
groups randomly based on their availability.

The primary goal of the focus group study is to identify
the technological tools and practices employed by public
libraries to ensure patrons’ privacy protection and under-
stand the challenges IT professionals experience in protecting
patrons’ privacy. To construct the focus group questions, our
research team Comprised 1ibrary privacy experts and Library
and Information Science graduate students with prior work
experience in libraries. More speciﬁcally7 the research team
collaborated with an advisory board of subject matter
experts with diverse backgrounds related to library privacy,
including directors of urban and small libraries, indepen—
dent consultants on 1ibrary privacy and 1ibrary technoiogy7
administrators from national 1ibrary associations, the direc-
tor of the Library Freedom Project, and researchers in the
library privacy field. The advisory board reviewed the pro-
posed questions and provided feedback based on their expe-
rience working with various sizes, areas, and types of public
libraries. Drawing upon a foundation of existing research on
library privacy and the latest American Library Association
Library Privacy Guidelines, we formulated a series of ques-
tions and foi]ow—up inquiries. Fo]lowing the prior survey
that addressed practices and challenges regarding patrons’
privacy protections from librarians’ and library adminis-
tration’s perspectives (Wang et al. 2023), these questions
were designed to answer our research questions from the
following aspects: (1) exploring the most pressing concern
or challenge related to patron privacy the I'T professionals
have faced; (2) recognizing the technologies or practices used
in public libraries to protect patron privacy; (3) identify-
ing the technologies and services the IT professionals think
would pose the most serious challenge to patron privacy; and
(4) assessing the potential technological changes the public
libraries could make to better protect patron privacy. The
focus group study questions and research protocol have been
reviewed and approved by the Institutional Review Board of
the research team’s University.

Data Collection

We focused the recruitment activities on electronic meth-
ods given the limitations surrounding the COVID-19 pan-
demic. A mailing list was compiled to reach out to over
12,500 individuals worked in state pub]ic libraries in addi-
tion to 1ibrary association Working groups such as IT pro-
fessionals associated with the Public Library Association
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Figure l. Types of Areas Serving by Focus Group Partici-
pants’ Libraries

or the American Library Association. We also contacted
library associations representing under-represented minori-
ties (e.g., The National Association to Promote Library and
Information Services to Latinos and the Spanish—Speaking
(REFORMA), the Black Caucus of the American Library
Association (BCALA), the American Indian Library Asso-
ciation, (AILA), the Asian/Pacific American Librarians
Association (APALA), and the Chinese American Librarians
Association (CALA)). The email contained a link for partic-
ipants to sign up for the online focus group discussion. In
the sign-up form, participants were asked to certify that they
work on information technologies and are afhiliated with
public libraries in the US They were asked to provide their
name, library affiliations, email addresses, and availabilities
for researchers to follow up and schedule the online focus
group discussion session that best suited each participant’s
availability. In addition, the participants were asked to spec-
ify whether their libraries are associated with library associ-
ations representing ethnically under-represented minorities
or serving underserved communities. Before joining their
online focus group discussion, participants received a con-
sent form that clearly described the goal, format, and logis-
tics of the focus group discussion. Participants were asked
to read and submit consent to the consent form prior to the
online focus group discussion beginning. During the online
focus group discussion, the sessions were recorded (using
Zoom’s function) and transcribed for the research team to
do analysis. No identifiable information was revealed in the
aggregated analysis results. Upon completion of the online
focus group discussion, all participants were offered an e-gift
card to compensate for their participation.
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Table 1. Participants’ Occupation

Types of Job Titles Count
Directors or Heads of Information Technology 7
Managers for IT departments or IT services 1
IT coordinator 3
IT Technician or Specialist 3
Librarians 6
Non-IT Department Heads 3

Study Participants

We identified participants’ titles and the types of commu-
nity their libraries serve by gathering information from their
self-introductions during the focus group sessions or through
online searches of their names and affiliations. The partic-
ipants in the focus group study were diverse in terms of

the community types they serve and their roles in the pub—
lic libraries. Among the 33 participants, 15% were Working
in libraries serving rural areas (n = 5), around 40% worked

in suburban areas (n = 13), the remainder worked in urban
areas (n = 14) or worked in a library consortium that serves
multiple types of communities (see figure 1). Although none
of the participants are Working in libraries that are
directly affiliated with library associations representing
cthnically under-represented minorities, 36% of the partic-
ipants (n=12) reported their libraries are serving under-
served communities.

The majority of these participants were at the administra-
tion level in charge of the information technology services in
public libraries, including Directors or Heads of Information
Technology (n=7), or Managers for IT departments orIT
services (n = 11) such as Integrated Library System Managers.
Other participants worked at the front line to interact with
information technologies in libraries, including IT coordina-
tor (n=3) and IT Technician or Specialist (n = 3). There were
6 librarians joining the focus group study, 2 of them are tech-
nical librarians. Three of the participants were directors of
non-IT departments but also needed to deal with informa-
tion technologies in their day-to-day work (see table 1).

Content Analysis

To analyze the responses in the focus group discussions, we
conducted a qualitative analysis to identify text-based evi-
dence through a bottom-up approach (Bernard et al. 2016).
For each of the research questions, three researchers were
trained by a senior researcher with extensive experience in
qualitative analysis to closely read a set of responses and iden-
tify the themes or topics described in the text in response to
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cach of the focus group questions. Based on the themes iden-
tified from the first round of annotations, the research team
compiled a coding schema to categorize the themes for each of
the research questions. The annotators then categorized each
response into the corresponding theme. After each annotator
coded the responses independently, the annotators convened
to synthesize the annotation results and agreed on the cate-
gory that best describes each response.

Results

RQ1: What do IT professionals perceive as the most
pressing concern or challenge related to patron
privacy in public libraries?

The most pressing concerns the I'T professionals brought

up during the focus group discussions were those related to
using software, applications, and systems. For example, these
lilorary IT professionals worried about how the applications
used in the library might track interactions patrons have on
public machines. One of the respondents said:

It is unknown what apps on the computer are track-
ing which interactions patrons might have on the public
machines.

Other participants reported that some library systems
have not been updated for many years and do not have the
option to encrypt data or send data over SSL ports. For
example, one IT professional mentioned:

One thing that I've still not been able to resolve is we send
SIP over unencrypted ports as well, every single check in and
check out sent, I don’t know who is really trolling that infor-
mation, you know how big of a concern is it.

Another participant noted:

ISPs (internet service providers) may be tracking what web-
sites you go to . . . seeing all those transactions . . . it’s not
encrypted, that’s plain text transfer.

Participants also indicated library software that works
well for large libraries does not meet the needs of small
libraries. Lilorary staff often needed assistance or authoriza-
tion to configure software features related to patron privacy
such as setting up firewall filters or removing facial recogni-
tion. A respondent indicated:

While we specifically avoided any facial recognition tech in
the cameras, it’s a hardware restriction, or, it may be a built
in feature that we're trying to limit with software, we don’t
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really know if the software is properly limiting this or if it’s
just collecting this data on the back end and sending it out

somewhere.

Furthermore, I'T professionals Working in puhlic libraries
were also concerned with their libraries’ practices in manag-
ing patrons’ data. They noticed their libraries collect more
information than necessary for analysis or lose control of data
shared with the vendors and consortium. They worried if data
left on paper forms or files left in printing machines were
not deleted in time.

Another main concern library IT professionals often
shared is the challenge related to balancing between provid-
ing customer service and protecting patron privacy. They
shared frustrations of not loeing able to help patrons with
limited computer skills to enter the patrons’ private data,
given that cthis would violate their libraries’ privacy policy.
For instance, one I'T professional said:

One of the challenges that we're fighting often is that our
patrons don’t take privacy as seriously as they should, and
so oftentimes they’re willing to take risks that we, as the
library just can’t do so. Balancing security with convenience
is closely tied to that.

Similarly, another respondent also mentioned:

Many of the people who come to use our public computers
are economically disadvantaged. they may not have the skills
to understand cyber security, and I think all of us struggle
with rights to privacy versus convenience.

Other concerns reported were responding to requests
from law enforcement, and the lack of training for staff and
patrons.

A follow-up question was asked to further explore the
concerns these [T professionals have heard from their
patrons or their non-1T-pro colleagues. The participating I'T
professionals were concerned their non-1T-pro colleagues do
not have adequate knowledge and skills in technologies and
patron privacy protections. This concern is related to incon-
sistent procedures and policies within organizations, or staff
having a hard time understanding the culture of the libraries.
As one of the IT professionals noted:

The challenge that I am really having with the staffis the
inconsistency of trying to understand the seriousness of
patron privacy . .. sometimes it’s a workaround. We're having
trouble with technology so then they’ll just give out the refer-
ence desk email address to have somehody send a document.
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But then they’re not getting rid of that email that has personal
information in it.

In addition, another pressing concern the partici-
pants expressed was patrons lack of technical knowledge
and failure to protect their privacy. For exarnple7 patrons
found the filter for internet access inconvenient, over-
shared their information, or left paper forms with pri-
vate information in public areas. On the other hand, some
patrons were aware of the importance of privacy protec-
tions and thus cautious about how their data was being
accessed, used, or shared. For example, patrons questioned
whether their data was tracked on wireless services or pub-
lic computers, worried that others would overhear their
conversations with library staff, were reluctant to show
their photo IDs or share their contacts with library staff,
and suspected whether the government has been watching
their data.

RQ 2: What technologies or practices do libraries use
to protect patron privacy?

According to the study participants, libraries have often
adopted software and hardware to protect patron privacy.
For example, several libraries used Deep Freeze or other ses-
sion management tools to wipe out browsing history and
computer logs after machines reboot. Libraries have often
implemented VPN, data encryption, and firewall to protect
data transferred online. As mentioned by an [T professional
Worl(ing with library consortium:

We require every library o use very specific set of firewalls
and we have VPN connections to every one of those libraries,
that is connected to a staff network, so that ensures at least
that level of access is encrypted and that they’re talking to
our iOS via encrypted method.

Some of the participants also stated that their libraries
replaced traditional patron IDs with a patron barcode sys-
tem to avoid accessing patrons’ private identifiable infor-
mation. Furchermore, some participants indicated that the
public libraries they worked in have applied proper data
practices and policies related to data collection, use, access,
and deletion that protect patrons’ privacy. For example,
some methods noted were logging people out and purg-
ing records regularly after each session, cleaning printing
jobs after each hour, encouraging strong passwords, using
encrypted secure certifications, not mentioning patrons’
personally identifiable information in emails, and deleting
data that was no longer needed. As one of the respondents
noted:
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We were using deep freeze on our publie computers, in addi-
tion to the browser is not storing data in the first place SO
they’re not tracking any reading history R deep freeze wipes
the hard drive functionally when the machines restarted.

Another IT professional mentioned:

[For] the Xerox copier we have kept the job encrypted, so it
would be reprinted but it’s dumped at the end of the night,
so those are gone once that happens.

Our study participants also reported that some librar-
ies have conducted regular privacy audits and have a locked
data center to ensure privacy protection. One IT profes-
sional shared:

For the first time since I've been at my institution my consor-
tium did a security audit, which was really eye opening. For
us to see like where vulnerabilities are and it kind of gives
you a chance to think about how that might affect folks inter-
acting with us through some of our public channels. We're
more aware than we used to be, which is always a good thing.

Some participants stated their libraries would provide
staff documentation and training on security and privacy to
help them gain knowledge on protecting patron privacy. For
example, one IT director noted:

[We offer] continuous training and education for our staff on
the importance of the privacy and data.” The training could
also come from peers, as another respondent mentioned, “I
think one of the biggest things is our staff train our staff to
be aware of different things, such as security awareness train-
ing on phishing attacks.

RQ 3: Of the technologies and services libraries use,
what do IT professionals believe poses the most
serious challenge to patron privacy?

The IT professionals in this study pointed out that some-
times software they are using in the libraries could pose
serious challenges to patron privacy. For example, they men-
tioned that data in patron databases might be breached;

data might not be encrypted propertys; files transmitted over
Wi-Fi service for remote printing could be seen by non-au-
thorized people. The participants have also been worried
about how commonly used software or services, such as Over-
Drive, Open Athens, AWS, Google, SIP2, would handle
patrons’ private data. How the data was collected, accessed,
used, and deleted by library staff could also cause problems
in terms ofpatron privacy protections. Some participating I'T
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professionals argued their library7 or their vendors might col-
lect more data than they need. Some libraries allowing mul-
tiple staff to use shared logins for library system was another
concern. Besides data practices, participants also mentioned
that their policies are outdated. Again, multiple library IT
professionals restated that their most serious concern is
patrons’ lack of knowledge and awareness when they share
their personal identifiable information with ochers or ignore
privacy policy when using libraries’ services.

RQ4:From IT professionals’ perspectives, what kind
of technological changes, if any, should public libraries
in general make to better protect patron privacy?
The changes IT professionals suggested included changes
about enhancing library employees’ (both IT and non-1T
pros’) knowledge and skills on using or conﬁguring hardware
and software, offering patrons’ education and training, and
advocating cultural change led by library administration.
In terms of the changes related to the use or configuration
of hardware and software, the IT professionals suggested
that libraries should enhance browser and firewall to keep
dara anonymized. In addition, libraries should enforce data
encryption, and reduce the data tracked by I'T systems, espe-
cially wireless software managed by third—party vendors. For
example, one respondent mentioned that:

I like the fact that in California, we have an opt out in terms
of tracking . . . so if you go to a web page, you can opt out,
they’re not going to track you. But I don’t think that’s the
case across the country. I wish that we could include some-
thing like that, with our vendors.

Another participant also emphasized:

If analytics are so critical to your business and being able
to gather data and make data driven decisions and things
like that. We just always need to be extremely careful to ano-
nymize any data that we gather so that we’re not tying it
back to specific person.

Some respondents even suggested libraries should develop
their own technologies and software to better protect patron
privacy.

For patron education and training, the I'T professionals
indicated libraries should have a patron disclosure statement
that helps patrons be better informed what information is
being collected when using library services, for what pur-
pose, and how the data would be used. They also suggested
both patrons and librarians should be better educated about
privacy protections. One IT professional said:
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The only thing I would say, and this is a whole other subtopic
is patron education. There’s a lot of things like we can talk
about what we can do to protect them as much as we can, but
they make choices, so I think patron education as a library
focus for privacy concerns is something that’s we need to
spend more time on.

Similarly, another IT professional also emphasized:

I think educating the public is an important thing for us to
do to explain privacy and how what we do to protect them
and why we do what we do.

Last but not least, the library ITs emphasized that besides
technological Changes, changes led by library administration
is critical. One participant eXplained:

I would sayis| don’t think we need technological changes,
other than the will to do them, but we need our concerted
[efforts] by our library administrations to address to talk
about and then remediate these issues. For me it’s not tech-
nological changes, I think it is about cultural change and

resources.

Other participants hoped the administrations of their
libraries could offer more funding to replace old software
that does not follow the best privacy protection practices.
For instance, one I'T professional strongly expressed that:

You might not have the money to keep everything up to date.

. Maybe it doesn't have to be the latest greatest hardware,
but I do need to make sure that it’s as up to date with its
virus protection as it can be. And then it’s up to date with
the latest version of windows on it until if that hardware can
be updated ...you have to make those decisions.

Participants also recognized the urgency ofensuring pri-
vacy protection policies and practices being approved by the
Board of Trustees of libraries.

We did not observe significant differences in discourse
between these focus groups given that the participants were
randomly assigned based on their availability. Neverthe-
less, it is worth highlighting that individuals from smaller
libraries expressed a keen interest in innovative solutions to
enhance their access to shareable resources and expertise.
For example, IT professionals Worl(ing in smaller librar-
ies proposed that library administration should collaborate
with security experts to establish a shared clearinghouse on
secure software or services. This collaboration would enable
informed decision—mal(ing7 particularly regarding patron
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privacy protections, such as selecting appropriate vendors to
work with.

Discussion

Drawing from the insights provided by I'T professionals
during the focus groups, which highlighted challenges, best
practices, and potential improvements related to patron pri-
vacy protection, we have formulated a set of recommended
strategies for public libraries. These strategies encompass
three key aspects: providing adequate training and support
to lihrary staff, urging lihrary administration to align privacy
protection policies with current practices, and enhancing
communications about privacy protections with patrons.

Providing Training and Support to Library Staff to
Interact with Technologies

Based on the responses we received from the focus group
study, we found many participants recognized the need to
configure or update the software and hardware used in pub-
lic libraries in order to better protect patrons’ privacy. How-
ever, libraries sometimes lack control over the technologies,
and need more training for their staff, both IT-pro and non-
I'T-pro, to implement these changes. As many small librar-
ies rely on consortiums to provide unified tech supports

not customized for their libraries, there is an urgent need
for cost-effective and easy-to-use tools or resources that can
help these small libraries to better manage their data and
technologies for patrons’ privacy. This request is consistent
with what we learned from previous licerature: librarians
lack privacy protection training, especially since many were
not able to attend training given COVID lockdowns (Wang
et al. 2023). A prior study confirms that offering employ-
ees education and training can change librarians’ viewpoints
and raise their awareness of patron privacy protection (Noh
2014). Our findings confirm there is still room for improve-
ment with regard to libraries offering employee training

to protect patrons’ privacy, particularly from technology
aspects.

Urging Library Administration to Align Privacy
Protection Policy with Current Practices

As reported in several previous studies, some libraries do
not have a privacy policy in place to guide library employees
on how to protect patrons’ privacy (Wang et al. 2023; Lurd
2021). The findings from this focus group study resonates
with the insights learned from the literature and underscores
the importance of\aligning libraries’ existing policies with
their current practices. For example, changes to privacy
policy and practices are often pending approval by library
administration; therefore, their policy is not comprehensive
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and does not provide details on privacy protection for using
new technologies or dealing with the latest privacy-re-

lated challenges such as data leakage and law enforcement
requests. Concerns that vendors have collected more data
than they need should also be addressed. This requires library
administration to work closely with the lihrary IT profes—
sionals to negotiate with the vendors or set up guidelines
regarding data collection and management, to better protect
patrons’ privacy. From our focus group study, we also found
more than half of the participants were not familiar with

the American Library Association Lilorary Privacy Check-
list. Among those who have heard of or checked the check-
list, most mentioned that the checklist “is a good guideline”
and it was their “goal” to implement the checklist; however,
in reality, they found it was not implementable. There is an
urgent need for administrative support to implement the
checklist and other best practices aimed at protecting patron
privacy.

Enhancing Communications about Privacy
Protections with Patrons
One of the major challenges IT professionals reported when
implementing best practices of patron privacy protections
is patrons lacking the awareness and accurate knowledge
toward protecting their own privacy. Although some patrons
are aware and concerned about whether their data or infor-
mation behavior would be seen and tracked loy lihrary staff,
other patrons, or third- party vendors, many IT profession-
als indicated their patrons did not pay attention to privacy
or felt inconvenienced when being asked to follow privacy
policy; especially among those who have lower digital literacy
and need library staff’s assistance to complete tasks on com-
puters or online. This has been relatively common in rural
and suburban libraries serving underserved areas where the
IT professionals mentioned that they are Working in a small
community where library staff and patrons all know each
other; thus, patrons do not voice any privacy concerns and
feel frustraced when the library staff cannot enter private
information for them “given privacy policy.” In addition, as
some participants confessed, it is not rare that library staff
need to trade patrons’ privacy for patrons’ convenience per
patrons’ requests. They recognized themselves or their col-
leagues were forced to follow the privacy policy “flexibly”
to fulfill patrons’ needs; such comprise especially occurs in
libraries serving smaller neighborhoods, since the librarians
know the patrons standing in front of them and are more
likely to bend the rules for such patrons.

To address these concerns, our study participants sug-
gest that public libraries can develop and offer education
or training on privacy protection to library patrons. For
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example, Libraries should provide publicly available and
easy-to-understand education materials that clearly state
what data would be collected from the patrons for which
purpose to increase privacy protection awareness and knowl-
edge not only among the staff but also among the patrons. In
addition, libraries could provide technology classes on pri-
vacy to patrons with lower digital literacy, such as English—
as-Second-Language patrons who often share private infor-
mation with library staff given that they need librarians’ heip
to fill out online applications. Moreover, libraries should have
clearer privacy poiicies with vulnerable popuiations7 like
juveniles, or offer patrons options to opt in or opt-out from
library services.

In addition to the aforementioned points, as the study
participants reiterated, it is vital to underscore the impor-
tance of fostering a robust culture of patron privacy protec-
tion within public libraries. This responsibility is not exclu-
sive to library administration alone, but extends to every
stakeholder involved, inciuding 1ibrary staff, both I'T and
not-IT prof‘essionais7 and library patrons. Protecting patrons’
privacy in public libraries is a collective effort that requires
aligning practices, polices, funding, resources, and technol-
ogies to ensure the effective implementation of privacy pro-
tection measures. By recognizing shared responsibility and
actively engaging all stakeholders, public libraries can create
a safer and more privacy-conscious environment to protect
patrons’ privacy.

Conclusion

This focus group study was conducted to uncover the unique
practices and challenges IT professionals have encountered
in their daily work to protect patrons’ privacy. To the best of
our knowledge, this is the first focus group study that fea-
tured insights from IT professionais, who work at the fore-
front to safeguard patrons’ privacy in pubiic libraries. I'T
professionals found balancing between protecting patrons’
privacy and providing customer service has been a serious
challenge. They were concerned with the libraries’ practices
on using patrons’ data, expressed the need for more support
on configuring software and hardware, and hoped to work
with library administrations to improve policy and practices
on patron privacy protections. The participants in the focus
group study observed discrepancies between their librar-
ies’ privacy policy and actual practices when their colleagues
do not strictly adhere to the privacy policy, sometimes due
to patrons’ requests. Our work makes the unique contribu-
tion of‘identifying the concerns and chalienges library IT
professionals have that need to be addressed to better protect
patrons’ privacy in public libraries. Public libraries serving
underserved communities confront the dual challenge of
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limited financial and technological resources while striving
to balance customer service and privacy protection, espe-
cially for patrons with lower digital literacy. This is espe-
ciaily important in the context of rural and small libraries
which have several vulnerabilities in their library operations.
We also identified the technologies and practices I'T profes-
sionals use to enhance privacy protection and the technical
changes they hope to implement. From these findings, we
conclude enhancing patrons’ privacy protection communica-
tion could mitigate the discrepancies between privacy policy
and practices. Library employees sometimes are forced to vio-
late privacy policy when patrons are unaware of or unwilling
to follow the best privacy protection practices and request
the library employees to trade patrons’ privacy for conve-
nience. Patrons’ privacy protection education could empower
patrons, especially vulnerable populations in underserved
communities that highly reiy on IT resources in libraries

but with lower digital literacy, to better protect their pri-
vacy. We also noticed that many library staff requested addi-
tional support or guidelines that would help them work with
the technologies in public libraries more smoothly. Library
administration also plays a critical role in maintaining up-to-
date privacy policies and practices. Our findings identify the
need for further research to explore what might be missing
in the library po]icy7 what kind of‘training can help patrons
better understand privacy protections, and what guidelines
or resources should be offered to support libraries to address
these challenges on protecting patrons’ privacy.

Limitations and Future Directions

Our focus group study was conducted during the COVID-19
pandemic; thus, many participants were Working remoteiy.
Although we asked participants to respond based on their
regular practices as they had been implemented before and
during COVID when they joined the study, some responses
might still have been impacted given the fact that people
could not meet or work in-person at library sites at the time
of the study. In addition, though we clearly stated that all
the responses would be anonymized in publications, some
participants might still tend to not reveal the failures they
observed, or the changes needed to be made to the current
privacy policy or practices in their libraries given social
desirability bias.

To further replicate and investigate these findings, it
would be beneficial if existing privacy protection policies
of public libraries were collected and analyzed to better
understand best practices as well as policies that would need
revisions. This type of study would inform libraries that do
not have a poiicy in place or need heip with reviewing and
updating their current privacy policy. Additionaliy, given

FALL 2023 37



that many smaller-sized libraries do not have the resources
to address the discrepancies between their privacy protection
practices and policy, we are working to develop and distrib-
ute guidance and automated tools that can help in a technical
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aspect, supporting library staff with limited technical back-
ground to assess and improve the security and privacy level
of their current library systems.
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