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P rivacy is governed by an array of laws in the United States, and this paper exam-
ines one facet of privacy regulation: the privacy of students’ academic records. The 
Family Educational Rights and Privacy Act (FERPA) protects the privacy of these 

records, but how do students understand their rights under FERPA, especially with the 
development of big-data and learning-analytics technologies that demand unprecedented 
sharing of student data? This paper begins to answer that question by examining existing 
literature on privacy in general and with regards to FERPA specifically. It suggests that 
FERPA places most of the power in controlling student data in the hands of educational 
institutions but is ultimately unable to address many legal and ethical concerns around cur-
rent uses of student data. FERPA’s ineffectiveness makes it imperative that students under-
stand their rights and are able to protect their own privacy, yet many students are probably 
not fully aware of their rights and privileges under FERPA. However, further empirical 
research is needed to explore exactly how students understand their FERPA rights and the 
implications of student perceptions of academic privacy.

Privacy concerns abound with the development of big-
data technologies that collect and analyze everything we 
do online, the explosion of social media, and increasing 
security breaches into corporate and governmental troves 
of data. Though individuals may be aware of some basic 
strategies to protect their personal privacy, most are less 
likely to be aware of the safeguards in place around spe-
cific types of records—such as their academic records—or 

their rights associated with those safeguards. In the United 
States, the Family Educational Rights and Privacy Act of 
1974 (FERPA) governs the privacy of academic records. 
FERPA can be a useful tool for protecting personal infor-
mation in academic contexts, but those who are not high-
er-education professionals often do not understand its 
full implications or even its general purpose as it applies 
to people learning and working in higher-education 
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institutions. It is key that students in particular understand 
their privacy rights under FERPA to ensure those rights 
are protected. 

FERPA itself has been well documented from the 
points of view of several higher-education profession-
als and legal scholars, but those it is designed to pro-
tect—college students—have largely been neglected in 
the scholarship about FERPA. This paper brings together 
different existing strands of literature to begin to fill that 
gap. I will start by discussing American privacy law and 
FERPA generally, then examine scholarship on FERPA, 
on how students’ data is being used in higher-education 
contexts, and on college students’ perceptions of privacy 
in other contexts. I conclude that FERPA is unable to 
address many legal and ethical concerns around current 
uses of student data—making it imperative that students 
understand their rights and are able to protect their own 
privacy—yet many students are probably not fully aware 
of their rights and privileges under FERPA. Though the 
extant literature tentatively supports this conclusion, addi-
tional empirical research is necessary to confirm it.

Privacy as a Legal Right in the United 
States

Though the right to privacy is not specifically mentioned 
in the US Constitution, the United States has signed a 
many international treaties in which the right to pri-
vacy is protected, including the Universal Declaration of 
Human Rights (1948), the American Declaration of the 
Rights of Man (1948), the International Covenant on 
Civil and Political Rights (1966), and the Convention 
on the Rights of the Child (1989). Warren and Brandeis 
(1890) first articulated the right of privacy in the United 
States in its modern form, arguing that privacy protections 
went beyond protections from purely physical intrusions 
to include the “right to be let alone” in all aspects of life. 
Privacy protections have since evolved from the definition 
articulated by Warren and Brandeis to include the more 
active right of individuals to control their own informa-
tion (Langenderfer and Miyazaki 2009, 381). The right 
of privacy is also interwoven through the Constitution; 
the Supreme Court ruled in Griswold v. Connecticut that a 
“penumbra” of privacy protections emanates from the Bill 
of Rights, especially the First, Third, and Fourth Amend-
ments (Griswold v. Connecticut 1964). 

Legal precedent has established that the Constitution 
offers general privacy protections, but no single, compre-
hensive privacy law exists in the United States. There is a 
strong precedent of privacy litigation in civil cases (torts), 

in which one individual can sue another for infringing 
upon their privacy, but these torts have not been officially 
codified. One of the more broad-reaching pieces of pri-
vacy legislation in the United States is the Privacy Act of 
1974, which protects all private information collected and 
distributed by federal agencies. While this legislation is 
comprehensive in that it protects all such information, it 
is limited in that it only applies to information collected 
by the government. It has no bearing on the vast amounts 
of information collected by private entities (Privacy Act 
of 1974). Most existing privacy legislation in the United 
States only addresses one type of information; for exam-
ple, the Right to Financial Privacy Act of 1978 protects 
financial information, while the Health Insurance Porta-
bility and Accountability Act of 1996 includes provisions 
to protect sensitive health information.

The Family Educational Rights and Pri-
vacy Act

The Family Educational Rights and Privacy Act (FERPA) 
is one of the laws created to protect individuals’ privacy 
in a specific area, namely the privacy of academic records. 
FERPA was enacted in 1974 to create a unifying national 
policy for dealing with educational records. “Academic 
records” are defined by the US Department of Education 
as “those records that contain information directly related 
to a student and which are maintained by an educational 
agency or institution or by a party acting for the agency 
or institution” (“FERPA General Guidance for Students” 
2015) A student’s academic record contains information 
specifically about them, such as grades and disciplinary 
violations. In this paper, “academic records” and “stu-
dent data” are used interchangeably, in recognition of the 
recent expansion of the types of information that comprise 
academic records. Prior to FERPA, academic records were 
subject to state laws, which created a confusing patch-
work of governance that often gave students and parents 
little access to academic records while allowing access to 
outside authorities without consent from or notification of 
the student themselves (Elliot, Fatemi, and Wasan 2014, 
36). Today, FERPA gives the student (or the student’s par-
ents or guardians) access to and control of their academic 
records. 

FERPA grants parents or legal guardians the right to 
control their child’s records until the student reaches the 
age of eighteen, at which point that right transfers to the 
student. These students are referred to as “eligible stu-
dents.” However, institutions can release information to 
parents without an eligible student’s consent if the student 
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is claimed as a dependent on the parent’s income tax state-
ment (“FERPA General Guidance” 2015). Control over 
academic records under FERPA has three main aspects:

1.	Parents or eligible students have the right to review 
their academic records. 

2.	Parents or eligible students may request correction of 
the record if they believe an error has been made. 

3.	Educational institutions may not release those records 
(with a few exceptions) without written consent of 
the parent or eligible student.

Educational institutions are allowed to share “direc-
tory information,” including the student’s name, address, 
date of birth, dates of attendance, and honors or awards 
given to the student, without consent. Parents or eligible 
students can choose not to have that directory information 
shared, but they must submit an official request to the uni-
versity. Full academic records may be shared with other 
entities under certain circumstances; law enforcement 
officers, for example, can access student academic records 
without parent or eligible student consent.

In addition to guaranteeing parents and eligible stu-
dents the rights outlined above, FERPA compliance 
includes mandatory annual notification of all parents and 
eligible students of their rights guaranteed by law. This 
notification must include the institution’s disclosure of 
directory information and any other potential disclosures 
of students’ academic records, and inform parents or eligi-
ble students how to opt out of that disclosure. 

FERPA in Practice
Though FERPA establishes minimum federal require-
ments for the protection of students’ academic records, in 
practice it places almost all power in implementing those 
protections in the hands of the educational institutions and 
leaves individual students with few realistic options for 
determining how their records are shared. One import-
ant way that this power dynamic plays out is in the lack of 
a meaningful enforcement mechanism. The only pen-
alty specified by FERPA that the offending institution 
can receive for improperly releasing academic records is 
the loss of all federal funding, a punishment so severe that 
it has never been implemented. As the Supreme Court 
ruled in Gonzaga University v. Doe (2002), FERPA cre-
ates no “personal rights to enforce” provisions of the law, 
so students cannot use FERPA to sue a private univer-
sity for releasing their academic record to unauthorized 
persons. The only options available to students who feel 
their information has been improperly disclosed to a third 

party are either to file a written complaint with the Fam-
ily Policy Compliance Office, though there is no guaran-
tee that their complaint will be addressed, or to sue under 
a relevant state law, though not all states have such laws 
(Sidbury 2003, 676). The lack of options for complainants 
means that the Department of Education and educational 
institutions hold most of the power in deciding how and 
when disclosure of student information to third parties 
is acceptable, and institutions have been moving toward 
allowing increased disclosure to a variety of parties in 
recent years (Rotenberg and Barnes 2013, 57).

Loopholes that allow for the disclosure of student infor-
mation to third parties also minimize the amount of con-
trol that students have over their own records. Sometimes 
that disclosure is done in the name of national security 
and personal safety. The terrorist attacks on September 
11, 2001, and the Virginia Tech shooting in 2007 each 
reignited the debate on how much student information 
institutions should be required to disclose to law enforce-
ment officials, parents, and other third parties (Khatch-
eressian 2003, 479). Both led to expansions of how and 
when student records can be shared in situations that affect 
the health and safety of a student or the community, thus 
expanding the discretion granted to institutions in dis-
closing students’ academic records without their consent 
(Humphries 2008, 149). 

FERPA in the Digital Age
While it is difficult to argue against increased information 
sharing in service of safety and security, institutions have 
been presented with other challenges to protecting the 
privacy of student records that are less straightforward, and 
FERPA does not offer clear guidance on how to proceed. 
One significant issue is that FERPA was created in a time 
of paper educational records and is based on the idea of 
controlling access to those physical records. Today, student 
records are almost all digital, and digital records present 
a different paradigm for privacy protection than physical 
records—one that FERPA does not address. It is much 
easier to create and share digital records that contain much 
more information than physical records (Zeide 2016, 
342); for example, digital records can amalgamate elec-
tronic data from different services across campus and share 
those records in an instant, while physical records are 
much more siloed. Technological factors, such as the soft-
ware used to create, maintain, and share digital records, 
also play a significant role in how privacy protections 
are actually implemented because of the limitations they 
impose and the institutional norms they embody (O’Don-
nell 2003, 680). Additionally, even experts on FERPA 
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disagree on what kinds of information now being col-
lected (such as geolocation data collected through ID-card 
swipes or browsing data from campus Wi-Fi use) count 
as part of the “academic record” and are thus protected 
under FERPA, again giving institutions significant lati-
tude in how they collect and share student records (Was-
son 2003, 1358). 

In addition to technological factors, legal decisions have 
also changed how institutions can share student infor-
mation under FERPA. Changes to the “School Official 
Exception” in 2008 allowed institutions to share student 
information with third parties without disclosure or con-
sent. Under this exception, institutions have discretion 
to share information with third parties as long as shar-
ing serves a “legitimate educational interest,” provided 
that the third party also takes measures to secure the stu-
dent records (Zeide 2016, 343). This provision originally 
existed to simplify sharing student information with dif-
ferent units across campus, but it now covers contractors, 
consultants, volunteers, and any other group or individual 
to whom the institution has outsourced services or func-
tions (360). The exception was revised in response to the 
proliferation of third parties that work with everything 
from dining services to attendance to learning manage-
ment systems (LMS), all of which require access to FER-
PA-protected student data. Institutions are now free to 
share any information in a student’s academic record with 
any third party that they designate a “school official,” and 
FERPA does not obligate them to obtain student consent, 
thus further shifting the balance of power in controlling 
student records away from the students.

Big Data, Learning Analytics, and Student Privacy
An emerging trend in higher education that FERPA does 
not adequately address and that continues to tip the bal-
ance of power over the privacy of student data toward 
institutions and third parties is the use of “big data” and 
learning analytics to drive institutional decision-making 
and improve student learning outcomes. “Big data” refers 
to datasets that are distinguished by their volume, variety, 
and velocity—that is, datasets that contain unprecedented 
amounts of data that comes from many different sources 
and can be analyzed and shared quickly (Executive Office 
of the President 2014). In the higher-education context, 
big-data techniques allow the collection, synthesis, and 
analysis of data from disparate systems across campus to 
create comprehensive profiles of students that go beyond 
the traditional “academic record.” 

Learning analytics are a particularly promising aspect 
of big data’s implementation in higher education. Slade 

and Prinsloo (2013) define “learning analytics” as “the 
collection, analysis, use, and appropriate dissemination 
of student-generated, actionable data with the purpose of 
creating appropriate cognitive, administrative, and effec-
tive support for learners” (1512). Learning analytics offer 
the promise of providing institutions and instructors with 
more detailed, accurate assessments of student progress, 
learning, and engagement that can contribute to better 
recruitment and retention as well as create learning expe-
riences tailored to the needs of each individual student. 

Despite the pedagogical potential of learning analyt-
ics, they present significant ethical issues that have not 
been resolved, especially as many learning-analytics sys-
tems are developed and implemented by parties outside 
the institution of higher education. These issues do not 
preclude the use of learning analytics, as real institutional 
and individual benefits can be derived from them, but the 
ethical concerns should be considered as learning-analyt-
ics systems are implemented. Slade and Prinsloo (2013) 
note three areas of concern in particular: the “location 
and interpretation of data; informed consent, privacy, and 
deidentification of data; and the management, classifica-
tion, and storage of data” (1511). Similarly, Pardo and Sie-
mens (2014) detail four principles that must be addressed 
in the implementation of learning analytics: transparency, 
student control over data, right of access, and account-
ability and assessment. Rubel and Jones (2016) hold that 
autonomy—control over personal information—is an 
important condition of privacy, and learning-analyt-
ics systems remove data from student control and thus 
violate students’ autonomy. These papers bring up issues 
of privacy that are not addressed by FERPA, especially 
regarding institutional and student access to and control of 
information that is collected, analyzed, and stored by third 
parties. Removing this data from direct institutional con-
trol removes transparency from the process of information 
collection, storage, and use, and leaves data more vulnera-
ble to exploitation and unauthorized sharing. 

Deidentification of student records when they are 
handed over to a third party has been proposed as a way 
to mitigate privacy concerns, but this has proved to be 
an impractical solution. Rubel and Jones (2016) point 
out that learning analytics must link to personal student 
information to provide a truly customized experience, 
so deidentifying information given to the providers of 
learning-analytics systems defeats the purpose of those sys-
tems (144). Additionally, big-data technologies like those 
employed in learning analytics actually have the capability 
to create new identifying information or reveal identify-
ing information that had been previously removed (Young 



J O U R N A L  O F  I N T E L L E C T U A L  F R E E D O M  A N D  P R I V A C Y   _   S U M M E R  2 0 1 7 2 7

B eyond      C ompliance          _  F E A T U R E

2015, 550). Therefore even student records shared with 
a provider of learning analytics with the best intentions 
may share students’ personal information without their 
knowledge.

Even though such sharing of student information 
would seem to be a violation of student privacy because 
personal data is shared outside of the institution without 
students’ explicit consent, institutions are still compliant 
with FERPA under these conditions as long as the pro-
vider of learning analytics is designated a “school official.” 
Students have little recourse to protect their records or 
prevent such information-sharing because of the lack of 
meaningful enforcement provisions in FERPA, and large-
scale data collection and analysis has become so common-
place in higher education that escaping it entirely is nearly 
impossible. Participation in the system of higher education 
in the United States now implicitly requires that students 
consent to sharing their personal information with third 
parties with little transparency or control over their own 
information. Big data and learning analytics continue to 
shift the balance of power over student privacy away from 
students and toward institutions.

Institutional privacy policies are not currently designed 
to give students autonomy over their own data; rather they 
are designed to keep the university in compliance with a 
law that does not adequately address the way that student 
data is collected, shared, and used. Therefore some argue 
that institutions have a moral and ethical obligation to 
take steps beyond what is mandated by FERPA to pro-
tect students’ privacy and give students more control over 
their own records. Prinsloo and Slade (2015) state that 
institutions “have a moral obligation to not only make 
students aware of the implications [of sharing data with 
learning-nalytics systems], but also to provide a platform 
for empowering students with civic agency regarding their 
data” (89). Similarly, Tene and Polonetsky (2013) argue 
that “individuals must be offered meaningful rights to 
access their data in a usable, machine-readable format,” 
noting that current access rights under FERPA are not 
easy to employ or particularly useful, as requests are not 
answered quickly and records are often provided in hard-
copy only (242). These actions would shift the balance of 
power away from institutions and toward students, giving 
students more autonomy over their own data and empow-
ering them to determine how and when their data is col-
lected and shared. 

Students and Privacy
The purpose of this paper is not to argue how or why 
FERPA should or should not be amended, but rather to 

examine FERPA’s impact on those it is designed to pro-
tect: students. Any amendments to FERPA or changes 
in institutional policy, especially those designed to give 
students more control over their own records, can only 
be successful if students are aware of how their data is 
collected and used and of their rights under FERPA and 
institutional policies. Currently, very little scholarship 
exists to confirm whether students understand how their 
academic data is being collected and used, or what their 
legal rights and privileges to that data are.

However, several studies have been conducted on 
young adults’ (college-age individuals) awareness of online 
privacy more broadly, and students’ awareness of privacy 
issues online can be used to gain insight into their aware-
ness of other aspects of privacy, though the comparison 
is not perfect. The traditional freshman class of 2017 was 
mostly born in 1998–99; they likely do not know of a 
time before the internet. This means that most college 
students have some idea of privacy issues online. Several 
studies have demonstrated that students are concerned 
about their privacy and aware of potential threats to their 
privacy or security in the online environment, but that 
awareness is not often translated into action to protect 
their privacy (Bryce and Fraser 2014; Hargittai and Mar-
wick 2016; Johns and Lawson 2005; Soffer and Cohen 
2014; Youn 2005).

Many students often do not take action to protect 
their privacy for a variety of reasons. Most college stu-
dents today grew up in the internet age, so privacy threats 
have been normalized; data collection is routine, so it is 
not perceived as truly threatening (Bryce and Fraser 2014, 
304). In a study conducted by the Pew Research Cen-
ter, several of the college-age participants spoke casually 
about privacy risks. One stated, “If someone pays enough, 
nothing is really private. Only way I see to really keep 
private, you have to stay off [the] Web” (Madden et al. 
2014). Later comments show that the participant does not 
seem willing to take the drastic step of staying off the web 
entirely, demonstrating that the threats to their privacy are 
not serious enough to deter online participation. 

Another reason many students continue to use online 
services that threaten their privacy is that they perceive 
the benefits as outweighing any potential loss of privacy. 
They may recognize that in signing up for a website or 
using a service, they are allowing an outside party to 
access their personal information, but that loss of privacy 
is not enough to deter them from using the service (Youn 
2005, 104). Social networking sites (SNS) like Facebook 
and Twitter are among the top websites used by college 



J O U R N A L  O F  I N T E L L E C T U A L  F R E E D O M  A N D  P R I V A C Y   _   S U M M E R  2 0 1 7 2 8

B eyond      C ompliance          _  F E A T U R E

students that have potentially serious consequences for 
personal privacy. Soffer and Cohen (2014) note,

Although adolescents are concerned about their security, the 
merits of having an SNS profile and participating in social 
networks is so important for students that they are willing to 
cope with a certain degree of privacy threats. . . . Students 
are willing to act in opposition (e.g., by signing an online 
petition) if an action is threatening their privacy; but only 
very few students are willing to quit an SNS, despite the 
identification of privacy threats. (153) 

Many students are often aware of the privacy risks asso-
ciated with social networks, but the social capital associ-
ated with using social media overrides any privacy con-
cerns. This combined with the prevalent view of online 
privacy invasions as routine means that college-age indi-
viduals often act in opposition to their privacy rights.

However, students’ privacy behavior may not only be 
caused by a simple disregard of the risks. Privacy notices 
and disclosure statements are notoriously complex and dif-
ficult to read, which means that they are often skimmed 
or skipped entirely. They thus do not fulfill their intended 
purpose: to tell users how their information may be col-
lected and used, that is, what potential threats the web-
site or service poses to users’ privacy. The Gramm-
Leach-Bliley Act of 2001 requires all financial institutions 
to explain their information-sharing practices, and many 
nonfinancial entities collecting user information also 
employ similar notification policies. However, the poli-
cies detailing information-disclosure practices are often 
written in legalese and are designed to protect the entity 
from future litigation, not to empower the user to make 
informed decisions about their privacy (Milne and Culnan 
2004, 24). 

Proctor, Ali, and Vu (2008) analyzed one hundred dif-
ferent privacy policies and found that the typical policy 
requires thirteen years of education to fully comprehend. 
Though that is equivalent to some college education, most 
college students could not pass the comprehension tests 
administered by the researchers (326). Even entities that 
participate in “privacy seal programs,” in which they dis-
play a graphic on their website that supposedly demon-
strates their commitment to privacy protection, often have 
complex privacy policies that do not necessarily align with 
the values communicated by the seal (Larose and Rifon 
2007, 128). The readability issues with most privacy pol-
icies mean that few people actually read them—most just 
click through because accepting the terms and condi-
tions (including the privacy policy) is required for use of 

the website. If the privacy policy looks too complex, even 
someone who is concerned about his or her privacy is 
unlikely to read it (Milne and Culnan 2004, 24). 

The ubiquity of privacy policies contributes to the nor-
malization of privacy risks, especially to college students 
who have existed in the online space their entire lives. All 
the above factors contribute to students’ general awareness 
of privacy issues, but also to their limited understanding 
of the actual privacy risks of this information age and the 
laws that exist to protect their privacy. Though Johns and 
Lawson (2005) found that 95 percent of students surveyed 
were concerned about their privacy (491), only a third of 
students were aware of the USA PATRIOT Act, argu-
ably one of the most significant threats to privacy in recent 
years (490). These same students also agreed that universi-
ties should take steps to protect student data, including 91 
percent who agreed universities should not share student 
information with outside parties (492). 

Students understand that they should be concerned 
about their privacy. They understand that online partici-
pation comes with privacy risks. However, they are often 
unaware of the specific risks posed by different online 
entities, and they are unwilling to cease use of a website 
or service if they perceive the benefits of using that service 
to outweigh the risks—even if their perception of the risks 
is not in line with reality. If students are unaware of the 
privacy risks they face with the online services they use on 
a regular basis, then how do they understand the privacy 
risks associated with their academic records and the laws 
designed to minimize those risks?

How Students Understand FERPA
Most college students are demonstrably interested in their 
privacy; however, while studies of young adults’ percep-
tions of their privacy generally or in online settings can 
give researchers some insight into how college students 
perceive and manage their privacy, they cannot completely 
explain how students understand the privacy of their aca-
demic records. The higher-education setting presents dif-
ferent challenges to protecting privacy than social media 
or other online settings, causing students’ perceptions and 
expectations of privacy to change. For example, a student 
may be upset about unflattering photos circulating on the 
internet, but they may be much more perturbed about 
their grades or disciplinary records being shared without 
their knowledge or consent because of the sensitive nature 
of those records and the expectation that their institution 
should protect those records. These records can have a sig-
nificant impact on students’ future employment prospects 
and their reputation in general, so students’ understanding 
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of how their academic data is collected and used, and of 
their FERPA rights to control and protect that data, is 
crucial. 

Despite the implications for students, scholars have 
rarely researched if and how students think about their 
academic records and, relatedly, how they understand their 
FERPA rights. Authors such as Rubel and Jones (2016, 
154) and Slade and Prinsloo (2013, 1516) assert that stu-
dents lack awareness of how their academic data is being 
used but do not adequately support their claims. Anecdotal 
evidence (including the author’s personal experiences as 
an academic advisor) and interviews collected by the Pew 
Research Center (Rainie and Anderson 2014) support this 
assertion, but very few studies have rigorously addressed 
this issue. 

In 2011, Martin Dowding published one of the few 
studies of students’ understanding of their academic pri-
vacy, concluding that students were not concerned about 
their privacy as a right and did not understand laws 
designed to protect the privacy of their academic records. 
Dowding used focus groups to evaluate students’ compre-
hension of a Canadian law passed in 2006, the Freedom 
of Information and Protection of Privacy Act (FIPPA). 
FIPPA includes provisions similar to FERPA that require 
Canadian educational institutions to protect the privacy 
of their students’ records. Dowding’s results showed four 
major issues in how students thought about the privacy of 
their academic records:

1.	Students were fairly uninformed about their privacy 
rights in general.

2.	Students knew very little about laws designed to pro-
tect their privacy, including FIPPA.

3.	Students expressed interest in several ways for the 
university to disseminate information about privacy, 
but were unaware that those means were already 
being utilized.

4.	Students did not necessarily think of privacy as a 
right. (Dowding 2011, 25)

Each of these issues contributes to a lack of concern 
and understanding by students about the privacy of their 
academic records. Though Dowding studied Canadian 
students, and the law in question is much newer than 
FERPA, I posit that similar issues exist in American 
higher education. 

Several recent studies have examined students’ percep-
tions of sharing their data with learning-analytics systems 
independent of their knowledge or understanding of exist-
ing privacy protections. Many students are accustomed to 

the online learning environment, and expect learning-an-
alytics systems to offer a broad variety of academic support, 
such as self-assessments, personalized learning activities, 
and content recommendations (Ifenthaler and Schum-
acher 2016, 933). Most students surveyed understood that 
their data has educational value (Arnold and Sclater 2017), 
and did not have significant reservations about allowing 
their data to be used in learning-analytics systems (Sclater, 
Peasgood, and Mullan 2016). In this case, students’ feelings 
about allowing their academic data to be used are similar to 
their perceptions of their online privacy: they accept some 
decrease in personal privacy because they see value in how 
their information is used.

However, students did express a desire to maintain 
some level of control over the data they shared, similar to 
the suggestions made by Slade and Prinsloo and Tene and 
Polonetsky. Most did not object to sharing academic data, 
such as grades and LMS data, but were reluctant to share 
more personal data, such as data harvested from social 
media sites (Ifenthaler and Schumacher 2016, 934). Big-
data and learning-analytics techniques are now capable of 
collecting and synthesizing such data with academic data, 
so such a choice would require a more sophisticated mech-
anism to opt out of data sharing beyond just restricting the 
use of their directory information, as well as an improved 
informed-consent process (Slade and Prinsloo 2015, 26).

Though these studies are useful in that they address 
what students might hypothetically be willing to share, 
they either ignore existing policies to protect student pri-
vacy altogether or explain those policies as part of the 
study. They do not assess student’s prior knowledge of 
FERPA and the protections it does (or does not) grant 
them, nor do they assess students’ understanding of how 
their academic records are actually being shared and used. 
Thus these studies do not allow us to accept or reject the 
conclusion that students do not understand how their aca-
demic records are collected, shared, and protected under 
FERPA. 

FERPA Notifications
Even if students are willing to share their academic data, 
FERPA in its current incarnation does not facilitate the 
kind of informed-consent and opt-in procedures for 
which scholars advocate and some students seem to want. 
The legally mandated notifications could be an avenue 
to educate students and clarify the procedures for opting 
out of the disclosure of directory information. Johns and 
Lawson (2005) state the importance of this mandatory 
notification: “Students’ ability to opt out, or likelihood of 
doing so, depends on how aggressive the university is in 
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informing the students about FERPA, or how aware the 
student is of the policy” (487). However, there are sev-
eral major problems with the current system of notifica-
tion that impact students’ comprehension of their FERPA 
rights and their ability to opt out of disclosure. One is that 
FERPA notifications have many of the same readability 
issues as commercial privacy policies. Another issue is the 
lack of follow-up to the notification itself. 

To cover all of the information required by law, 
FERPA notifications are long. They are also written in 
legalese to make sure the institution has met all of their 
disclosure requirements. These factors mean that FERPA 
notifications are often inaccessible to parents and eligi-
ble students because of their complexity. For example, the 
University of Maryland’s 2015 FERPA notification email 
was more than one thousand words long, and it had the 
highest estimated Flesch-Kincaid reading level possible, 
meaning that the user would need at least a high school 
education to understand it. This FERPA notification is 
not an exception; it is in line with the readability of most 
other privacy notifications, which require on average thir-
teen years of education to fully comprehend (Proctor, Ali, 
and Vu 2008, 326). 

That FERPA notifications are lengthy and complex 
has serious implications for their utility. FERPA notifica-
tions cover similar content and have similar problems as 
commercial privacy policies, which means that users are 
unlikely to read them thoroughly or at all. Therefore most 
people probably do not truly comprehend their rights 
under FERPA or how the educational institution uses and 
shares their academic records and personal information. 
Though the institutions are compliant with the letter of 
the law, they are not fulfilling the spirit of the notification 
requirement.

There are several other ways institutions communicate 
information about FERPA to students beyond the offi-
cial FERPA notifications. One is the institutional web-
site, which usually has a page that covers roughly the same 
information as the FERPA notifications. While the notifi-
cation may link to this webpage, it is not generally publi-
cized or referred to on a regular basis at many institutions. 
FERPA rights may also come up in circumstances where 
they actually apply, such as an academic advising appoint-
ment with an eligible student whose parent(s) would like 
to participate. In that case, it is the responsibility of the 
university employee (the academic advisor) to explain the 
student’s FERPA rights in that situation, and to have them 
sign the necessary waiver to allow the disclosure of their 
academic records to a third party.

While the information provided online can certainly 
be useful, and university employees are trained to deal 
with FERPA issues, neither of these methods of outreach 
about FERPA rights constitutes sufficient follow-up to the 
email notification to ensure that students actually under-
stand their rights. If students do not read or fully under-
stand the official FERPA notification and only minimal 
follow-up is provided, then it is unlikely that students fully 
understand their rights. Few students are actually going 
to consult the university’s website to learn more about 
FERPA; Dowding (2011) found that the students surveyed 
were unaware that such information was available online, 
even though they had been told about their institutions’ 
online privacy resources. The students instead suggested a 
more personal approach, such as having someone speak to 
them at university orientation (25). If educational institu-
tions are interested in ensuring that their students under-
stand their privacy rights and can make informed deci-
sions about their records, they need to go beyond what the 
law requires and follow the official FERPA notification 
with more personal outreach. Right now, the notifica-
tion system is not designed for students to understand their 
FERPA rights and how their data is used—it is primarily 
designed to keep the university nominally compliant with 
the law.

Implications for Institutions of Higher Education
The available evidence and ineffective FERPA notifica-
tions point to the conclusion that many students do not 
understand how institutions of higher education col-
lect, use, and disclose their academic records, nor do they 
understand their rights to control their records granted to 
them by FERPA. Though this conclusion has not been 
affirmed in an American setting, students’ lack of aware-
ness may be beneficial to universities and third parties 
alike. Students hypothetically indicated that they would be 
open to sharing their data with learning-analytics systems, 
but they may be more restrictive with the type or amount 
of data they would share if given the opportunity to fully 
understand what was being collected and to determine 
exactly what data was shared. Big-data techniques rely 
on ingesting as much data as possible from many different 
sources to draw conclusions, and limiting the flow of data 
by giving students more control may reduce the efficacy of 
learning-analytics systems built with big-data technology.

Additionally, increasing awareness of data collection 
and its uses may have a chilling effect beyond merely 
impacting what records some students allow to be shared 
with third parties. Dawson (2006) found that student 
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behavior in an online learning environment changed 
to be more reticent and cautious when students realized 
that their behavior was monitored by institutional per-
sonnel beyond the instructor (80). If students are cur-
rently unaware of how their behavior in a LMS can be 
monitored, collected as data, and viewed and analyzed by 
someone outside of the class or even the institution, they 
may change how they interact with the LMS once they 
become aware this. 

From a student-privacy perspective, a change brought 
on by a better system of notification and informed con-
sent constitutes increased student autonomy over their 
own data. However, from an institutional perspective, it 
represents a potential threat to the kinds of insights that 
can be gleaned from learning analytics because institutions 
also rely on in-house analyses of student data to inform 
their own decision-making processes. Meanwhile, from 
a learning-analytics-developer perspective, it represents 
a potential threat to their business model. This is not to 
say that institutions and third parties have been collud-
ing to keep students ignorant for nefarious purposes, but 
FERPA currently gives institutions most of the power in 
determining how student data is collected and shared, and 
shifting that balance of power would potentially have neg-
ative implications for institutions and the third parties that 
rely on student data. 

Conclusion
FERPA was originally designed to protect the privacy of 
students’ academic records, giving parents or eligible stu-
dents the right to control if and how their information is 
distributed. However, the ways that FERPA functions in 
practice—especially in the lack of meaningful enforce-
ment mechanisms and loopholes that allow institutions 
to disclose student records without informing students or 
getting their consent—tip the balance of power toward 
institutions and decrease the effectiveness of protections 
on individual students’ records. With the development of 
big data and learning analytics, it is easier to collect, share, 
and analyze student data, and the demand to share that 
data and the insights gleaned from it is increasing. Learn-
ing analytics have useful pedagogical potential, but big 
data is big business for many third parties, and FERPA 
does little to give students input or choice in how their 
records are shared and used in this situation. 

Because there are still many legal and ethical issues 
to be resolved around the use of student data in learning 
analytics, and FERPA is unable to address many of those 
issues around current uses of student data, it is imperative 
that students are able to protect their own data until some 
of the larger policy issues can be resolved. The ability to 
protect and control their own academic records requires 
students to understand the current system of how records 
are protected, created, shared, and governed. Without a 
basic understanding of how their academic data is col-
lected and used, and of the policies in place to facilitate 
and regulate such collection and use, students will not be 
able to take meaningful action to protect their own data 
or advocate for changes to be made.

The available evidence does not point to a level of 
awareness or understanding that would allow students to 
take control over their own data. The limited research that 
has been done in this area suggests that many students are 
not very concerned about their privacy in general, they 
may be willing to hypothetically share some of their data 
with learning-analytics systems, and they do not under-
stand the laws designed to protect their privacy and their 
rights guaranteed by those laws. This lack of awareness 
of and guidance from FERPA present an opportunity for 
institutions of higher education to help students become 
more digitally literate and autonomous in controlling and 
protecting their own data, but without further research on 
exactly what students understand, it is difficult to plan for 
such education. 

However, these suggestions about students’ under-
standing of their FERPA rights are largely speculative. 
They are based on limited research done on this spe-
cific issue and similar, more extensive research done on 
related issues. More research needs to be conducted on 
how students actually think about their academic records, 
privacy, and FERPA; a study similar to Dowding’s 2011 
project should be conducted in the United States to gain 
an understanding of student perception of how their aca-
demic records are collected, used, and protected. In an age 
in which privacy is continually questioned and threatened, 
it is imperative that educational institutions understand 
how students view their privacy. Institutional understand-
ing informs what can be done to educate students on their 
legal rights to prepare them to make informed choices 
about their privacy for the rest of their lives. 
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