©|FEATURE

Privacy Policies and Practices
with Cloud-Based Services in
Public Libraries

An Exploratory Case of BiblioCommons

Katie Chamberlain Kritikos

Michael Zimmer

ublic libraries are increasingly turning to cloud-based and Library 2.0 solutions to

provide patrons more user-focused, interactive, and social platforms from which

to explore and use library resources. These platforms—such as BiblioCommons—
often rely on the collection and aggregation of patron data, and have the potential to dis-
rupt longstanding ethical norms within librarianship dedicated to protecting patron privacy.
This article reports on the results of a pilot research study investigating how libraries are
implementing third-party cloud computing services, how these implementations might
impact patron privacy, and how libraries are responding to these concerns. The results of
this research provide insights to guide the development of a set of best practices for future
implementations of cloud-based Library 2.0 platforms in public library settings.

Introduction and enhanced data management (Casey and Savastinuk
Public libraries are increasingly turning to cloud-based 2007; Courtney 2007; Casey and Savastinuk 2006). These
and Library 2.0 solutions to provide patrons more user-fo- third-party cloud services provide robust solutions to help
cused, interactive, and social platforms from which to libraries deliver resources, services, and expertise effi-
explore and use library resources while taking advan- ciently while also encouraging patrons to share informa-
tage of new opportunities for cost savings, flexibility, tion and participate in a platform that empowers them to
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socialize and leverage the power of a large community of
users (Breeding 2011; Goldner 2010). Examples of cloud-
based Library 2.0 platforms for libraries include OCLC
WorldShare, Ex Libris Alma, and BiblioCommons.

Alongside the growth in cloud-based platforms to de-
liver library services, patrons are increasingly encouraged
to participate in their integrated social and Web 2.0 fea-
tures, ranging from maintaining user profiles, to creat-
ing lists of books, to sharing comments with other users,
among others. Many such platforms also aggregate patron
usage and activity data to fuel algorithmic filtering, pro-
vide personalized content and recommendations, and help
identify and analyze trends. While librarians have histor-
ically engaged in professional practices that limit reten-
tion of patron data and protected confidentiality, such as
limited tracking of user activities, having short-term data
retention policies, and fostering the anonymous browsing
of library materials (Morgan 2006; Gorman 2000), many
Library 2.0 platforms are largely based on the tracking,
collection, and aggregation of user data. Libraries are thus
faced with balancing the use of cloud computing in librar-
ies and its potential to disrupt longstanding ethical norms
within librarianship dedicated to protecting patron priva-
cy (Zimmer 2013a, 2013b).

This article reports on the results of a pilot research
study investigating how libraries are implementing
third-party cloud computing services, how these im-
plementations might affect patron privacy, and how li-
braries are responding to these concerns. Focusing on
thirty-three libraries who have implemented the Biblio-
Commons cloud-based discovery layer to manage their
collections, this study assesses whether the participating
libraries modified their privacy policies after launching the
new Library 2.0 platform and how any potential effects to
privacy were communicated to patrons. The results of this
research provide insights to guide the development of a set
of best practices for future implementations of cloud-based
Library 2.0 platforms in public library settings.

Library 2.0: Technology and Privacy in
Libraries

Patron Privacy and Librarian Ethics

Privacy is a necessary ingredient for achieving and pro-
tecting intellectual freedom because it forms the bedrock
for an individual’s right to read and to receive ideas and
information (Richards 2015, 2013). As former Supreme
Court Justice Louis Brandeis found in his dissenting
opinion in Olmstead v. United States, “The right to be left
alone—the most comprehensive of rights, and the right
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most valued by a free people” (Olmstead v. U.S. 1928).
Only when an individual is assured that her choice of
reading material does not subject her to reprisals or pun-
ishment can she fully enjoy the freedom to explore ideas,
weigh arguments, and decide for herself what she believes
(Richards 2015, 2013; see ALA 2016). Such freedoms are
threatened in an atmosphere in which library use is mon-
itored and individual reading and library-use patterns are
available to anyone without permission (Zimmer 2013a,
2013b).

To address privacy issues in US libraries, a set of “li-
brarian ethics” has emerged from documents and ethical
frameworks that the American Library Association (ALA)
has refined and codified over time (see Magi and Garnar
2015). Ensuring the free and unfettered access to informa-
tion is a cornerstone of the librarian profession enshrined
in the ALA’s Code of Ethics. Initially adopted at the ALA’s
midyear meeting in 1939, the Code of Ethics establish-
es general policies to guide ethical decision making in
libraries (ALA Council 2008). The ALA also adopted the
Library Bill of Rights in 1939, creating a formal policy
statement on intellectual freedom that entitles everyone
to free thought and expression and to the free access of
library materials (Magi and Garnar 2015). In response to
the changing global political environment at that time, the
Library Bill of Rights outlined three policy statements to
ensure free and open access to public library services: (1)
library materials should be selected on the basis of their
value and intrinsic interest to the community, not on the
authors’ race, nationality, political, or religious views; (2)
library materials should “fairly and adequately” represent
all sides of social issues; and (3) library meeting rooms
should have a democratic open-use policy to provide equal
access to all community groups (Magi and Garnar 2015).

From the moment that the ALA adopted the Library
Bill of Rights, intellectual freedom defined the library’s
role as a forum for uninhibited intellectual inquiry and
debate (Magi and Garnar 2015). Revisions to the policy
followed as libraries faced challenges to intellectual free-
dom during the politically and socially tumultuous years
between 1939 to 1969 (Magi and Garnar 2015), culminat-
ing in today’s strong statement of six policies that express
both the rights of library users to intellectual freedom and
the expectations that the ALA places on libraries to sup-
port their users (ALA Council 1996). Patron privacy and
intellectual freedom, however, are perennially challenged,
such as through government attempts to gain access to
patron records (see Foerstel 2004; Doyle 2003; Foers-
tel 1991; Kennedy 1989; McFadden 1987). In response,
the ALA has continually reaffirmed its commitment to
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protecting these values, issuing policy statements like
Confidentiality of Personally Identifiable Information about Li-
brary Users (ALA Council 2004) and Privacy: An Interpreta-
tion of the Library Bill of Rights (ALA Council 2014).

Complementing the ALA’s policy responses to intellec-
tual freedom and privacy threats, librarians and libraries
often take action to protect patron privacy and confiden-
tiality, including destroying patron reader records, de-
stroying internet access logs daily, posting warning signs,
offering patron education on privacy issues, and abandon-
ing plans to use new technology that profiles the read-
ing habits of patrons and informs them when works they
may enjoy are published (Murphy 2003; Sanchez 2003).
Indeed, librarians have a rich history of protecting patron
privacy, fighting to ensure that the democratic ideal of in-
tellectual freedom survives such challenges to the privacy
and confidentiality of patrons’ information-seeking activ-
ities (Zimmer 2013a, 2013b). For example, Louise Rob-
bins, a historian of ALA policy responses to intellectual
freedom threats, has argued that the Library Bill of Rights
and related ALA policies grant librarians both the respon-
sibility and the tools to defend the right of readers to free-
dom of inquiry, which established a “zone of autonomy”
for librarians to perform their duties (Robbins 1991, 360).
Such a zone of autonomy also naturally extends to library
patrons, who traditionally count on libraries to provide
the freedom to read, inquire, and learn without undue
oversight or threats of surveillance. Web 2.0, Library 2.0,
and the use of technology in libraries, however, compli-
cate the existing privacy norms and expectations within
the library context.

Introducing Web 2.0 and Library 2.0

In general, “Web 2.0” refers to second-generation web-
sites and services whose design and functionality encour-
age user interactivity, collaboration, and user-generated
and -driven content (Rustad 2016; Casey and Savastinuk
2007; Courtney 2007). Examples of Web 2.0 websites that
enable “users to work collaboratively” and increase the
“scope of synchronous communications” (Rustad 2016,
20) include Wikipedia, YouTube, and Facebook. Web 2.0
transcends technology to capture the zeitgeist of mod-
ern ideas, behaviors, and ideals (see Allen 2008). It rep-
resents a blurring of the boundaries between web users
and producers, consumption and participation, authori-
ty and amateurism, play and work, data and the network,
and reality and virtuality (Zimmer 2008). In short, Web
2.0 suggests that everyone can and should use new inter-
net technologies to organize and share information and to
interact within communities by harnessing the power of
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collaboration and social networks to celebrate and em-
power the individual (Zimmer 2008).

Following the democratic trend of social interaction
and collaboration, “Library 2.0 brings the ideology of
Web 2.0 into the library. Librarian Michael Casey (2005),
who originated the term Library 2.0 in 2005, defines the
concept as user-centered change that gives library users
a participatory role in the design of physical and virtu-
al library services. At the time of Library 2.0’s inception,
library scholars and practitioners grappled with the exact
definition of the phenomenon (see, e.g., Boxen 2008; Ev-
ans 2008; Farkas, 2007; Lankes et al. 2007; Murley 2007,
Maness 2006; Bingsi and Xiaojing 2006). Even without a
standard definition, however, the literature reflects a con-
sensus that the implementation of Library 2.0 technolo-
gies and services means bringing interactive, collaborative,
user-centered, and web-based technologies to the library
(Casey and Savastinuk 2007; Courtney 2007; Casey and
Savastinuk 2006).

Examples of Library 2.0 technology related to OPACs
and discovery layers include

e creating dynamic and personalized recommendation
systems (e.g., “other patrons who checked out this book
also borrowed these items”), similar to Amazon and relat-
ed online services;

e allowing users to create personalized subject headings
for library materials through social tagging platforms like
Delicious or GoodR eads; and

e providing patrons the ability to evaluate and comment
on particular items in a library’s collection through rating
systems, discussion forums, or comment threads (Casey
and Savastinuk 2007; Courtney 2007).

To participate in and benefit from the Library 2.0 ser-
vices in these examples, library patrons may have to create
user accounts, divulge personal interests and intellectu-
al activities, and risk the tracking and logging of their li-
brary activities and personal data (Zimmer 2013a, 2013D).
Hence, launching Library 2.0 features challenges tradi-
tional librarian ethics regarding patron privacy discussed
above (Casey and Savastinuk 2006; Litwin 2006).

Library 2.0 Ten Years Later

A review of more recent library and information science
literature expands the Library 2.0 discussion in both schol-
arly and professional circles, starting with its purpose and
function (see Huvila et al. 2013; Kwanya, Stilwell, and
Underwood 2012; Anttiroiko and Savolainen 2011). Ant-
tiroiko and Savolainen (2011) study how public libraries
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adopt Library 2.0 technologies to revitalize their offered
services, identifying the main goals of using new technol-
ogies as communication, content sharing, social network-
ing, and crowdsourcing.

‘While scholars find the continued and increasing prev-
alence of Web 2.0 technology in public libraries (Mann-
heimer, Young, and Rossmann 2016; Deodato 2014), Li-
brary 2.0 has now been introduced into academic libraries
(Hess, LaPorte-Fiori, and Engwall 2015; Boateng and
Liu 2014; Mahmood and Richardson 2013). There is also
growing international treatment of Web 2.0 and Library
2.0 in the literature of countries such as Malaysia (Abidin,
Kiran, and Abrizah 2013); Pakistan (Arif and Mahmood
2012); Africa (Lwyoga 2013); international cities (Mainka
et al. 2013); and Poland (Wojcik 2015), to name a few. Ad-
ditionally, a 2015 study investigated the use of social media
tools to enhance library inclusion and outreach activities
by comparing Web 2.0 implementation in Greater China,
Switzerland, the United States, the United Kingdom, Aus-
tralia, and New Zealand (Abdullah et al. 2015).

Despite the increasing use of Library 2.0, Kwanya et
al. (2012) lament the lack of cohesion in standards for its
implementation and management, concluding that librar-
ies will have to adopt and adapt new technology based on
the context of their unique communities. Huvila et al.
(2013) find that the new technological skills required of
traditional librarians can disrupt their work identity and
confidence. What’s more, librarians can also lack proper
education in new technologies (Huvila et al. 2013) and the
libraries themselves often do not have suitable privacy pol-
icies that cover patron privacy and confidentiality (Hess et
al. 2015; Lambert, Parker, and Bashir 2015; Al-Suqri and
Akomolafe-Fatuyi 2012; Magi, 2010). Both issues demon-
strate the literature’s continued treatment of privacy and
librarian ethics (see Breeding 2016a; Campbell and Cow-
an 2016; Gressel 2014; Lambert et al. 2015; Lilburn 2015).

In addition to the above concerns, many authors high-
light the prevalence of digital privacy and security issues in
the modern library. Current Library 2.0 privacy issues range
from privacy and security in digital libraries (Al-Suqri
and Akomolafe-Fatuyi 2012) to privacy and security for
now-typical library software like discovery layers (Breeding
2016a, 2016b). One example is protecting privacy when pa-
trons from marginalized or underrepresented groups, such
as the lesbian, gay, bisexual, and transgender communi-
ty, use library services to research private, personal matters
(Campbell and Cowan 2016). Related to privacy and secu-
rity, Lilburn (2015) points out the sobering fact that com-
panies that own many of the Web 2.0 tools used in libraries
track and monitor user behavior for their own profit, as well
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as that commercial social media can empower governments
and corporations. On a related note, a 2015 study by Lam-
bert et al. finds that while the increased use of digital ven-
dors provides enhanced Web 2.0 services, such use threat-
ens patrons’ privacy and intellectual freedom because these
vendors have access to patrons’ personal information (see
also Magi, 2010).

Also of note is the broader philosophical discussion
regarding Library 2.0, technology, and privacy (see Ard
2016, 2014; Hoffmann 2016; Mathiesen 2015; Magi
2011). In light of the increasing use of advanced infor-
mation and communication technologies in Library 2.0,
Hoftmann (2016) applies the value of self-respect from
moral and political philosophy to librarians and scholars
interested in social justice issues as a foundation for librar-
ies’ protection of patron privacy and intellectual freedom.
Continuing the social justice trend, Mathiesen (2015)
finds that privacy and intellectual freedom are increas-
ingly thought of as human rights in the global informa-
tion age. Library and information science plays a central
role in facilitating communication about human rights
(Mathiesen 2015). More specifically, Ard (2014) express-
es concern with the surveillance and collection of patron
activity and data by third-party digital content vendors.
Because the traditional library privacy regime does not
restrict what third-party digital service provider can do
with this data, libraries should extend the privacy of read-
er records to all types of data practices to protect intellec-
tual privacy from unwanted surveillance by digital inter-
mediaries (Ard 2016, 2014).

This need for protection from unwanted surveillance
by digital intermediaries inspired Gressel (2014) to argue
that many librarians have neglected digital privacy issues
in their rush to integrate Web 2.0 technologies into their
libraries and to advocate the protection of patron priva-
cy over the implementation of Web 2.0 technologies. And
while it may be easy to dismiss privacy as no longer rele-
vant, especially to the younger generation (Gressel 2014),
Magi draws on interdisciplinary scholarship ranging from
law to psychology to philosophy, among others, to offer
fourteen compelling reasons why privacy still matters to
individuals and to society in three categories: “(1) benefits
to the individual, (2) benefits to personal relationships,
and (3) benefits to society” (Magi 2011, 198). In light of
the growing tension between protecting privacy and in-
tellectual freedom and the advancement and application
of new technologies in libraries, librarians must adopt a
broad understanding privacy (Magi 2011).

Library 2.0 and privacy also see an expanded discussion
and increasing treatment in professional circles focusing
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on the dual role of libraries as the providers of information
and the protectors of patron privacy. Statements and tools
from the ALA include 2014 updates

to Privacy: An Interpretation of the ' '
Library Bill of Rights (ALA Council
2014) and the Privacy Toolkit (ALA
IFC 2014), as well as 2016 updates

to the variety of privacy guide-

lines issued by the Privacy Subcom-
mittee of the Intellectual Freedom
Council (ALA IFC 2016a, 2016b,
2016¢). Additionally, the Trend Re-
port (IFLA 2013) and Trend Re-
port Update (IFLA 2016) from the
International Federation of Library
Associations and Institutions identify
privacy and technology as the chief
trends shaping and transforming the
information ecosystem.

Finally, nonprofit organizations
like the Library Freedom Project
(2017), a partnership of librarians,
technologists, attorneys, and priva-
cy advocates, strive to address the
increasing problems of surveillance
and promote intellectual freedom in
libraries. All of these organizations
demonstrate an awareness of the pos-
sibilities and pitfalls of the increas-
ing use of Web 2.0 technology and
a growing concern over surveillance
in libraries. The overall message

AS PUBLIC LIBRARIES
CONTINUE TO RELY
ON LIBRARY 2.0
SERVICES FROM
THIRD-PARTY
VENDORS LIKE
BIBLIOCOMMONS,
REFINING AND
TAILORING PRIVACY
POLICIES AND
PRACTICES IS
CRITICAL FOR
PROTECTING PATRON
PRIVACY IN THE
DIGITAL AGE
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content vendors at the time (Axis 360, Hoopla, OneClick-
Digital, OverDrive, and Zinio) to determine whether the
policies (1) met the privacy standards
of the American Library Association
Code of Ethics, (2) met the Fair In-
formation Practices (FIP) standards of
American industry, and (3) were ac-
cessible and understandable to public
library patrons (Lambert et al., 2015).
The study found that while the digi-
tal content vendors largely complied
with the FIP standards, their privacy
policies failed to meet the heightened
privacy standards of librarian eth-
ics. Thus the increased use of digital
content vendors to provide enhanced
Web 2.0 services in public libraries
threatens the privacy and intellectual
freedom of patrons because the ven-
dors have access to patrons’ personal
information (Lambert et al., 2015).
To further explore the protection
of patron privacy and the implemen-
tation of Library 2.0 services, the cur-
rent study investigates the relationship
between the implementation and use
of BiblioCommons, a cloud-based
discover layer, and the privacy poli-
cies in participating public libraries.

Case Study:
BiblioCommons

focuses on the need for education

about surveillance threats, user pri-

vacy rights, and library responsibilities to upholds intellec-
tual freedom and privacy. The goal is to ensure the pursuit
of free, open inquiry by library patrons and to combat
surveillance.

Context for the BiblioCommons Study

The above review of the recent scholarly and professional
literature reveals a moderate increase in attention to priva-
cy and security in Library 2.0 over the past decade. Librar-
ies have been slow to integrate Library 2.0 platforms—and
to update their privacy policies (Hess et al. 2015)—and so
privacy, confidentiality, and related ethical concerns remain
largely unresolved. For example, adopting the research
methodology and analysis used by Magi (2010) to review
the privacy policies of library vendor licenses, Lambert et
al. (2015) studied the privacy policies of the top five digital
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Drawing from a sample of the US
public libraries that licensed the BiblioCommons soft-
ware as of January 2015, this study investigates wheth-
er—if at all—libraries have modified their privacy poli-
cies and practices upon implementation of the Library 2.0
platform. As public libraries continue using Library 2.0
services from third-party vendors like BiblioCommons,
refining and tailoring policies to new technology is critical
for protecting patron privacy in the digital age. Through
this analysis of privacy policies from the participating pub-
lic libraries, we are better positioned to recommend best
practices for library privacy policies in the era of Library
2.0.

What Is BiblioCommons?

BiblioCommons is a Canadian company that devel-
ops and hosts cloud-based software solutions for public
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libraries, allowing partnering libraries to enhance their
traditional online public access catalog (OPAC) with a
dynamic, integrated, and social discovery layer. Accord-
ing to the BiblioCommons website, the company’s goal
is “to help public libraries deliver the same kind of rich
discovery and community connection experiences online
that the library has always delivered in its branches—

all built around the heart of the library: its collections”
(BiblioCommons 2016a). At the time of this study in
January 2015, there were thirty-four participating librar-
ies in the United States, presented in table 1. As of Oc-
tober 2016, BiblioCommons has fifty-three participating
public libraries in the United States, as well as libraries in
Canada, Australia, and New Zealand (BiblioCommons
2016c¢).

BiblioCommons Products and Information Flows

The BiblioCommons software product is a fully managed
and integrated online solution that combines the public li-
brary’s circulation and cataloguing scheme, branding, etc.;
the BiblioCommons connectors, code, servers, security,
upgrades, updates, and support; and the worldwide com-
munity of users contributing ratings, reviews, and lists of
books, movies, and more (BiblioCommons 2016b).

The main BiblioCommons software product is Biblio-
Core. To further the company’s goal to be the “center
of online discovery and connection” (BiblioCommons
2016a), BiblioCore replaces the public library traditional
OPAC’s account management and search functions, allow-
ing public library staff and patrons to search the catalog,
brose and explore the online stacks, and borrow materi-
als via online user accounts. To complement BiblioCore,
BiblioCommons also offers BiblioMobile, a mobile appli-
cation, and BiblioWeb, an interactive, integrated website
and content management tool.

The BiblioCommons environment encourages users to
create their own personal collections and reading guides
that lay the foundation for engagement with the library
and fellow readers in various ways. The social features of
the BiblioCore software include “a common platform that
aggregates the shared expertise, opinions and recommen-
dations of staff and customers alike across all libraries, and
integrates those contributions back into the local catalog
in intelligent ways” (BiblioCommons 2016a). It harness-
es the “power of the local OPAC as a gateway to broad
participation and engagement” that brings the tradition-
al OPAC into the world of Web 2.0, making the inter-
face more social and interactive for public library patrons
(BiblioCommons 2016a; Scardilli 2015). Other social
features include sharing reading experiences with others,
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to rate and review material and to create private or shared
lists of titles.

Patrons access the BiblioCommons discovery layer
through their home library’s website, typically in a seam-
less fashion. For example, when users browse the Boston
Public Library website and click on “BPL Catalog,”
they are routed to BPL’s collection hosted on the Biblio-
Commons platform, maintaining the general branding
and design scheme of the main BPL website. From the
customized BiblioCommons platform site, patrons can
browse items, read comments from other patrons, rate
books, share items, and engage in other related social ac-
tivities. The standard template for the BiblioCommons
web interface includes a terms of use and privacy state-
ment at the bottom of each page (see appendix A and ap-
pendix B, respectively).

Library patrons may search the library catalog anony-
mously via the BiblioCommons platform, but they must
create an account to use other services, such as placing a
hold request or saving a title for later. They must, howev-
er, create a separate account to access the full functionality
of the BiblioCommons platform, which requires providing
BiblioCommons their library card number, PIN and bor-
rower ID, name, birth month and year, and email address.
‘When used by a logged-in patron, BiblioCommons col-
lects the patron’s browsing activity on the platform, which
can then be associated to the patron’s account. As detailed
in the “Personal Information” section of the BiblioCom-
mons privacy statement (appendix B), BiblioCommons
secures and encrypts all personal information provided by
the user during the registration process and does not share
information or activity with ad networks or other enti-
ties that are not directly involved in the library’s services:
“Information in your BiblioCommons account that per-
sonally identifies you is encrypted and stored in a secured
facility.” Users can access their borrowing activity (cur-
rent or recent loans, due dates, fines, etc.) within Biblio-
Commons, but the platform does not automatically store
that information within a user’s account. Rather, it merely
is pulled from the library’s separate circulation system for
display. Patron content created through the “Shared Con-
tent” features, such as providing book reviews, ratings, or
creating shared lists or collections, is linked to a patron’s
BiblioCommons account.

Reactions to BiblioCommons in the Library
Community

While BiblioCommons remains small, it is growing, and
the library world has noticed. An early adopter of Biblio-
Commons, the New York Public Library expressed the
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Library

Austin Public Library
Bellingham Public Library
Boston Public Library

Central Arkansas Library System

Central Rappahannock Regional Library

Chapel Hill Public Library
Chicago Public Library
CLEVNET

Daniel Boone Regional Library
Deschutes Public Library
Greenwich Library

Johnson County Library

King County Library System
Lawrence Public Library
Multnomah County Library
New York Public Library
Oceanside Public Library
Olathe Public Library

Omaha Public Library

PAC2 Consortium

Peninsula Library System
Petoskey Library District

Pima County Public Library
Portland Public Library
Princeton Public Library
Pueblo City-County Library District
San Antonio Public Library
San Francisco Public Library
San Mateo County Library
Santa Clara County Library
Santa Monica Public Library
Seattle Public Library

Tulsa City County Library
‘Whatcom County Library System

Location
Austin, TX
Bellingham, WA
Boston, MA
Little Rock, AK
Fredericksburg, VA
Chapel Hill, NC
Chicago, IL
Cleveland, OH
Columbia, MO
Bend, OR
Greenwich, CT
Shawnee Mission, KS
Issaquah, WA
Lawrence, KS
Portland, OR
New York, NY
Oceanside CA
Olathe, KS
Omaha, NE
Petoskey, MI

San Mateo, CA
Petoskey, MI
Tucson, AZ
Portland, OR.
Princeton, NJ
Pueblo, CO

San Antonio, TX
San Francisco, CA
San Mateo, CA
Santa Clara, CA
Santa Monica, CA
Seattle, WA

Tulsa, OK
Bellingham, WA
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excitement of partnering with the new software compa-
ny “to completely transform its current online catalog,
making it easier to discover the Library’s vast collections
while also giving users the power to create reading lists,
rate the latest books, and organize groups” (NYPL 2011).!
More recently, a 2015 review in Information Today high-
lights BiblioCommons’ sophisticated search function that
is akin to that of Google or Amazon: “The search func-
tion offers natural language detection, full native Uni-
code support, auto-suggest for misspelled keywords, and
limiting through an extended set of facets, as well as rele-
vance-ranked results that adapt to a library’s data and cir-
culation patterns” (Scardilli 2015).

BiblioCommons also received treatment in the Amer-
ican Libraries library report for 2016. In the section on
public libraries, the report noted that “the public library
technology sector had a relatively quiet year in 2015 with
a steady churn of libraries shifting to alternative ILS [inte-
grated library system] products in a competitive environ-
ment characterized by marginal differentiation” (Breeding
2016b). One such alternative ILS product is Biblio-
Commons, which, despite its growing presence in public
libraries, has been slow to catch on in some communities.
For example, the Columbus (OH) Metropolitan Libraries
rolled out their new BiblioCommons website in January
2016 (Narciso 2016). As of April 2016, only about 84,000
people, or 16 percent of the system’s 500,000 library card-
holders, had signed up for BiblioCommons accounts (Nar-
ciso 2016).

Further, while most librarians recognize how services
like BiblioCommons can greatly improve the delivery
of library services and enhance patron activities, the in-
creased need for the tracking, collecting, and potentially
retaining of data about patron activities presents a chal-
lenge to the traditional librarian ethic regarding patron
privacy (Zimmer 2013b; Litwin 2006). Such concerns are
evident in numerous reports of community reactions to
new implementations of BilblioCommons in local librar-
ies (see, e.g., Narciso 2016; Wartfield 2015; Greiner 2013;
Breeding 2011). For example, Narciso (2016) reports
that when BiblioCommons launched at the Columbus
Metropolitan Libraries, “aversion to change” discour-
aged library patrons from signing up for an account: only

i. At the time of data collection in January 2015, the New York
Public Library had a contract with BiblioCommons. Though as of
October 12, 2015, the New York Public Library no longer had a li-
brary service agreement with BiblioCommons, its inclusion as part
of the sample is relevant and instructive to the data collection and
analysis at hand.
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“about 84,000 cardholders—just 16 percent of the sys-
tem’s more than 500,000 cardholders—signed up, surpris-
ing some library officials.” Additionally, Wartfield (2015)
cited patrons’ privacy concerns with the implementation
of BiblioCommons at the San Francisco Public Library
stemming in large part from the library’s “long history of
making decisions without public input.”

Research Methodology

In light of these concerns about patron privacy and the use
of third-party Library 2.0 services, this study investigated
whether—if at all—libraries have modified their privacy
policies and practices upon implementation of the Biblio-
Commons platform. Specifically, the study sought answers
to these exploratory research questions:

RQ1: Did participating public libraries adjust their privacy
policies upon implementing BiblioCommons services?
RQ2: Did participating public libraries adjust their privacy
practices upon implementing BiblioCommons services?
RQ3: Did participating did libraries communicate with pa-
trons regarding privacy implications of the BiblioCom-
mons service?

The research design for this study was to engage in a
document analysis of materials acquired from libraries
using the BiblioCommons cloud-based discovery lay-
er software. Purposive sampling was used to target the
thirty-four U.S. public libraries using BiblioCommons at
the time of initial data collection (January 2015). Open
records requests were sent to each participating library re-
questing the following documents:

1. all contracts, agreements, or related legal/vendor
documents the public library might have with
BiblioCommons

2. all internal policies, documented procedures, or other
materials related to the initial installation and contin-
ued implementation of BiblioCommons products and
services

3. all notices provided to patrons related to the library’s
collection and use of patron data, including the li-
brary’s privacy policy (if extant)

A sample of the open records request is attached to this

report as appendix C.
Thirty-three of the thirty-four participating public li-

braries responded to the records request, with thirty-two
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of the respondents providing materials." Materials received
included library subscription agreements with Biblio-
Commons, internal BiblioCommons implementation doc-
uments, library privacy policies, and related items. One of
the weaknesses of requesting documents from participat-
ing public libraries, even via an open records request, was
the lack of, or the incompleteness of, the information re-
ceived. Upon a preliminary assessment of the comprehen-
siveness of materials received, we used online sources like
the BiblioCommons website, participating public library
websites, and the Internet Archive Wayback Machine to
retrieve missing documents and locate historical versions
of received materials.

After collecting the, we conducted a document analy-
sis (Bowen 2009) to investigate answers to our exploratory
research questions, focusing on a close reading of materials
provided as well as comparisons of materials across partic-
ipating libraries.

Data Analysis

Privacy Policies

Each of the thirty-four public libraries with service agree-
ments with BiblioCommons use the boilerplate Biblio-
Commons privacy statement (appendix B), made accessi-
ble to patrons at the bottom of the discovery layer’s main
page. As these privacy policies are located and maintained
on the BiblioCommons web servers, all of the policies
were the most recent version of the boilerplate (updated
January 19, 2015), and none of the language varied across
the different partner libraries, save for customization of
the library’s name in the opening paragraph and other rel-
evant passages.

Significant variance exists, however, in the privacy pol-
icies of the partner libraries themselves. Of the thirty-four
participating libraries, thirty-two also had an internal li-
brary privacy policy in place in addition to the boilerplate
BiblioCommons privacy statement (see appendix B), with
two libraries (Central Rappahannock Regional Library
and Lawrence Public Library) lacking any general privacy
policy available on their website. Of those libraries with
privacy policies online, only four linked directly to their
internal privacy policies from their websites” homepag-
es: Central Arkansas Library System, Multnomah County
(OR) Library, New York Public Library, and San Antonio

ii. The New York Public Library declined to provide materials be-
cause, as a private, non-profit educational organization, it was not
subject to open records laws (Jacqueline F. Bausch, personal com-
munication, January 9, 2015). Its privacy policies were available
online.
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Public Library. The remaining libraries made their privacy
policies available to patrons elsewhere on their websites,
most commonly in the “About the Library” or “Using the
Library” sections. Often, the internal privacy policy was
buried deep in the library’s website and only accessible
after much determined searching. For example, as of the
time of this analysis, the Austin Public Library required
the following path to access its internal privacy policy:
Home > Using the Library > About the Library > Policies
and Information > Privacy Statement.

Examining the publication dates of the partner librar-
ies’ internal privacy policies, nearly one-third (nine of
twenty-eight with version dates) predate the existence of
a contract with BiblioCommons. Further, only eight of
the thirty-two libraries’ internal privacy policies analyzed
directly reference the use of BiblioCommons third-party
services, and its related privacy policies and practices (see
table 2).

Privacy Practices

The request for internal policies, documented procedures,
or other materials related to the initial installation and
continued implementation of BiblioCommons products
and services yielded minimal materials for analysis. Most
libraries indicated they did not have any internal poli-
cies or formal documented procedures related to the use
BiblioCommons, and others simply provided copies of the
BiblioCommons installation and training guidelines. We
did not receive any information indicating a library imple-
mented or adjusted any internal privacy-related practices
in response to the use of BiblioCommons.

In attempting to respond to this request, many libraries
provided internal communications and materials to help
train library staff on the features and benefits of Biblio-
Commons, as well as how to communicate with patrons
regarding the change. Some of the materials mentioned
patron privacy, focusing largely on how to show patrons
where the privacy settings are located, or to alleviate gen-
eral concerns. For example, some training presentations
(such as from the Peninsula Library System and the San
Francisco Public Library) discussed how patrons could
create “Shelves” or “Lists,” and noted the ability to made
make such features public or private through the plat-
form’s privacy settings.

Other training documents (Bellingham [WA] Public
Library and Chicago Public Library, for example) showed
library staff how to guide patrons through the priva-
cy settings of their BiblioCommons account, and anoth-
er library (Whatcom County [WA] Library) created an
internal training wiki that featured a detailed section on

SPRING 2017 31


http://cipr.uwm.edu/?p=717
http://cipr.uwm.edu/?p=717

Table 2. Participating libraries with BiblioCommons reference in privacy policy

Library

Greenwich (CT)
Library

Johnson County
Library, Shawnee
Mission, KS

Multnomah County
Library, Portland, OR

New York (NY)
Public Library

New York (NY)
Public Library

Oceanside (CA)
Public Library

San Francisco Public
Library

Whatcom County
Library System,
Bellingham, WA

N
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BiblioCommons Reference Wording

“Third Party Services and Internet Communications. . . . The Library
encourages users to review the privacy policies of all third-party pro-
viders. Users who use the Library’s new online public access catalog are
encouraged to read the BiblioCommons privacy policy.”

“Catalog Privacy Statement. Our catalog is provided by Biblio-
Commons and with its own distinct Privacy Statement. Upon reg-
istration, you agree to Privacy Statement as part of the BiblioCom-
mons Terms of Use.”

“Third party vendor services. . . . Policies for our discovery software
for the on-line catalog: Bibliocommons (MyMCL).”

“V. Third-Party Partners. . . . Users who use the Library’s new on-
line public access catalog are encouraged to read the BiblioCommons
privacy policy as well as this privacy overview.”

“As part of the catalog transition, all information associated with
your user account was transferred from the old system (Biblio-
Commons) to NYPL on October 12, 2015. PLEASE NOTE that,
unless you have already taken steps to deactivate your BiblioCom-
mons account, you will still have an active BiblioCommons account.
You should coordinate directly with BiblioCommons if you no lon-
ger want an account with them. Your interactions with the new cat-
alog are covered by the N'YPL Privacy Policy and not by the Biblio-
Commons Privacy Statement.”

“C. Release of Information. 1. . . a. BiblioCommons, Inc. provides
the Library’s online catalog. If a customer provides them with his or
her Library card number, The Library will transmit certain data to
them including name, birth date, and e-mail address.”

“Discovery Layer Interface . . . 13. . . . In acceptance of the Bib-
lioCommons Terms of Use, a user agrees to abide by the Biblio-
Commons Privacy Statement; users are advised to please read the
BiblioCommons Terms of Use and Privacy Statement carefully . . . .
(multiple references)

“What staff may do: . . . At any time it is relevant, staft may show
patrons how to register in BiblioCommons, access their account in-
formation online or via telephone messaging, use self-checkout, pay
fines online, sign up for ELF notification, or any other self-service
options.”

“What a patron may do: . . . When a patron would like informa-
tion about their account, he or she may view it online via Biblio-
Commons or ELF, access it via Telephone Messaging, or ask a staft
member for assistance.”

EE)

Policy Type

Privacy and Confiden-
tiality of Library Re-
cords (April 14, 2015)

Website Policies: On-
line Privacy (2014,
2016)

Privacy and Confiden-
tiality of Library Re-
cords (May 7, 2015)

Privacy Policy (Octo-
ber 21, 2011)

* No BiblioCommons
contract as of October
12, 2015

Changes to the Online
Catalog: Your Infor-
mation and Privacy
(October 12, 2015

Policy Manual, 4.2
Confidentiality (No-
vember 25, 2013)

Privacy Policy (Janu-
ary 1, 2015)

Patron Confidentiality
Administrative Proce-
dure 501.01 (June 18,
2014)

JOURNAL OF INTELLECTUAL FREEDOM AND PRIVACY

SPRING 2017

32


https://web.archive.org/web/20160407021213/http:/jocolibrary.bibliocommons.com/info/terms
https://web.archive.org/web/20160407021213/http:/jocolibrary.bibliocommons.com/info/terms
http://multcolib.bibliocommons.com/info/privacy
http://web.archive.org/web/20150316092420/http:/nypl.bibliocommons.com/info/privacy
http://web.archive.org/web/20150316092420/http:/nypl.bibliocommons.com/info/privacy
http://web.archive.org/web/20150316092420/http:/www.nypl.org/node/122489
https://bibliocommons.formstack.com/forms/inactivenypl
http://www.nypl.org/help/about-nypl/legal-notices/privacy-policy
https://nypl.bibliocommons.com/info/privacy
https://nypl.bibliocommons.com/info/privacy

privacy and provided sample text on how to reply to pa-
trons’ concerns. Princeton Public Library provided a set
of privacy-related “frequently asked questions” (apparent-
ly developed by BiblioCommons) to help guide staft re-
sponses to concerned patrons.

Communication with Patrons

In response to the request for any communications to pa-
trons related to a participating library’s collection and use
of patron data, nearly all libraries provided copies of their
internal privacy and confidentiality policies, copies of the
BiblioCommons terms of use and privacy statement acces-
sible to patrons from the website, or related policy state-
ments (see “Privacy Policies,” above, for a discussion of
privacy policies).

Several libraries provided supplementary communica-
tion materials indented to help patrons understand their
privacy within the library, broadly. For example, Dan-
iel Boone Regional Library (Columbus, MO) shared its
information brochure designed for new patrons, which
notes the library’s privacy and confidentiality practices,
as did a welcome brochure from the Santa Clara Coun-
ty (CA) Library. Others shared forms used to obtain a li-
brary card or create an account, which referred patrons to
the library’s existing privacy policies.

Only a few libraries provided communication mate-
rials specifically designed to help patrons understand the
privacy implications of the new BiblioCommons platform.
For example, Greenwich (CT) Library produced colorful
bookmarks that highlighted various features of the new
discovery layer and included mention of how personalized
“Shelves” and “Lists” could be set as private or public; it
also referred patrons to the library’s confidentiality policy
as well as the BiblioCommons terms of use for more in-
formation about how their information might be shared.
Greenwich Library also produced screencast tutorials to
help walk patrons through the new features, which includ-
ed tips on making “Shelves” and “Lists” private or public.
Other libraries, such as the Portland Public Library and
the Seattle Public Library, shared general help and FAQ
pages designed to assist patrons when creating and using
BiblioCommons accounts, which typically mentioned
and linked to the library’s privacy policies as well as the
BiblioCommons privacy statement and terms of use.

Based on the materials received from partner librar-
ies, the most comprehensive communication to patrons
regarding the privacy implications of BiblioCommons
originated from the New York Public Library. In ad-
vance of the implementation of the platform in 2011, the
library distributed patron fliers and created a webpage
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titled “Overview of Privacy Issues for NYPL's New Cat-
alog,” providing details about the information that will
be collected in connection with NYPL’s new discovery
layer, as well as a summary of how BiblioCommons and
NYPL will use that information. The library also made it
clear that users did not have to create accounts or use the
BiblioCommons interface, and it maintained the legacy
catalog interface for patrons who didn’t wish to opt into
the new platform.

Discussion, Recommendations, and Future Research
Our first exploratory research question was to understand
whether participating public libraries adjusted their priva-
cy policies upon implementing BiblioCommons services.
The analysis revealed that while eight libraries updated
their privacy policies to make specific mention of Bib-
lioCommons, most did not, and nine libraries had pol-
icies that have not been updated at all in the time since
first contracting with the cloud service provider. This
reveals an uneven approach to ensuring that internal pol-
icies reflect the technological changes occurring within
library services. Our recommendation is that all librar-
ies should adjust their privacy policies to reflect the use of
third-party cloud service providers and provide details on
how any patron information might be shared, as well as
any steps taken to protect patron privacy. Libraries should
also ensure privacy policies are easily accessible by patrons,
ideally provided directly on the library homepage, which
would demonstrate a library’s commitment to making the
privacy policies transparent and available to patrons.

The consequences of this oversight are, perhaps, mit-
igated by the fact that the BiblioCommons platform it-
self has a separate privacy statement that is automatical-
ly displayed on each library’s installation of the service.
This policy statement, along with the terms of use, are
frequently updated by BiblioCommons and automatical-
ly pushed out to all participating libraries so patrons will
always see the most recent version. It is uncertain if par-
ticipating libraries are knowingly relying on the Biblio-
Commons privacy policy instead of updating their own,
and future research could investigate the motivations be-
hind participating libraries’ approach to their internal pri-
vacy policies. There is concern that libraries might begin
to rely solely on third-party providers to maintain updated
privacy policies, especially since libraries” historical com-
mitment to patron privacy might not fully align with the
interests of third-party technology providers.

Our second exploratory research question sought to
understand if participating public libraries adjusted their
privacy practices upon implementing BiblioCommons
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services. We received limited data that was directly re-
sponsive to this request and therefore saw little direct ev-
idence that indicated any library implemented or adjust-
ed its internal privacy-related practices in response to the
use of BiblioCommons. Some libraries provided training
materials in an attempt to show evidence of some form
of internal practices and activities related to the launch of
BiblioCommons, and our analysis of these revealed a var-
ied approach to bringing staff up to speed on how users
can manage their privacy through BiblioCommons. Not
all libraries chose to provide this material (as it was not
specifically requested), so a full analysis is not possible.

To better investigate this question of whether librar-
ies changed their data practices in reaction to the use of
BiblioCommons, a more targeted data gathering strate-
gy 1s necessary, and future research might engage in case
studies of specific libraries to gain richer qualitative data
from personnel directly involved in the implementation
and installation of BiblioCommons.

Our third exploratory research question asked how par-
ticipating libraries communicated with patrons regarding
any privacy implications of the BiblioCommons service.
While all libraries make available the BiblioCommons
privacy statement that automatically appears on the footer
of each webpage on the platform, only a handful provided
additional material specifically-tailored to communicate

A
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with patrons about the new platform. General tutorials of-
ten mentioned how certain social features could be set to
private or public, but there was little discussion of the type
of information that BiblioCommons itself might have ac-
cess to regarding patron activities. The best practice came
from New York Public Library, who took additional steps
to ensure patrons were made aware of the new platform
and the data sharing that might occur. Our recommenda-
tion is for more libraries to follow this example and pro-
vide direct and meaningful communication with patrons
about what it means to create an account on the Biblio-
Commons platform.

This study revealed a mixed approach to address-
ing patron privacy among the libraries using the Biblio-
Commons cloud-based discovery layer. Future research
can build from these exploratory questions and home in
on the core issues of whether privacy policies are staying
up to date, whether libraries are changing their overall
data and privacy practices after engaging with cloud-based
services, and how (and to what effect) libraries are com-
municating with patrons regarding any privacy implica-
tions. As public libraries continue to rely on Library 2.0
services from third-party vendors like BiblioCommons,
refining and tailoring privacy policies and practices is crit-
ical for protecting patron privacy in the digital age.
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